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Foreword 
 
The Manual of Security Policies and Procedures (“Security Manual”) is issued under the authority of 
Department Administrative Order 200-0, Department of Commerce Handbooks and Manuals, and has 
the same status as a Department Administrative Order. The Security Manual implements the laws, 
regulations, Executive Orders, and directives that govern the management and administration of the 
personnel, information, and physical security programs of the Department and outlines the policies, 
procedures, and standards to guide security efforts to protect Departmental personnel, property, and 
facilities. The provisions of the Security Manual apply to all Departmental operating units, offices, 
facilities, employees, contractors and associates, and others who have access to Department of 
Commerce facilities, information, personnel, or IT systems.  
 
Section I outlines Security Administration in the Department and focuses on security authorities, 
responsibilities, applications, and security education and awareness. Section II prescribes the policies, 
procedures, and standards that govern the granting of eligibility for access to national security 
information. Section III implements Federal laws and regulations concerning security standards and 
safeguards to protect Classified National Security Information in the Department of Commerce. 
Section IV prescribes the policies, procedures, and standards that govern the implementation of 
physical security measures designed to protect personnel, facilities, property, and information in the 
Department of Commerce. Section V provides guidance on protection of sensitive but unclassified 
information and other security matters. 
 
Planning for security is a management responsibility and shall be an integral part of any function or 
project undertaken in the Department. Heads of operating units and Departmental offices are 
responsible for ensuring the security of the personnel, property, facilities, and information in their 
respective organizations in accordance with applicable laws, regulations, Executive Orders, and 
directives. The Director for Security provides security advice, assistance, guidance, consultation, and 
services to assist heads of operating units and Departmental offices in performing their security 
responsibilities.  
 
This manual supersedes all previous security manuals governing the administration of security 
programs in the Department, specifically, the Personnel Security Manual, dated December 1, 1988, the 
Physical Security Manual, dated May 1, 1990, and the National Security Information Manual 
(undated). 
 
The date of this manual is April 4, 2003. 
 
 

              Richard Yamamoto 
      Richard Yamamoto 

     Director 
     Office of Security 
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Chapter 1 - Security Authorities and 
Application 

 

101 Purpose 
 
The Manual of Security Policies and Procedures (“Security Manual”) implements the policies 
and procedures that govern the management and administration of personnel, information, and 
physical security programs in the Department of Commerce. These security programs are 
established to protect people, facilities, property, information, Information Technology (IT) 
systems, and all other assets of the Department. The Security Manual also provides guidance 
concerning other security-related activities and functions. 
 

102 Authority 
The Security Manual is issued under the authority of Department Administrative Order 200-0, 
Department of Commerce Handbooks and Manuals, and has the same status as a Department 
Administrative Order. The laws, regulations, Executive Orders, and directives pertaining to the 
security of personnel, facilities, and information in the Department are indicated below. 
 
• Executive Order 10450, as amended, Security Requirements for Government Employment, 

April 27, 1953. 
• Executive Order 12968, Access to Classified Information, August 2, 1995. 
• Adjudicative Guidelines for Determining Eligibility for Access to Classified Information (32 

CFR Part 147). 
• Executive Order 13292, Further Amendment to Executive Order 12958, as amended, 

Classified National Security Information, March 25, 2003. 
• Implementing Directive for Executive Order 12958, Classified National Security Information 

(32 CFR Part 2004). 
• Part 731, Suitability; Part 732, National Security Positions; and Part 736, Personnel 

Investigations, of Title 5 of the Code of Federal Regulations. 
• Suspension and Removal (5 U.S.C. § 7532). 
• Requirement for background checks for employees providing child care services in Federal 

facilities (42 U.S.C. § 13041). 
• Procedures governing access to classified information (50 U.S.C. § 435). 
• Classification, Declassification, and Public Availability of National Security Information (15 

CFR Part 4a). 
• Disclosure of classified information (18 U.S.C. § 798). 
• Unauthorized removal and retention of classified documents or material (18 U.S.C. § 1924). 
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• Offenses concerning communication of classified information by government officer or 
employee to an agent or representative of a foreign government (50 U.S.C. § 783). 

• Invention Secrecy Act of 1951, as amended (35 U.S.C. §§ 181-188). 
• Atomic Energy Act of 1954, as amended (Public Law 83-703, as amended), which appears 

generally as 42 U.S.C. § 2011 et seq. 
• Requirements for the protection of safeguards information (providing safeguards for the 

protection of nuclear energy classified and restricted data) (10 CFR 73.21). 
• Director of Central Intelligence Directive 1/19, Security Policy for Sensitive Compartmented 

Information and Security Policy Manual, March 1, 1995. 
• Director of Central Intelligence Directive 1/20, Security Policy Concerning Travel and 

Assignment of Personnel with Access to Sensitive Compartmented Information, December 
29, 1991. 

• Director of Central Intelligence Directive 1/21, Physical Security Standards for Sensitive 
Compartmented Information Facilities (SCIF), July 29, 1994. 

• Director of Central Intelligence Directive 6/3, Protecting Sensitive Compartmented 
Information within Information Systems, June 5, 1999. 

• Director of Central Intelligence Directive 6/4, Personnel Security Standards and Procedures 
Governing Eligibility for Access to Sensitive Compartmented Information (SCI), July 2, 
1998. 

• Presidential Policy Memorandum for Executive Departments and Agencies, “Upgrading 
Security at Federal Facilities,” June 28, 1995. 

• “Vulnerability Assessment of Federal Facilities,” U.S. Department of Justice, June 28, 1995. 
• Physical protection and building security (41 CFR 101-20.103). 
• Child care centers for Federal workers and allotment of space in Federal Buildings (40 

U.S.C. § 590). 
• “Child Care Center Design Guide,” PBS 3425-13, U.S. General Services Administration, 

June 1998. 
• Conduct on Federal Property (41 CFR 101-20.3). 
• Possession of firearms and dangerous weapons in Federal facilities (18 U.S.C. § 930). 
• Law enforcement authority of Secretary of Homeland Security for protection of public 

property (40 U.S.C. § 1315). 
• “Contract Guard Information Manual,” U.S. General Services Administration, April 2001. 
• Compliance with nationally recognized codes (40 U.S.C. § 3312). 
• Fire safety systems in federally assisted buildings (15 U.S.C. § 2227). 
• Fire Protection (Fire Safety) Engineering (41 CFR 101-6.6). 
• Safety and Environmental Management (41 CFR 102-80). 
• General Reference Guide for Real Property Policy, U.S. General Services Administration, 

April 1998. 
• National Fire Protection Association, Publication 10, Standard for Portable Fire 
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Extinguishers, 1998 Edition. 
• National Fire Protection Association, Publication 101, Life Safety Code, 2000 Edition. 
• National Fire Protection Association, Publication 914, Code for Fire Protection of Historic 

Structures, 2001 Edition. 
• National Fire Protection Association, Publication 5000, NFPA Building Construction and 

Safety Code, 2001 Proposed Standard. 
• Department Organization Order 10-5, Chief Financial Officer and Assistant Secretary for 

Administration. 
• Department Organization Order 20-6, Deputy Assistant Secretary for Security. 
• Department Administrative Order 202-731, Position Sensitivity for Personnel Suitability and 

Personnel Security Purposes. 
• Department Administrative Order 202-751, Discipline. 
• Department Administrative Order 206-5, Occasional Use of Public Areas in Public Buildings. 
• Department Administrative Order 207-10, Inspector General Investigations. 
• Department Administrative Order 207-11, Official Investigative Credential and Badge. 
 

103 Delegation of Authority 
 
Department Organization Order (DOO) 10-5, Chief Financial Officer and Assistant Secretary for 
Administration, authorizes the position of Director for Security. DOO 20-6, Director for Security, 
designates the Director as the “senior agency official” responsible for directing and administering 
security programs in the Department. The Director also heads the Office of Security. The duties 
and responsibilities of the Director include, but are not limited to, the activities and functions 
listed below. 
 
A. The Director has Department-wide staff management responsibility for establishing policies 
and procedures for: 
 

1. Granting eligibility for access to national security information (security clearances). 
 

2. Safeguarding classified and sensitive documents and information. 
 

3. Protecting Department personnel. 
 

4. Evaluating security risks. 
 

5. Establishing emergency preparedness plans. 
 

6. Implementing communications security. 
 

7. Providing guidance to departmental offices and operating units on security related matters. 
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8. Ensuring compliance with security policies and procedures. 
 
B.  The Director shall: 

 
1. Ensure that security services indicated in the functional areas listed above are provided to 
all Department of Commerce organizations and personnel. 

 
2. Establish and maintain a departmental “Occupant Emergency Program” in accordance 
with applicable laws and regulations. 
 
3. Serve as the principal official responsible for coordinating and assisting in the 
establishment and continuation of a Department-wide emergency preparedness program. 

 
4. Serve as the Department’s liaison with Federal, state, and local government agencies and 
organizations regarding security matters, executive protection, intelligence security, and 
administrative investigations not under the jurisdiction of the Inspector General. 

 
5. Enforce the security elements of the Office of Administrative Services management 
policy. 

 
6. Establish a Security Council that represents all operating units in the Department of 
Commerce. 

 
C.  The Director shall be responsible to: 
 

1. Ensure effective implementation of E.O. 13292, Further Amendment to Executive Order 
12958, as amended, Classified National Security Information, or successor policy, as the 
senior agency official designated by the Secretary of Commerce under the provisions of 
Section 5.4. (d) of that Order, concerning the authority to classify and protect national 
security information in the Department. 

 
2. Ensure effective implementation of E.O. 12968, Access to Classified Information, or 
successor policy, as the senior agency official designated by the Secretary of Commerce 
under the provisions of Section 6.1. (a) of that order, concerning the eligibility for access to 
national security information. 

 
3. Ensure effective implementation of National Security Decision Directive 298, National 
Operations Security Program, or successor policy, as the departmental planner for Operations 
Security. 

 
4. Ensure effective implementation of E.O. 12829, National Industrial Security Program, 
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January 6, 1993, or successor policy, as senior agency official to direct and administer the 
Department’s implementation of and compliance with the National Industrial Security 
Program. 

 
5. Ensure effective implementation of E.O. 10450, Security Requirements for Government 
Employees, April 27, 1953, and 5 Code of Federal Regulations Part 732, National Security 
Positions, and their successor policies, as the senior agency official designated by the 
Secretary of Commerce. 

 
6.  Ensure effective support of the National Foreign Intelligence Program as required by E.O. 
12333, United States Intelligence Activities, December 4, 1981, Section 1.6. 

 
104 Status and Applicability of the Security Manual 
 
A. The Security Manual establishes security policies and provides procedural guidance for the 
effective administration of security programs in the Department. The provisions of the Security 
Manual apply to all departmental operating units, offices, facilities, employees, contractors and 
associates, and others who have access to departmental facilities, information, personnel, or IT 
systems.  
 
B. The policies and procedures outlined in the Security Manual take precedence over the security 
policies of any operating unit, bureau, or office in the Department; however, nothing in these 
regulations shall be construed as contrary to the provisions of any statute or Federal regulation.  
In the event of a conflict, specific statutory provisions shall apply. 
 
C. The senior official or manager of each operating unit, office, or facility in the Department is 
responsible for the safety and security of all personnel, property, and information under his/her 
jurisdiction. In addition, managers, supervisors, and employees have specific security 
responsibilities prescribed in the Security Manual. Employees and other personnel associated 
with the Department shall report all incidents or conditions contrary to these requirements to 
their security contact, servicing security officer, or the Office of Security. 
 
D. Failure to comply with the Department’s security policies, procedures, or regulations may 
result in a written notice of violation and other administrative action as appropriate, including 
revocation of security clearance or removal from Federal Government service. Violations of any 
law or regulation may result in disciplinary action based on DAO 202-751, Discipline. If an 
employee violates a criminal statute, the matter shall be reported to the Office of Inspector 
General for possible referral to the Department of Justice. 
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105 Issuance of the Security Manual 
 
The Security Manual is issued by the Office of Security and is available on the Office of 
Security’s departmental web site at http://www.doc.gov/osy.  Revisions to the Security Manual will 
be posted periodically on the web site as appropriate.   
 

106 Interpretation 
 
Any question concerning interpretation of the provisions of the Security Manual and all 
recommendations for changes to security policies and procedures in the Security Manual should 
be referred to the Office of Security through an operating unit’s servicing security officer.  
 
107 Supplementary Requirements and Guidance 
 
The Office of Security will review any supplemental policies, procedures, and other forms of 
written guidance developed by an operating unit prior to being issued. The review will determine 
appropriateness, technical accuracy, and compliance with laws, Federal regulations, and 
Department of Commerce policies and procedures. 
  
108 Requests for Exception to Policy or Procedure 
 
All requests for exceptions to security policies and procedures in the Security Manual must be 
made to the Office of Security. Requests for all exceptions must be in writing and adequately 
provide an alternative for safeguarding or affording equivalent protection for all affected 
personnel, property, or facilities. 
 

109 Effect on Other Orders 
 
This manual supersedes all previous security manuals governing security administration in the 
Department, specifically, the Personnel Security Manual, dated December 1, 1988, the Physical 
Security Manual, dated May 1, 1990, and the National Security Information Manual (undated). 
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Chapter 2 - Security Responsibilities 
 
201 Security Planning 
 
Planning for security is a management responsibility and shall be an integral part of any function 
or project undertaken in the Department. The most efficient and cost-effective method of 
instituting security measures for any facility or operation is through advance planning and 
continuous monitoring throughout the project, program, or activity. Once the essential security 
measures are determined, implementation of the measures is monitored to ensure the desired 
intent. Selecting, constructing, or modifying a facility without considering the security 
implications of employee safety and asset protection can result in costly modifications or 
retrofitting, considerable lost time, and liability for the Department. Receiving, processing, 
storing, or transmitting classified or sensitive information without adequate safeguards could 
result in damage to national security interests or a compromise of information entrusted to the 
Federal Government.  Hiring individuals without the proper background investigation could also 
compromise critical or key departmental programs. 
 
202 Roles and Responsibilities 
 
Executive Order 12958, Classified National Security Information, as amended, confers the 
authority to originally classify information to designated agency heads and officials. In a 
subsequent Federal Register notice, the President conferred the authority to originally classify 
information at the Secret classification level to the Secretary of Commerce. E.O. 12958 further 
directs agency heads who originate or handle classified information to designate a senior agency 
official to direct and administer an agency-wide security program for all operating units within 
that agency.  Departmental Organization Order (DOO) 20-6, Director for Security, designates the 
Director for Security as the "senior agency official" to direct and administer the Department of 
Commerce program implementing E.O. 12958, under which national security information is 
classified, safeguarded, and declassified. In addition, Executive Order 12968, Access to 
Classified Information, prescribes the policies, procedures, and standards that govern the 
granting of eligibility for access to national security information. The Director for Security 
establishes and oversees the process to evaluate background investigations, adjudicate issues, 
and grant eligibility for access to classified information for employees and other persons 
associated with the Department of Commerce. Besides protecting classified national security 
information and determining the eligibility for access to classified information, other laws, 
Executive Orders, and Federal regulations guide departmental security efforts to protect 
department personnel, facilities, and property and promote security education and awareness 
programs to achieve compliance with security policies and procedures. The guidance provided 
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below expands and supplements the responsibilities listed in DOO 20-6. 
 
A.  Director for Security. 
 

1. The Director for Security (the “Director”) serves as the focal point for all security matters 
in the Department and has Department-wide staff management responsibility for establishing 
policies and procedures for: personnel security; the safeguarding of classified and sensitive 
documents and information; the protection of Department personnel, facilities, and property; 
threat analysis and security risk assessments; emergency actions and preparedness; 
communications security; operations security; security education, awareness, and training; 
and compliance with security policies and procedures. The Director may approve or deny 
requests for exceptions to the procedural requirements of the Security Manual. 

 
2. The Director is responsible for advising and assisting heads of operating units in 
performing their security responsibilities. Additionally, the Director provides security 
services when it is more practical or economical to consolidate them at Department level. 
(For the purpose of administering Departmental security programs, the Office of the 
Secretary is considered an "operating unit" and is subject to policy and procedural 
requirements levied on all other DOC units. The Director for Security shall serve as the 
Security Officer for the Office of the Secretary.) 

 
3. The Director establishes the Department of Commerce Security Council composed of 
representatives from each operating unit to coordinate security measures in the Department. 
Operating unit representatives communicate security requirements to their respective units, 
exchange security-related information, and coordinate security services. Designating an 
employee to assist in performing security activities will not relieve the operating unit head, 
senior facility manager, or servicing security officer of their responsibilities. 

 
4. The Director may delegate those authorities pertaining to security matters listed in DOO 
20-6 to the Deputy Director for Security or other senior managers as appropriate. 

 
B.  Heads of Operating Units. The head of each operating unit, defined by DOO 1-1, "Mission 
and Organization of the Department of Commerce," as amended, is responsible for ensuring the 
security of the personnel, property, facilities, and information in their respective organizations in 
accordance with applicable laws, regulations, Executive Orders, and directives. 
 

1. The head of each operating unit is responsible for developing and implementing measures 
to protect personnel, property, facilities, and information in their respective organization in 
accordance with applicable laws, regulations, Executive Orders, and directives. The head of 
each operating unit is responsible for implementing security policies and procedures 
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described in the Security Manual. Servicing security officers will provide administrative 
support to the operating units. 
 
2. The head of each operating unit, in consultation with the servicing human resources 
manager, shall ensure that the unit's personnel suitability matters comply with appropriate 
laws and regulations. In particular, the head of an operating unit must ensure that each 
position within the operating unit is designated with the appropriate position sensitivity or 
risk level in accordance with the position sensitivity and risk criteria set forth in 5 CFR § 731 
and § 732, DAO 202-731, Handbook on Suitability, and the Security Manual. 

 
3. The head of each operating unit shall ensure that employees in their organization receive 
periodic training regarding safeguarding national security and sensitive information in 
accordance with Chapter 3, Security Education and Awareness, and Chapter 41, Sensitive 
and Administratively Controlled Information, of the Security Manual. 

 
4. The head of each operating unit will appoint a representative to the Department’s Security 
Council. The representative will communicate security requirements from their respective 
operating units, exchange security-related information, and coordinate security services in 
their organization. 

 
C. Human Resources Managers. Human resources managers or their designee are responsible 
for administering the personnel suitability investigations process required within their 
jurisdiction in accordance with appropriate laws and regulations. Operating unit managers, in 
consultation and concurrence with human resources managers, are the adjudicating authorities 
for their respective organizations. Human resources offices shall advise the Office of Security, 
through the servicing security officer, when they become aware of information in a suitability 
investigation that could cause harm to the national security interests of the United States. 
 
D. Servicing Security Officers. 
 

1. Department of Commerce security officers implement departmental security program 
activities in operating units on behalf of the Director for Security. Security officers provide 
security guidance, service, and support to the bureaus, operating units, and departmental 
offices under their jurisdiction; implement security policies and procedures issued by the 
Office of Security; and coordinate any safeguarding requirements that specifically pertain to 
an operating unit with the appropriate head of an operating unit.  

 
2. Servicing security officers may formulate and issue supplementary instructions for their 
servicing area concerning personnel, information, and physical security matters. Each 
security officer must actively administer education and inspection programs for each office 
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within their service area that processes, handles, or stores national security information. 
 
E. Facility and Senior Office Managers. Department of Commerce facility and senior office 
managers are responsible for ensuring the security of the personnel, property, facilities, and 
information in their respective facilities in accordance with applicable laws, regulations, 
Executive Orders, and directives. Security officers providing client services to operating units 
will assist facility managers in carrying out these responsibilities. 
 
F. Security Contacts. The head of an operating unit, departmental office, or other departmental 
organization that does not have a Security Specialist, GS-0080, assigned as a servicing security 
officer will appoint a liaison to the Office of Security to act as a security point-of-contact for all 
security matters in their organization. The security contact may perform collateral duties that 
involve responsibilities such as initiating and processing requests for background investigations 
for applicants and employees in their organization; forwarding up-to-date national security 
information to supervisors and employees in their organization; assisting senior facility managers 
in coordinating physical security risk assessments of their facility; assisting the head of the 
organization in ensuring that all persons with security clearances receive an annual refresher 
security briefing; or requesting assistance from the Office of Security regarding security matters. 
 
G. Supervisors. Supervisors are responsible for ensuring all applicable security policies and 
procedures are implemented in their organization. 
 

1. Supervisors will assign risk and sensitivity designations to all positions under their 
authority in accordance with position designation criteria to ensure individuals filling those 
positions receive the appropriate background investigation. 

 
2. When an employee requires access to national security information, the supervisor will 
forward a completed CD-79, Request for Security Clearance, through the servicing security 
officer to the Office of Security, indicating the level of clearance needed, and a statement 
justifying need for the access. 

 
3. If a supervisor becomes aware of any derogative information concerning an employee that 
indicates continued access is no longer in the interest of the national security, he or she must 
notify the Office of Security so that an inquiry or investigation may be initiated to determine 
the validity of the information and the need to suspend, revoke, deny, or restrict the 
employee’s access to national security information. Chapter 13, Security Adjudication 
Criteria, provides examples of information used to determine an individual’s eligibility for 
access to national security information.  
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H.  Employees and Other Individuals. 
 
1. Employees and other individuals associated with the Department must become familiar 
with pertinent security regulations. Furthermore, individuals with security clearances must 
comply with standards of conduct when holding positions of trust as stated in E.O. 11222, 
Standards of Conduct, and the U.S. Department of Commerce, Standards of Conduct for 
Commerce Employees handbook.  Individuals must recognize and avoid the kind of personal 
behavior that could result in their ineligibility for continued assignment to a position of trust. 

 
2. All employees and other individuals who have been given access to classified or sensitive 
information must abide by the applicable guidance and directives concerning its maintenance 
and protection as prescribed in Section III, National Security Information, and Chapter 41, 
Sensitive and Administratively Controlled Information. 

 
3. Each employee and other individuals will advise their supervisor, servicing security 
officer, or operating unit’s security contact when they become aware of information about 
any departmental employee or individual associated with the Department who could 
potentially cause damage to the national security interests of the United States. 

 
203 Administrative and Judicial Action 
 
Failure to comply with the policies or procedures set forth in the Security Manual may result in 
written notice of violation and other administrative action, as appropriate, under the provisions of 
applicable statutes, Executive Orders, and regulations. The Office of Security shall recommend 
disciplinary action based on DAO 202-751, Discipline, against any employee or contractor in the 
Department determined to have been responsible for violation of applicable policies or 
procedures. Actions by an employee or contractor that indicate a disregard for the national 
security as determined by the Office of Security may result in suspension and subsequent 
revocation of the individual's security clearance. If an employee violates a criminal statute 
pertaining to national security, the matter will be referred to the Office of the Inspector General 
for possible referral to the Department of Justice.  
 
204 After Hours Security Checks and Self Inspections 
 
Servicing security officers and security contacts, in consultation with local office managers, will 
conduct periodic, after-hours checks and self-inspections of areas that handle, process, and store 
national security information to ensure that the inspected organization is in compliance with 
departmental security policies and procedures. The Office of Security shall conduct a continuous 
after-hours security inspection program to ensure compliance in each operating units. This will 
include office areas within Office of Security. 
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Chapter 3 - Security Education and 
Awareness 

 
301 Security Education and Awareness 
 
A security program is most effective when employees practice security daily. Servicing security 
officers and security contacts in an operating unit or office will develop, implement, and 
administer an on-going security education and awareness program for all personnel under his or 
her jurisdiction. Supervisors are responsible for ensuring that employees fully participate in the 
program.  
 
A.  Security Education and Awareness Programs. 
 

1. The security education and awareness program in each operating unit or office should 
address security in a positive manner. Since many aspects of security apply directly to 
employees, the heads of operating units and servicing security officers should emphasize an 
employee’s personal responsibilities in proper security practices. These responsibilities 
include crime prevention and the protection of departmental assets as well as classified 
information. The servicing security officer should frequently distribute a variety of security 
information, including posters, videotapes, films, slides, handouts, pamphlets, and 
computer-based training programs.  Law enforcement units from the local community are 
valuable resources to assist in this effort. 

 
2.  The security education and awareness program should include the following elements. 

 
a. Active, continuing participation by each unit’s servicing security officer and security 
contacts. 

 
b. Direction, guidance, and support provided by the head of each operating unit. 

  
c. Security awareness training for all new employees and on-site contract personnel.  

 
d. Periodic security awareness presentations to employees and contractors.  

 
e. Distribution of security reminders such as posters, pamphlets, and checklists.  

 
f. Updated security guidance and directives, as appropriate. 
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3. The security education and awareness program should include information on recent 
incidents of security deficiencies or violations, areas of laxity, or trends that have become 
apparent in the security posture of the operating unit, office, or local facility such as an 
increase in thefts or security violations.  

 
4. The Security Manual sets standards for the Department's security education and awareness 
training.  Implementation of these standards should: 

 
a. Ensure that each employee who creates, processes, or handles classified information 
has a satisfactory knowledge and understanding of classification, safeguarding, and 
declassification policies, procedures, and practices;  

 
b. Increase uniformity among servicing security officers in the conduct of their security 
education and awareness training activities; and  

 
c. Reduce improper classification, safeguarding, and declassification practices. 

 
B. Applicability. The standards pertaining to information security are binding on all executive 
branch departments and agencies that create or handle classified information. Pursuant to E.O. 
12829, the National Industrial Security Program Operating Manual (NISPOM) prescribes the 
security requirements, restrictions, and safeguards applicable to industry, including security 
education and awareness training for contractors. The standards established in the Security 
Manual are consistent with the standards prescribed in E.O. 12958 and the NISPOM. 
 
C. Responsibility. The Director for Security has overall responsibility for the Department's 
security education and awareness program. The servicing security officer of each operating unit 
and departmental office shall assist the Director in carrying out this responsibility. Servicing 
security officers must ensure that initial, refresher, and termination security briefings are 
conducted on a regular basis. Within the first sixty days of employment or appointment with the 
Department of Commerce, each individual shall attend a general security orientation briefing. An 
employee who is approved for access to classified information must be briefed on the inherent 
responsibilities and proper procedures for handling national security information and must 
execute a Classified Information Nondisclosure Agreement, SF-312, prior to being granted a 
security clearance.  Employees shall be given an annual refresher security briefing within sixty 
days of their second and subsequent anniversary date of employment or appointment. Upon 
termination of the individual’s security clearance, either by separation, transfer, or change of 
duties, each employee shall receive a security debriefing explaining the continuing responsibility 
to protect national security information to which the individual had access. 
 
D. Approach. Security education and awareness training should be tailored to meet the specific 
needs of the Department's security program and the specific role employees are expected to play 
in that program. The Director shall determine the means and methods for providing security 
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education and awareness training. Training methods may include briefings, interactive videos, 
dissemination of instructional materials, and other media and methods. 
 
E. Frequency. The frequency of agency security education and awareness training will vary in 
accordance with the needs of an organization’s security classification program. Each 
departmental organization shall provide some form of refresher security education and awareness 
training at least annually for each person who has been granted a security clearance. 
 
302 Security Briefings 
 
A. Coverage. The Department of Commerce maintains a formal security education and 
awareness training program that provides for initial and refresher training and termination 
briefings. This chapter establishes security education and awareness training standards for 
original classifiers, declassification authorities, security managers, classification management 
officers, security specialists, and all other personnel whose duties significantly involve the 
creation or handling of classified information. These standards are not all-inclusive. The Director 
may expand or modify the coverage provided in the Security Manual according to program and 
policy needs. All departmental personnel with a security clearance shall receive initial training 
on basic security policies, principles, and practices. Such training will be provided in conjunction 
with the granting of a security clearance, but must be completed prior to an individual being 
given access to classified information. The following briefings will be required for an employee 
who has been granted eligibility for access to national security information. 
 

1. Initial (Entrance-on-Duty) Briefing. A general security orientation briefing is required 
for all employees, regardless of their position sensitivity or risk designation, within the first 
sixty days of employment. This briefing will cover basic security issues such as 
identification, keys, access control during and after normal work hours, office security and 
crime prevention, vehicle and visitor controls, property accountability, suspicious package 
inspection procedures, and emergency evacuation procedures. This briefing must also cover 
proper usage of information technology. Proper computer and Internet usage must be clearly 
understood and adhered to by all employees. This briefing can be provided by the operating 
unit or servicing security officer, a representative from the human resources office, or the 
employee’s first line supervisor.   

 
2. National Security Education Briefing. Employees who are approved and cleared for 
access to classified information must be briefed on their responsibilities with respect to 
possession of a security clearance and proper procedures for handling national security 
information. Individuals must execute a Classified Information Nondisclosure Agreement, 
SF-312, prior to being granted a final security clearance. No individual will have access to 
classified information until they have received the National Security Education Briefing and 
they have signed the SF-312. This briefing will include responsibilities of the employee prior 
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to their transfer, separation, administrative downgrade of clearance, or change of duties and 
can be conducted by the individual’s security contact or servicing security officer. The Office 
of Security conducts these briefings monthly and accepts all cleared employees. Operating 
unit security contacts or servicing security officers may schedule cleared employees for this 
monthly briefing by coordinating directly with the Office of Security.   

 
3. Annual Security Refresher Briefing. Annually, employees cleared for access to 
classified information will receive a refresher briefing covering their security responsibilities.  
Such employees are required to receive this briefing at least once a year or more frequently, 
if required. Each operating unit or departmental office may schedule cleared employees for 
the monthly security briefing provided by the Office of Security. 

 
4. Information Technology (Computer) Security Briefings. The proliferation of computers 
and office automation devices presents vulnerabilities and potential threats to the protection 
of U.S. Government information. Information Technology security briefings must be 
provided for all incoming personnel by the Information Technology security staff. This 
briefing can be incorporated into the initial Entrance-on-Duty Security Orientation Briefing 
or the operating unit’s general office briefing in coordination with Information Technology 
security personnel. Information relative to computer security (i.e., classified data processing 
and protection of IT media and passwords) shall be covered in these briefings. IT security 
briefings must be provided to personnel whose jobs involve processing classified information 
on a computer system. The Office of Information Technology Management and the Office of 
Security share responsibility for Information Technology security.   

 
5. Security Debriefing. Upon termination of employment or contract responsibilities by 
separation, transfer, an administrative downgrade action, or a change in duties, each 
employee or other individual with a security clearance must receive a security debriefing 
explaining that their access to classified information has been removed and that they have a 
continuing responsibility to protect national security information. At the security debriefing, 
each individual shall sign the SF-312 acknowledging the debriefing and their continuing 
responsibility to protect classified information to which they had access. At a minimum, the 
debriefing shall contain: 

 
a. A reminder that classified information may not be communicated or transmitted to an 
unauthorized person or organization; 

 
b. A reminder of the penalty for unauthorized disclosure of classified information; 

 
c. The requirement to report to the Office of Security or to the FBI any attempts by 
unauthorized personnel to obtain classified information; and 

 
d. The employee's assurance that all classified information has been reassigned to 
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appropriately cleared personnel in their organization. 
 

Note: Several servicing security officers have been faced with difficulty in relocating 
personnel who have transferred, separated, or changed duties. In such instances, the 
servicing security officer or the security contact shall make every reasonable attempt 
to locate and debrief these personnel. If such an attempt is unsuccessful, the servicing 
security officer or security contact shall annotate on the SF-312 that an administrative 
action was taken on this employee and that the person was not present for the 
debriefing.   

 
B. Special Access Briefings. Other security briefings will be administered only to those 
employees who have been cleared for access to special program activities or who require 
briefings on unique information such as foreign travel advisories. Generally, these briefings are 
conducted at the Department level or by administrators of the special programs. Employees who 
no longer have a need for access to a special access program will receive a security debriefing 
which informs them that access to the special program information has been terminated and that 
the employee has a continuing responsibility to protect any information to which he or she had 
access. 
 

1. NATO Briefing. The North Atlantic Treaty Organization (NATO) security procedures are 
contained in the United States Security Authority for NATO Affairs, USSAN 1-69. Before 
gaining access to NATO information, all Department of Commerce personnel shall be 
briefed on NATO security procedures. Only an operating unit supervisor, servicing security 
officer, or other NATO briefed departmental employee may conduct this briefing.    

  
2. COMSEC Briefing. Operating unit or servicing security officers shall arrange for 
individuals who require access to COMSEC information to be briefed on proper COMSEC 
procedures. A designated COMSEC custodian shall conduct the briefing.  Coordination with 
the Office of Telecommunications Management is required. 

 
3. Other Special Access Briefings. Individuals requiring access to Sensitive Compartmented 
Information (SCI) or Critical Nuclear Weapons Design Information (CNWDI) shall be given 
a briefing by the operating unit or servicing security officer cleared for these programs.  
CNWDI policies and procedures are contained in Department of Defense Directive 5210.2.  
SCI polices are contained in Director of Central Intelligence Directives. For further 
information concerning special access programs, contact the Office of Security. Not all 
operating unit or servicing security officers can conduct SCI briefings. SCI access is required 
for the briefer. If the operating unit or servicing security officer is unable to conduct SCI 
briefings, he or she should coordinate an appropriate briefing with the Office of Security. 

 
4. Classification Management Training. Classification management training is designed 
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for individuals specifically designated with the authority to make original and derivative 
classification and declassification decisions. Security officers, classification management 
officers, security specialists, and other personnel whose duties significantly involve the 
management and oversight of classified information, must receive classification management 
training in order to exercise that responsibility. This training shall be accomplished by the 
operating unit or servicing security officer or can be provided by the Office of Security upon 
request. 

 
C. Other Briefings. 
 

1. Initial Facility Orientation. The initial facility orientation briefing will address general 
physical security principles such as common security hazards, building security, crime 
prevention, key systems or other site-specific access controls, vehicle controls, property 
accountability, and package inspection programs. See Appendix L, Sample Memo on 
Building Security for Employees. Departmental and Federal regulations relating to the 
handling and safeguarding of classified and sensitive information, including reporting 
requirements and non-disclosure provisions, must also be covered. 

 
2. Crime Prevention. A well-rounded security awareness and education program includes 
information on crime prevention. Employees should be encouraged to remove or minimize 
opportunities for crime by being aware of their environment and practicing office security.  
Employees should also be encouraged to report unauthorized activity, security deficiencies 
and violations, and safety hazards. Appendix M, Office Security Checklist, and Appendix O, 
Facilities Security Checklist, provide checklists to assist in determining the adequacy of 
security in offices and facilities.  

 
3. Foreign Travel Briefing. Operating unit or servicing security officers are required to 
conduct annual foreign travel briefings outlining security and personal safety issues and 
reporting requirements associated with traveling abroad. This briefing shall be conducted by 
the operating unit or servicing security officer for employees prior to their foreign travel for 
the Federal Government. If the operating unit or servicing security officer is unable to 
provide an oral briefing, the written Defensive Foreign Travel Briefing will be made 
available to the traveler. 

 
4. Counterintelligence Briefing. Operating unit and servicing security officers are required 
to conduct counterintelligence (CI) briefings to educate personnel about foreign intelligence 
threats and foreign contact reporting procedures. This briefing shall be incorporated into the 
Initial Entry-on-Duty Security Orientation Briefing and be repeated during the Annual 
Refresher Briefing. 
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Chapter 4 - Operations Security  
 

401 Definition  
 
Operations Security (OPSEC) is defined as "the process of denying adversaries information 
about friendly capabilities and intentions by identifying the control and protection indicators 
associated with planning and conducting operations and other activities." The Department’s 
OPSEC program activities are designed to thwart intelligence collection by hostile or adversary 
interests through the identification of sensitive information, the determination of the collection 
threat, and the recommendation of countermeasures. OPSEC strengthens the traditional security 
program by identifying vulnerabilities or weaknesses in the protection collectively afforded by 
those programs. 
 
402 OPSEC Threat Assessment 
 
A.  OPSEC looks at specific missions and projects and analyzes the threats, vulnerabilities, and 
risks associated with critical information. Department of Commerce managers are encouraged to 
undertake a five-step process of review to assess OPSEC vulnerabilities. The five-step OPSEC 
includes:  
 
 1. Identification of critical information;  
 
 2. Analysis of the threats to the mission under review;  
 
 3. Analysis of the vulnerabilities involved in conducting the mission under review;  
 
 4. Assessment of the risks involved in the operation of the mission under review; and  
 
 5. Application of countermeasures. 
 
B. If any of the factors noted below is missing, there is no need for OPSEC measures to be 
established.  For an OPSEC concern to exist, the following must be present:  
 
 1. Critical information to be protected; 
 
 2. A threat to the operation or mission, and 
 
 3. Vulnerabilities in the operation or mission.     
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C. OPSEC takes into consideration "risk management." A certain element of risk to an operation 
is to be expected and handled. Risk management weighs the costs and benefits of 
countermeasures and strikes a balance between countermeasures and their costs.  Risk avoidance 
may prove to be too costly. In order to manage the risk, OPSEC evaluates all risks prior to 
determining countermeasures to ensure resources are utilized in the most efficient manner. 
 
403 OPSEC Review Process 
 
A. The following program elements shall be considered when performing an OPSEC review of a 
program or operational component, or as part of a security compliance review. 
 

1. Define the critical information required to conduct or carry out the mission of the office or 
program. 

 
2. Define what key elements must be protected from inadvertent, intentional, or premature 
disclosure.  

 
3. Determine whether a timetable has been established for the disclosure of specific 
information, and if a timetable is established, and how this timetable is protected.   
 

4. Determine what the threat is, who the adversaries are, and what programs or technologies 
are vulnerable to the threat.  

 
5. Determine what countermeasures shall be implemented in order to effectively preclude, 
alleviate, or minimize any known or potential threat. 

 
B. OPSEC reviews shall be conducted for all sensitive activities and facilities whenever: 
 

1. A facility will be constructed that will be used to process or store classified or critical 
information; 

 
2. New sensitive activities are initiated or significant changes occur to existing programs; or 

 
3. A sensitive program or activity has not been the subject of an OPSEC review, and it is 
determined that a potential threat or vulnerability to information may be present. 

 
C. For assistance in conducting an OPSEC survey or assessment and in developing an OPSEC 
Plan for an office or program activity, managers should contact their servicing security officer. 
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Security specialists are available to assist a program manager in completing a risk analysis and in 
assessing countermeasures (if any) that need to be in place. Efforts shall be made to strike a 
balance between cost and effectiveness of the countermeasures.   
 
D. Senior managers in the operating units shall be briefed on the results of any OPSEC surveys 
or assessments conducted for their activities. The briefing shall include a report of any OPSEC 
vulnerabilities that have or have not been resolved, the exposed risk, and whether an acceptable 
risk remains.   
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Chapter 5 - Security Inspections and 
Assistance 

 

501 Purpose 
 
A. Departmental of Commerce security policy is designed to ensure proper and adequate security 
services to customers while safeguarding and protecting all departmental assets and interests 
from theft, sabotage, and/or hostile acts. Threats to the Department have an adverse impact on 
national security and threaten the health and safety of the Department’s employees, contractors, 
other individuals, and the public. Security inspections, which may consist of security surveys, 
assessments, assistance visits, compliance reviews, and unannounced spot checks, are conducted 
to ensure compliance with laws, Executives Orders, Federal regulations, and departmental 
policies. 
 
B. This chapter provides an overview of security inspections conducted by the Office of Security 
and sets standards for establishing and maintaining an ongoing self-inspection program in the 
operating units. Departmental policy mandates that security inspection programs shall include 
the periodic internal review and evaluation of individual operating unit activities with respect to 
the effective implementation of the classified National Security Information Program as 
established under the E.O. 12958, Classified National Security Information. These standards are 
binding and apply to all offices that process, handle, and/or store classified information, 
equipment, or materials, including contractors and Federal advisory committee members, 
pursuant to the National Industrial Security Program described in E.O. 12829. 
 
C. The National Industrial Security Program Operating Manual (NISPOM) prescribes the 
security requirements, restrictions, and safeguards applicable to private industry under U.S. 
Government contract, including contractor conducted self-inspections. The standards established 
in the NISPOM are consistent with the standards prescribed E.O. 12958. 
 
D. The Director for Security is responsible for ensuring that all departmental operating units 
comply with established security laws, regulations, and policies. Compliance review teams, 
which conduct compliance surveys, inspections, assessments, and spot checks, carry out this 
function. 
 
502 Inspection Procedures and Frequency of Compliance Reviews 
 
A. Inspection procedures and frequency of compliance reviews are based on program needs and 
the magnitude of security activity. Activities that process classified information shall conduct at 
least one internal classified document review per year. Servicing security officers will ensure that 
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classified storage containers within their respective areas are inspected annually. Compliance 
review teams will conduct classified national security oversight inspections of operating units 
biannually and shall coordinate these inspections with the respective servicing security offices. 
Security inspection teams will develop and present an inspection summary, then provide the 
summary and an outbriefing to the inspected activity or operating unit on the final day of the 
inspection. 
 
B. Compliance review teams will prepare a draft report that documents the findings and 
recommendations of each inspection and forward it to the appropriate operating unit official.  
Copies of biannual reports will be sent to the servicing security officer and responsible security 
contact. The Office of Security will determine the need for follow-up validation visits or 
inspections to ensure corrective action has been taken on findings involving discrepancies noted 
during the initial inspection. 
 
C. The elements of the security inspection program include, but are not limited to, the elements 
noted in the following paragraphs. The scope of the self-inspection may expand according to 
program and policy needs. Each inspection of an operating unit’s security program need not 
include all the elements covered below. Means and methods for conducting inspections may 
include:   
 

1. A review of relevant security directives, guides, and instructions; 
 

2. Interviews with key personnel, classifiers, users, and/or holders of classified materials; 
 

3. A review of access and control records; 
 

4. A review of internal procedures and processes pertaining to the protection, control, and 
safeguarding of classified and sensitive information; and 

 
5. A review of a sampling of Secret-level materials and/or a review of all Top Secret 
materials processed and/or stored by the operating unit activities. 

 
503 Coverage of Compliance Inspections 
 
Compliance review teams will review the security policies and procedures carried out in the 
various operating units to determine compliance with the Department’s security programs. 
Elements of the security inspection program are indicated in the section noted below, but are not 
limited to these items. Each compliance review of a classification activity need not include all 
the elements covered below.  
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A.  Original Classification.  
 

1.The review team will evaluate an Original Classifying Authority’s (OCA) general 
understanding of the process of original classification, to include:  

 
a. Applicable standards for classification;  

 
b. Levels of classification and the damage criteria associated with each; and  

 
c. Required classification markings. 

 
2. The review will determine if delegations of original classification authority conform to the 
requirements of E.O. 12958, to include whether:   

 
a. Delegations are limited to the minimum number necessary to effectively administer the 
program;  

 
b. Designated original classifiers have a demonstrable and continuing need to exercise 
this authority;  

 
c. Delegations are in writing and identify the official by name and position title; and 

 
d. All requests for delegation of classification authority are justified and approved in 
writing by the Secretary of Commerce. 

 
3. The review will assess the OCA’s familiarity with the duration of classification 
requirements, to include:  

 
a. Assigning a specific date or event for declassification when possible; 

   
b. Establishing a maximum 10-year duration of classification when an earlier date or 
event cannot be determined; 

 
c. Limiting extensions of classification for specific information for successive periods not 
to exceed ten years at a time; and 

 
d. Exempting specific information from declassification within ten years, as provided in 
Section 1.6 of E.O. 12958. 

 
4. A review will be conducted of a random sampling of classified information generated by 
the inspected activity to determine the application of proper and complete markings.   
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5. The review team will evaluate the OCA’s classification actions to determine if they 
comply with the standards specified in paragraphs 1803 and 1905 of the Security Manual, as 
related to classification and declassification guides, respectively.  

 
6. The review will verify that OCA classification actions do not violate the prohibitions and 
limitations on classification. 

 
7. The review will assess whether the OCA’s procedures to challenge classification decisions 
meet the requirements of the E.O. 12958 and the Security Manual. 

 
B. Management and Oversight. Prior to making original classification decisions, the original 
classification authority must be trained on the proper procedures for such actions. The 
Compliance Review teams will assess whether: 
 

1. Appropriate training was provided to an OCA; 
 

2. Senior management demonstrates an active commitment to the overall success of the 
security program, to include providing the necessary resources for effective implementation 
and policy compliance;  

 
3. Users and holders of classified information receive guidance concerning security 
responsibilities and requirements; 

 
4. Effective controls are established and maintained to prevent unauthorized access to 
classified information; 

 
5. Contingency plans are established and understood by all personnel responsible for 
safeguarding classified information during emergencies or disasters; 

 
6. The performance rating system used to rate employees on job performance includes the 
management of classified information as a critical element or item to be evaluated in the 
rating of original classification authorities, security managers or officers, security specialists, 
classification management officers, classified control points, and other employees involved 
with the storing, processing, or handling classified information; and 

 
7. A defined system is in place for collecting information on the estimated costs associated 
with the implementation of E.O. 12958 for classification and declassification related 
activities. This system shall be established and implemented by the servicing security officer 
in coordination with original classification authorities.   

 
C. Derivative Classification.  The compliance review teams will assess the general familiarity 
of individuals who perform derivative classification actions to determine their understanding of 
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the following requirements: 
 

1. Conditions for derivative classification; 
 

2. Requirement to consult with the originator of the information when questions concerning 
classification arise;  

 
3. Proper use of classification guides; and 
 
4. Proper and complete application of classification markings to derivatively classified 
documents. Derivative documents must carry forward all markings (to include portion 
markings) and declassification instructions. 

 
D. Declassification. The compliance review teams will inspect the following declassification 
actions and activities. 
 

1. The team will verify whether the operating unit/OCA has established, to the extent 
practical, a system of records management to facilitate public release of declassified 
documents. 

 
2. The team will evaluate the status of the operating unit/OCA’s declassification program, 
including the requirements to: 

 
a. Comply with the automatic declassification provisions regarding historically valuable 
records over 25 years old; 

 
b. Declassify, when possible, historically valuable records prior to accession into the 
National Archives; 

 
c. Provide the Archivist with adequate and current declassification guides;  

 
d. Ascertain that the mandatory review program conforms to established requirements; 
and 

 
e. Determine whether responsible agency officials are cooperating with the Archivist in 
the development and maintenance of a Government-wide database of information that 
has been declassified.  

 
E. Safeguarding. The compliance review teams will review an operating unit’s national security 
information program to determine compliance with the following items: 
 

1. Adherence to established standards for safeguarding classified and sensitive information; 
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2. Compliance with controls for access to classified information; 

 
3. The effectiveness of the information security program in detecting and processing security 
violations and preventing recurrences; 

 
4. Assess compliance with the procedures for identifying, reporting, and processing 
unauthorized disclosures of classified information; and 

 
5. Evaluate the effectiveness of procedures to ensure that: 

 
a. The operating unit exercises proper control over the classified information it generates, 
processes, handles and/or stores; 

 
b. Holders of classified information do not disclose information originated by another 
agency without that agency's authorization; and 

 
c. Departing or transferring individuals with access to classified information return all 
classified information in their possession to their designated classified control point or 
other authorized, cleared agency personnel prior to termination of security clearance. 

 
F. Security Education and Awareness Program. The compliance review team will evaluate 
the effectiveness of the servicing security officer's security education and awareness training 
program in familiarizing and refreshing appropriately cleared personnel with regulations, 
policies, and procedures concerning National Security Information. The review will also 
determine whether the program meets the standards specified in paragraph 301 of the Security 
Manual. 
 

504 Self Inspection 
 
Servicing security officers and security contacts will periodically conduct inspections in their 
operating unit or units to review compliance with the Department’s security policies and 
procedures. The scope of these inspections may vary according to program needs. The frequency 
of the inspection in each unit will be determined by the servicing security officer or the security 
contact. 
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Chapter 6 - Incident Reporting 
 
601 Incident Reporting System 
 
An incident reporting system is an essential element of any security program. The timely 
reporting of thefts, losses, or damage of property increases the possibility of recovering the 
property, minimizing damage, and apprehending the perpetrator. Security contacts shall submit a 
completed Security Incident Report, Form BC-1206, of all incidents to their servicing security 
officer within three working days of the date of the incident. Incidents involving the tampering 
with, or unauthorized disclosure of, classified information shall be reported by the procedures 
outlined in Chapter 25, Security Compromises, Violations, and Sanctions. Incidents involving 
the unauthorized disclosure of sensitive information shall be reported by the procedures outlined 
in Chapter 41, Sensitive and Administratively Controlled Information. 
 
602 Reporting Procedures 
 
A. Departmental personnel who discover, witness, or have knowledge of criminal, dangerous, or 
unauthorized practices or conditions, or a violation of security regulations, shall immediately 
report the matter verbally to the appropriate authorities. In most cases this will be the security 
contact, although in some instances the employee may have to make direct contact with the 
appropriate law enforcement agency such as the Federal Protective Service (FPS), the FBI, the 
local police, or the Office of Inspector General (see DAO 207-10). The individual reporting an 
incident should make notes regarding the incident in the event security or law enforcement 
officials request a follow-up or written report.  
 

1. Incidents that occur at GSA-leased, owned, or managed facilities should be reported to the 
responsible security contact, facility guard force, FPS police, GSA Regional Office, servicing 
security officer, or the servicing Administrative Support Center, as appropriate. The GSA 
Form 3155, Offense/Incident Report, is the standard reporting form. Copies of the form can 
be obtained from any GSA Regional Office or GSA building manager.  

 
2. Thefts of weapons, nuclear materials, inherently dangerous items, or items valued over 
$25,000 shall be reported immediately to the nearest office of the FBI, the nearest regional 
Office of Inspector General, and to the Office of Security. Incidents involving the loss or 
misuse of weapons will be reported immediately through the servicing security officer to the 
Office of Security. 
 

B. Follow-up reports should reference the original report when an item previously reported as 
missing is later recovered. The report should also indicate when another agency has been notified 
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of the incident.  
 
C. When a theft involves material valued over $500 or information that is classified, sensitive, 
protected, or otherwise critical to an activity or operation, the security contact or the facility 
manager will investigate the incident. The investigation report should address circumstances 
surrounding the incident to include who, what, when, where, and why. The security contact or 
facility manager will initiate the incident report by completing Form BC-1206, Security Incident 
Report, and forwarding a copy to the Office of Security within three working days of the date of 
the incident. 
 
D. Servicing security officers will submit an annual report of thefts and other incidents of 
criminal activity to the Office of Security for the preceding calendar year by January 31. The list 
of thefts of materials, valued at less than $1,000, may be provided in summary form; other thefts 
should be listed by date, description of material lost, approximate value, and brief description of 
incident.   
 
E. Following an incident, security contacts may be required to provide copies of the completed 
GSA Form 3155, Offense Incident Report, or the information reported on such forms or 
memoranda to appropriate law enforcement authorities. 
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Chapter 7 - Emergency Planning and 
Evacuation 

 
701 Emergency Planning 
 
A. During an emergency, immediate, orderly, and positive action must be taken to safeguard life 
and property in Federal facilities in accordance with FPMR 101-20.504-2, "Occupant Emergency 
Program." Examples of emergency situations include bomb threats, civil disorders, fires, 
explosions, natural disasters, direct threats to a major computer facility, and the immediate threat 
of compromise of classified information. GSA regulations require the development of an 
Emergency Evacuation Plan for each Federal facility. 
 

1. The Occupant Evacuation Plan (OEP) for each facility should include the following 
information and guidance.  

 
a. The identity of the “Designated Official” responsible for emergency planning and 
evacuation of the facility and the order of succession for evacuation decisions. 

 
b. The types of emergencies that require a response. 

 
c. The names, identifying information, and responsibilities of all officials in areas of 
management, security, building management, and safety and health. Designated 
personnel should be assigned to teams for functions such as the command center, security 
support, guard support, damage control, and safety and health. 

 
d. The names, identifying information, and responsibilities of evacuation coordinators, 
wing wardens, stair monitors, street monitors, elevator monitors, and all other personnel 
required to participate in an evacuation.  

 
e. Evacuation instructions for employees such as handouts or notices posted in 
conspicuous locations.  

 
f.  Procedures for the evacuation of employees with disabilities.  

 
g.  Procedures for coordination with outside agencies, such as fire, police, and FPS/GSA.  

 
h. Procedures to designate an “all clear” status so normal operations may be resumed.  
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i. Procedures for emergency evacuation during non-duty hours.  

 
j. A building information sheet and all necessary diagrams, checklists, and instruction 
sheets, covering all types of emergencies.  

 
2. In GSA-controlled facilities, the GSA building manager or local officials of GSA's FPS 
security guards provide emergency procedures. 

 
3. In Commerce-owned or GSA-delegated facilities, the senior facility manager shall 
coordinate the development of written procedures, in consultation with the servicing security 
officer and other management officials. The result will be an Emergency Evacuation Plan to 
guide employees in an emergency situation.  

 
4. In facilities where the Department of Commerce is not the sole tenant, the agency having 
the largest number of employees is responsible for developing the emergency procedures and 
coordinating them with other tenants, unless an agreement is made to do otherwise.  

 
5. The security contact or facility manager shall test, at least annually, the facility emergency 
procedures to ensure that the plans are adequate for the safety of employees and protection of 
property. The plans are subject to review and approval by the Director for Security.  

 
B. Bomb Threats. Guidance for handling bomb threats is described in Appendix S, Bomb 
Threat Procedures.  
 
C. National Security Alert Levels. The states of alert established by Homeland Security for 
heightened vigilance or enhanced access controls under certain emergency conditions are listed 
in Appendix R, Homeland Security Alert Levels. 
 
702 Phased Security Procedures 
 
A. To lessen the risk of any incidents or threats to departmental personnel or facilities and to 
provide a safe and secure environment that is open and inviting, appropriate security measures 
must correspond to changing threat conditions. Phased security procedures provide the 
Department’s operating units with a method to manage risks. 
 
B. Facility managers or those with responsibility to protect departmental personnel and property 
are required to develop a phased security procedure for their facility. These procedures will be 
incorporated into the facility Occupant Evacuation Plan using the Homeland Security Alert 



_____________________________________________________________________________________________________________________ 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 
 

___________________________________________________________________________________________
Section I – Security Administration 

Chapter 7 – Emergency Planning and Evacuation 
April 4, 2003 

Page 7.3  
 

Levels (see Appendix R). 
 
C. Many departmental facilities across the United States are campus-like in their layout, design, 
and operation where employees and visitors have unescorted access to the facility. In these types 
of facilities, guidelines are required to assist facility managers in managing and recognizing 
visitors and employees when a threat exists. 
 
D. Each departmental facility must be assessed to determine the building security level based on 
the standards described in the Department of Justice report on the Vulnerability Assessment of 
Federal facilities. For each building security level, there are recommended minimum standards of 
security. The Department has adopted the minimum DOJ standards for each building security 
level. Once the Office of Security has assessed a facility as being compliant with the minimum 
standards, a phased security procedure will be developed. 
 
E. Minimum standards range from high security locks on all doors to 24-hour armed guard force.  
Each facility manager is required to know the building security level for his or her facility and 
the minimum-security standards that apply. Based on the facility’s security level, phased security 
procedures will be developed to tie facility security measures directly to Homeland Security’s 
Phased Security Alert Levels. Facility managers have the authority to raise the security alert 
level of their facility to correspond to local threat conditions or to provide added security 
measures during periods of potential threat from outside activities or groups. For assistance in 
applying levels to a particular facility, facility managers should contact their servicing security 
officer. 
 
F. The guidelines for security alert levels provide a five-tiered set of security measures to be 
implemented based on the level and nature of the threat. Security contacts or facility managers 
are required to develop phased security procedures for their respective facilities. Some actions 
are required in a particular facility for specific building security levels and other measures may 
apply after consultation with the servicing security officer. Security alert levels are noted in 
Appendix R. 
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Chapter 8 - Foreign Travel 
 
801 Travel Security 
 
The Office of Security shall interpret and monitor compliance with security-related policies, 
standards, criteria, and instructions incorporated in the Department of Commerce Travel 
Handbook, and shall approve requests for exceptions to security requirements related to foreign 
travel. Each operating unit's Foreign Travel Coordinator is responsible for assuring that all of the 
Department of Commerce Travel Handbook security requirements are met. 
 

802 Conduct and Reporting Requirements  
 
A. Travelers on official foreign travel will be subject to the rules, regulations, and guidelines 
established by the Embassy or Foreign Service post in the country they are visiting. 
 
B. All employees are required to report to their security contact any and all unusual or suspicious 
contacts they have with individuals from foreign countries. Specifically, any contact with a foreign 
national either within or outside the scope of official activities must be reported when: 

 
1. Illegal or unauthorized access to classified or sensitive information is sought; or 

 
2. The employee is concerned he or she may be the target of an actual attempted exploitation 
by a foreign entity. 

 
C. Prior to departure, departmental employees with SCI access traveling to a foreign country must 
report the trip to their operating unit’s security contact or servicing security officer who will 
contact the Counterintelligence Program Manager in the Office of Security headquarters, even if 
the trip is being made outside the context of official travel. Persons granted access to SCI incur a 
special obligation, and with the exception of official travel, are discouraged from traveling to 
countries that pose a threat to SCI-indoctrinated personnel from intelligence services, terrorist or 
narcotics groups, or indigenous groups active in promoting insurgency, war, or civil disturbance, 
or other acts of aggression. 
 
803  Briefing and Debriefing 
 
Travel briefings are required on an annual basis for employees traveling to locations abroad and 
may be provided by the servicing security officer. A written travel briefing is available from the 
Office of Security. Debriefings are required for foreign travel of 90 days or more. 

* * * * * * * * * * 
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Chapter 9 - Personnel Security Policies 
 
901 Purpose 
 
The Manual of Security Policies and Procedures (“Security Manual”) implements the policies and procedures 
that govern the management and administration of the security programs in the Department of Commerce. 
Section II of the Security Manual prescribes the policies, procedures, and standards that govern the granting 
of eligibility for access to national security information; the procedures required to process security and 
suitability investigations; the adjudication criteria for determining eligibility for access to national security 
information; the conditions that may result in the suspension, revocation, downgrade, or denial of an 
individual’s eligibility for access to classified national security information; and the requirements for allowing an 
individual access to special classified programs. 
 
902 Application 
 
A. Security and suitability investigations provide an assessment of an individual's potential likelihood to 
promote the efficiency and integrity of the Department's operations when filling a particular position. The 
investigations are also used to determine if employment or retention in employment is consistent with the 
national security. The Personnel Security Program ensures that all personnel working within the Department 
are suitable for employment and are trustworthy. 
 
B. The policies, procedures, and standards prescribed in this section apply to the employment of employees 
and applicants in the Department as well as contractors, guest researchers, committee members, students and 
trainees, and other persons designated by the Secretary of Commerce to have access to classified 
information. In addition, senior managers, supervisors, and employees are responsible for familiarization and 
compliance with all personnel security regulations and procedures at their installations. 
 
C. Questions concerning personnel security policies should be referred to the servicing security officer for 
review by the Director for Security. The Director for Security shall provide the Department’s interpretation of 
security policy or procedures and, as necessary, provide written guidance to heads of operating units or 
departmental offices. Policy or procedural questions concerning suitability should be referred to the servicing 
human resources management office. 
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903 Personnel Security Policies 
 
Policies pertaining to the Department's personnel security program are listed below. 
 
A. The Department of Commerce will employ and retain in employment only those persons whose activities, 
associations, and backgrounds are consistent with the national interests, principles, and practices of the United 
States. 
 
B.  The use of the suspension and removal procedures authorized by 5 U.S.C.  § 7532 shall be limited to 
cases in which the interests of the national security are involved.  Maximum use of normal civil service 
suspension and removal procedures shall be utilized where, in the judgment of the General Counsel, such 
procedures are adequate and appropriate to support and promote proper security practices and to achieve 
the highest level of protection for national security information. 
 
C. Individuals with access to classified and sensitive information are subject to the provisions of all applicable 
laws, regulations, policies, and procedures of the Security Manual to protect and safeguard such information 
from unauthorized disclosure. Individuals shall not disclose classified or sensitive information to any employee, 
to his/her counsel or representative, or to any other person not clearly authorized to have such information.  
Such a disclosure would compromise investigative sources or methods or the identity of confidential 
informants. 
 
D. The Director for Security shall review adverse information relevant to an individual’s access to classified 
information and may suspend, deny, revoke, downgrade, or restrict the level of an individual’s access to 
national security information in accordance with the policies and procedures of the Security Manual. 
 
E. Individuals will be appointed to a position in the Department of Commerce only in accordance with the 
investigative requirements for suitability under the Department of Commerce Handbook for Suitability and the 
investigative requirements for access to classified national security information provided in the Department of 
Commerce Security Manual.  
 
F. Citizens of foreign countries normally are denied employment with the Federal Government, but can be 
employed under special provisions. Legal aliens, who meet requirements set by the Office of Personnel 
Management and who are proposed for affiliation with the Department, will undergo an appropriate 
background investigation. 
 
G. Nominees for membership on departmental advisory committees who require access to classified 
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information must undergo an appropriate background investigation. 
 
H. The Director for Security has the authority to grant eligibility for access to classified information for non-
employees associated with the Department such as research associates, guest workers, and trainees. 
 
I. Work assignments or visits of foreign nationals that involve access to restricted areas or to classified or 
other sensitive materials are discouraged. Access to national security information by a foreign national may be 
granted with sufficient justification, an appropriate background investigation, and review of the intended area 
of assignment or working area. 
 
J. Individuals must inform the Director for Security directly, or through the appropriate security contact or 
servicing security officer, of any information that indicates the retention of any officer or employee of the 
Department is not consistent with the interests of national security. After  a thorough review of all pertinent 
information, the individual’s eligibility for access to national security information may be suspended by the 
Office of Security pending an investigation and review of the issues. After the appropriate investigation is 
completed, the individual’s eligibility for access to national security information may be reinstated or revoked 
based on applicable laws, Executive Orders, and Federal regulations pertaining to national security. 
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Chapter 10 - Position Designation 
 
1001 Position Risk and Sensitivity Designation 
 
All positions in the Department must be evaluated and assigned a sensitivity and/or a risk designation 
commensurate with the duties and responsibilities related to national security and/or to the efficiency of the 
service. The purpose of designating position sensitivity or risk level is to ensure that the incumbent undergoes 
the appropriate type of investigative processing and fulfills the requirements under Executive Order (E.O.) 
10450, Security Requirements for Government Employment, and the Code of Federal Regulations, 5 CFR 
Parts 731 and 732. 
 
A. Responsibility for Position Designation. 
 

1. The head of each operating unit or departmental office, in consultation with their servicing human 
resources management office, shall ensure that each employee’s position in the operating unit or office is 
designated at the appropriate level of position sensitivity and/or risk and that this designation is clearly 
stated in the employee’s position description. The criterion for risk designation is contained in DAO 202-
731, Handbook on Suitability.  This Handbook delegates to heads of operating units and servicing 
human resources managers the authority to designate the sensitivity and risk level for each position in their 
operating units or departmental offices.  Heads of operating units or departmental offices may delegate 
this authority to subordinate managers and supervisors who have been delegated personnel management 
authority. See paragraph 1002  below for a description of the designation of employee positions. 

 
2.  Positions established by contract in a departmental facility or other direct association by a non-
employee shall be designated with a position sensitivity and/or a risk level. Criteria for designating 
contract positions are discussed in paragraph 1003 below. All contracts that involve access to classified 
information are processed through the Office of Security. For unclassified contract work, the 
responsibility for designating the risk level is shared by the contracting officer and operating unit 
management. 

 
B. Basis for Position Designation. 
 

1. The position sensitivity and risk level designation of a position must be based on an overall assessment 
of the damage that an individual, by virtue of occupying the position, could cause to national security or to 
the efficiency or integrity of departmental operations, also known as “the efficiency of the service.” 
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a.  Sensitivity designations are given for national security positions and involve an assessment of the 
following considerations: 

 
(1) Duties and responsibilities of a position that impact directly or indirectly on the interests of 
national security, including access to classified information under E.O. 12968 or similar authority, 
or access to sensitive, restricted facilities; or 

 
(2) Automated Data Processing (ADP) security functions that relate to the potential risks 
involving national security. 

 
b. Risk level designations are given to all positions and involve an assessment of the following 
considerations: 

 
(1) Duties and responsibilities of a position that impact directly or indirectly on the Department’s 
mission or on the efficiency of the service, including consideration of public safety, the protection 
of public property, and public trust; or  

(2) Automatic Data Processing (ADP) functions that relate to the potential risks involving the 
mission of the Department. 

 
2. Upon completion of the assessment of both sensitivity and risk, the higher designation level between the 
two assessments becomes the minimum risk or sensitivity designation for the position and dictates the level 
of investigation required for the incumbent in the position. 

 
C.  Coding of Position Designation Levels. 
 
Servicing security officers shall maintain a record of the position designations levels for each national security 
sensitive position in the operating unit or office they support. The following position designation codes must be 
used when initiating an investigation into an individual’s background.  Paragraph 1002 defines these 
designations. 
 
  Level Coding 
 Special-Sensitive  (SS) 4 
 Special-Sensitive ADP 4C 
 Critical-Sensitive (CS) 3      
 Critical-Sensitive ADP  3C 
 Noncritical-Sensitive (NCS) 2      
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 Noncritical-Sensitive ADP 2C 
 High Risk  (HR) 6      
 High Risk ADP 6C 
 Moderate Risk (MR) 5      
 Moderate Risk ADP 5C 
 Low Risk  (LR) 1      
 Low Risk ADP 1C 
 
1002 Designation of Employee Positions 
 
All employee positions in the Department of Commerce require a risk designation. In addition, positions that 
require access to national security information must also have a sensitivity designation. The level of 
investigation required for a position is determined by its risk or sensitivity designation. The level of investigation 
required by the sensitivity designation will normally take precedence over that required by the risk designation. 
The exception to this requirement would be the investigation for a High Risk position requiring access to 
national security information at the Secret level. Guidance for the designation of sensitive positions is outlined 
below. 
 
A. National security (sensitive) positions may be designated Special-Sensitive, Critical-Sensitive, or 
Noncritical-Sensitive. 
 

1. Special-Sensitive (SS) positions include any position that the head of an operating unit determines to 
be designated at a level higher than Critical-Sensitive. This may be due to special requirements under an 
authority other than E.O. 10450 and E.O. 12968 (such as DCID 6/4 that sets investigative requirements 
and standards for access to Sensitive Compartmented Information (SCI) and other intelligence-related 
Special Sensitive information. 

 
2. Critical-Sensitive (CS) positions have the potential for exceptionally grave damage to the national 
security. These positions may include access up to, and including, Top Secret defense information; 
development or approval of war plans, plans or particulars of future, major, or special operations of war, 
or critical and extremely important items of war; investigative duties, the issuance of personnel security 
clearances, or duty on personnel security boards; or other positions related to national security, regardless 
of duties, that require the same degree of trust. 

 
3. Noncritical-Sensitive (NCS) positions have the potential for serious damage to the national security. 
These positions involve either access to Secret or Confidential national security information or materials or 
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to duties that may adversely affect, directly or indirectly, the national security operations of the 
Department. 

 
 
B. Non-national security (risk) positions may be designated High Risk, Moderate Risk, or Low Risk.   
 

1.  High Risk  (HR) positions have the potential for exceptionally serious impact involving duties 
especially critical to the Department or a program mission with broad scope of policy or program 
authority.  Examples include policy development and implementation, higher-level management 
assignments, independent spokespersons or non-management positions with authority for independent 
action, or significant fiduciary and procurement responsibilities. 

 
2. Moderate Risk (MR) positions have the potential for moderate to serious impact involving duties of 
considerable importance to the Department or program mission with significant program responsibilities 
and delivery of customer services to the public. Examples include assistants to policy development and 
implementation, mid-level management assignments, non-management positions with authority for 
independent or semi-independent action, or delivery of service positions that demand public confidence 
or trust. 

 
3. Low Risk (LR) positions involve duties that have a low or limited impact on the Department’s mission 
or on the efficiency of the service. 

 
C. Additional factors for determining the minimum position risk level. 
 

1.  Uniqueness.  Factors unique to a particular position that are not accounted for elsewhere in the 
position designation process may cause adjustments to the position designation level.  Examples include: 

 
a. Special investigative or law enforcement positions requiring possession and use of a firearm. 

 
b. Access to or control of highly sensitive but unclassified information. 
 
c. Access to sensitive financial records or control of an automated monetary system (e.g., key access 
entry); 

 
d. Few-of-a-kind positions with sensitive duties (e.g., special assistant to an agency head); or 

 
e. Support positions with no responsibilities for preparation or implementation of sensitive program 
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policies and plans, but which involve regular contact with and on-going knowledge of all, or most of, 
such material (e.g., budget analyst). 

 
 

2. Uniformity. Uniformity of position designations may be necessary because the authority level or 
program placement level may serve as a basis for the designation.  Examples include: 

 
a. An agency head may adjust position designations at the same authority level to assure uniformity 
within the agency (e.g., managers of major agency programs at the same level of authority may be 
placed at the same level of risk), or 

 
b. An agency head may place all positions within a program at the same position designation level if 
the risk to the program is such that, although no specific risks are associated with the position, the 
position involves work in an environment that can create a general risk to the program. 

 
3. Public Trust Positions. Positions at the High or Moderate Risk levels are designated as ‘‘Public 
Trust’’ positions. Such positions may involve policy making, major program responsibility, public safety 
and health, law enforcement duties, fiduciary responsibilities, or other duties demanding a significant 
degree of public trust; and positions involving access to or operation or control of financial records, with a 
significant risk for causing damage or realizing personal gain. 
 

1003 Designation of Non-Employee Positions 
 
A. Position Designation for Non-Classified Contracts. The Contracting Officer’s Technical 
Representative (COTR), in conjunction with operating unit management, servicing security officer, and 
security contact, will review the work to be performed under contract and assign the highest risk designation 
to the entire contract in accordance with the criteria stated below. Accordingly, each contract employee will 
undergo investigative processing based on the contract's risk level designation (see paragraph 1104).     
 

1. High Risk.  A contract will be designated High Risk if it meets the following criteria: 
 

a. Work requiring continuous foreign travel of 90 days or more at any time during the performance of 
the contract under the auspices of the Department;  

 
b. Work involving functions or operations of the Department that are critical to the accomplishment of 
the mission of the Department; 
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c. Work involving investigative, compliance, or senior-level auditing duties; 
 

d. Work involving fiduciary, public contact, or other duties involving the highest degree of public trust; 
 

e. Work involving Automatic Data Processing functions such as: 
 

(1) Planning, directing, and implementing a computer security program; 
 

(2) Planning, designing, directing, and operating a computer system that includes ADP hardware, 
software, and/or data communications, regardless of the sensitivity or classification of the 
information stored on the system; or 

 
(3) Access to a computer system, during the operation or maintenance process that could result 
in grave damage or in personal gain; or 
 

f. Any other work designated High Risk by the contracting officer or by the head of the operating unit 
or departmental office. 

 
2.  Moderate Risk.  A contract will be designated Moderate Risk if it meets the following criteria: 

 
a.  Work involving free access and movement during normal work hours within a Department of 
Commerce facility which houses classified information or equipment with little or no supervision by an 
appropriately cleared Federal Government employee; 

 
b. Work occurring during restricted hours within a Department of Commerce facility which houses 
classified or sensitive information or equipment even though supervised by a Federal Government 
employee; 

 
c. Work in which a contractor is responsible for the direction, planning, design, operation, or 
maintenance of a computer system, and whose work is technically reviewed by Federal Government 
personnel whose position sensitivity is Critical-Sensitive or above to ensure the integrity of the system; 

 
d. Work requiring access to sensitive information (information protected under the Privacy Act or 
Title 13 of the U.S. Code); or 

 
e. Work involving foreign travel less than 90 days duration. 
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3. Low Risk. Work that does not fall into any of the categories noted above will be given a Low Risk 
designation. 

 
 
B. Variance in Contract Responsibilities. In instances where there is a wide variance in the risk level of 
the work to be performed under one contract, individual contract employees may be processed at a lower 
risk designation based on their duties when approved by the servicing security officer. However, the contract 
document must specifically apply controls to ensure that the work of persons in the lower risk positions will 
not overlap with that for the higher risk positions. The contract will identify the number of employees to be 
processed at the lower risk designation and will specify the duties of the positions. An example of such a case 
is custodial work where some contract employees perform work that is not supervised during security hours 
in a building which houses classified information, while others may work under close government supervision 
during normal work hours. The entire contract might be designated High or Moderate Risk due to the former 
case, but those contract employees whose work would be Low Risk would be processed with the 
appropriate background investigation. The contract must meet control obligations to ensure that there is no 
overlap of work duties between the two groups. 
 
C. Position Designations for Classified Contracts. Classified contracts are handled under the auspices 
of the Department of Defense National Industrial Security Program (NISP). Generally, contract employees 
requiring access to national security information are not processed through the Department's Personnel 
Security Program. For guidance on classified contracts, refer to Chapter 43, Industrial Security, of this 
manual. 
 
D. Position Designations for Other Non-employee Positions.  
 

1. Experts and consultants are subject to the same security requirements as regular employees of the 
Department.  Since experts and consultants are paid at a level equivalent to a GS-13 or above, such 
positions should be evaluated based on Public Trust criteria. If a position is not sensitive, experts and 
consultants should be evaluated as an employee would be for a High or Moderate Risk position. 

 
2. Guest workers, research associates, trainees, long-term visitors, and other similar types of non-
employees associated with the Department usually serve in a Low Risk capacity. There are no specific 
criteria for evaluating their involvement under risk designation criteria; however, the determination should 
take into account the potential impact or damage that the non-employee's interaction could cause. If the 
involvement of these non-employees falls within the generic description of a sensitive position, the 
manager of the operating unit involved must advise the Office of Security in accordance with this chapter 
of the Security Manual. 
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Chapter 11 - Investigative Processing 
 
1101 Security and Suitability Investigations 
 
Every position in the Department requires some level of investigative processing for suitability and security.  
This chapter covers processing procedures required for security and suitability investigations and the 
relationship to position sensitivity and risk designations. 
 
A. Investigative Requirements. 
 

1. Suitability investigations provide an assessment of an individual's potential likelihood to promote the 
efficiency and integrity of the Department's operations when filling a particular position. Security 
investigations are also used to determine if employment or retention in employment is consistent with the 
national security. The investigative process for both types of investigations develops information and 
evaluates the background of employees and non-employees associated with the Department. The findings 
or facts ascertained through security investigations are used to determine eligibility for access to national 
security information (covered in Chapter 12) or for special access program determinations (covered in 
Chapter 15). General guidance showing the minimum type of security and suitability investigation for each 
sensitivity or risk level is provided in Appendix C, Minimum Requirements for Background Investigations. 
 Guidelines for both human resources managers and security contacts in initiating requests for 
investigations and fulfilling reporting requirements for the security and suitability investigations are included 
in Appendix D, Processing Personnel Security and Suitability Investigations. 

 
2. Employees appointed to any Department of Commerce position may be subject to suitability 
investigation. Employees are subjected to suitability investigations upon initial appointment to the Federal 
service, upon reappointment after a break in service of 24 or more months. Current Federal employees 
appointed to Department of Commerce positions may be subjected to further investigation if the position 
to which they are being appointed carries a higher risk designation than that for which they were 
previously investigated. Employees will be subjected to investigation for access to national security 
information prior to or immediately following entrance-on-duty in accordance with the provisions of the 
Security Manual. In general, the type of investigation to be conducted is based on the position's sensitivity 
or risk level designation. 

 
3. Many non-employees are subject to investigation if they have an official association with an operating 
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unit or departmental office. In general, the type of investigation to be conducted, if required, will be based 
on the risk associated with the individual's work and the anticipated period of association with the 
Department. 

 
B. Protection of Investigative Sources and Materials. Applicable regulations which pertain to 
safeguarding classified information and to the handling of investigative reports will be strictly observed. No 
classified information, nor any information which might compromise investigative sources or methods or 
otherwise identify confidential sources, shall be disclosed to any employee, to his/her counsel or 
representative, or to any other person not clearly authorized to have the information. 
 
C. Reinstatement of Terminated Employees.  No person whose employment has been terminated by the 
Department under the provisions of 5 U.S.C. § 7532, E.O. 10450, as amended, E.O. 12968, or any other 
security or loyalty program, shall be reinstated, restored to duty, or re-employed in the Department unless the 
Secretary finds that such employment is clearly consistent with the interests of the national security. No person 
whose employment has been terminated by any department or agency, other than the Department of 
Commerce, under 5 U.S.C. § 7532, E.O. 10450, as amended, E.O. 12968, or any other security or loyalty 
program, shall be employed in the Department unless the Secretary finds that such employment is clearly 
consistent with the interests of the national security and unless the Office of Personnel Management (OPM) 
determines that such person is eligible for such employment.  The finding of the Secretary and the 
determination of OPM shall be made a part of the personnel record of the person concerned. 
 
1102 Types of Security and Suitability Investigations 
 
A.  Types of Security and Suitability Investigations.  The following types of investigations are used for 
making security and suitability determinations in the Department of Commerce. These investigations are 
prescribed by the Office of Personnel Management. When preparing request packages for investigations, 
supervisors should refer to Appendix D, Processing Personnel Security and Suitability Investigations. 
 

1. National Agency Check (NAC).  The NAC consists of record searches of national, state, and local 
law enforcement and investigative indices.  The NAC may also involve a credit check that is conducted 
by the Office of Security.  The Office of Security conducts NACs as part of the pre-appointment process 
when a request for temporary eligibility for access is received.  (Although a pre-appointment check 
consists of a search of national indices by the Office of Security, the terms “NAC” and “Pre-Appointment 
Check” are not interchangeable since not all NACs are conducted prior to appointment.)  

 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 
_______________________________________________________________________________ 

Section II – Personnel Security 
Chapter 11 – Investigative Processing 

April 4, 2003 
Page 11.3 

2. Special Agreement Check (SAC).  The SAC consists of a modified National Agency Check and 
includes OPM, DOD, and FBI checks.  (OPM conducts Special Agreement Checks for the Department 
of Commerce.)  Special Agreement Checks are used to obtain background information on non-
employees such as short-term trainees, students, or other individuals requiring temporary access to 
departmental facilities. 

 
3. National Agency Check and Inquiries (NACI).  The NACI consists of an NAC plus written 
inquiries and record searches covering employment, residence, education, and credit history  during the 
past five years. 

 
4. Access National Agency Check and Inquiries (ANACI).  The ANACI consists of the NACI plus 
a check of all local law enforcement agencies where subject has lived worked or gone to school in the 
past five years and a credit search over the preceding seven years. The ANACI is the minimum 
requirement for granting eligibility for access to classified information at the Secret level for non-critical 
sensitive positions. 

 
5. National Agency Check with Law and Credits (NACLC).  The NACLC is used as the initial 
investigation for contractors at the Confidential, Secret, and Department of Energy “L” access levels. It is 
also used as the reinvestigation product for both contractors and Federal employees at the Secret access 
levels. The NACLC consists of the basic NAC plus a records search covering all residence, employment, 
education, and credit history during the most recent five-year period and to all locations of admitted arrest 
with a credit check over the past seven years. 

 
6. Child Care National Agency Check with Inquiries (CNACI).  The CNACI was designed by a 
consortium of Federal agencies which offer child care services. The scope of the CNACI includes the 
basic National Agency Check with Inquiries (NACI) and state criminal history repository (SCHR) checks 
for all states of residence. Other coverage elements, such as a credit search, are available by request, or 
when certain background conditions exist. The CNACI meets the intent of 42 U.S.C. §13041 as well as 
the minimum suitability investigation requirements directed for Federal employment under E.O. 10450. 

 
7. Minimum Background Investigation (MBI).  The MBI consists of a subject interview, credit 
history, and all the components of an NACI covering the most recent five-year period for law 
enforcement checks and seven years for credit checks. 

 
8. Limited Background Investigation (LBI). The LBI consists of a NAC, subject interview, personal 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 
_______________________________________________________________________________ 

Section II – Personnel Security 
Chapter 11 – Investigative Processing 

April 4, 2003 
Page 11.4 

interviews with selected sources covering specific areas of a subject's background during the past one to 
three years, and written inquiries, record searches, and a credit check for the past five to seven years. 
Within the Department of Commerce, however, the LBI is no longer used for background investigations.  
It will be replaced by the ANACI for Noncritical-Sensitive positions requiring access to Secret 
information. 

 
9. Background Investigation (BI). The BI consists of a NAC, subject interview, written inquiries, 
record searches, credit check, and personal interviews with selected sources covering employment, 
residence, education, and law enforcement agencies during the most recent five-year period but not less 
than two years with a credit check up to seven years. 

 
10. Single Scope Background Investigation (SSBI) (replaces the Special Background Investigation). 
The SSBI consists of a NAC, subject interview, written inquiries, record searches, credit check, personal 
interview with selected sources covering employment, residence, education, and law enforcement 
agencies during the most recent ten year period plus a NAC on the subject's spouse or other individual 
bound to the subject by economics, affection, or living arrangements.  A credit check will be made on the 
past seven years. 

 
11. Periodic Reinvestigations - (PRI) and (SSBI-PR).  The PRI for a Secret clearance and the 
SSBI-PR for a Top Secret clearance consists of no less than an updated SF-86 and a review of related 
personnel security files. In addition, a NAC, subject interview, record searches, credit check, and 
resolution of any issues raised since the last investigation or during the preceding five years, whichever is 
longer, is ordinarily warranted. 

 
12. Reimbursable Suitability Investigation (RSI).  The RSI is a specific issue investigation to resolve 
pertinent information developed by an NAC or NACI. The investigation is initiated at the request of the 
receiving agency to provide additional information to resolve a security or suitability issue. 

 
13. Upgrade Investigation (UGI).  The UGI consists of a NAC, subject interview, record searches, 
credit check, and personal interviews with selected sources covering specific areas of the subject's 
background since the last investigation. The investigation is used to upgrade a previous investigation (LBI 
to BI or BI to SBI) to provide adequate investigative basis for an employee's movement to a higher 
sensitivity level.  

 
14. Update Investigation (UDI).  The UDI consists of the same coverage as a prior investigation (LBI, 
BI, or SSBI) during the 13 to 60 months since the previous investigation. This investigation is required 
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when there has been a break in service more than one year since the previous investigation. 
 
B.  Release of Investigative Reports.  Personal information collected from employees, applicants, and 
non-employees is protected by the Privacy Act of 1974.  Reports of investigation may be released only in 
accordance with the provisions of the Privacy Act or Freedom of Information Act. The subject of the 
investigation must submit a Privacy Act request directly to the agency conducting the investigation. For 
example, for the Department of Commerce, the Office of Personnel Management (OPM) is the investigative 
agency that conducts most of the background investigations for sensitive and risk designated positions. The 
subject of the investigation would have to submit a Freedom of Information Act request (FOIA) directly to 
OPM to obtain a copy of the investigative report. 
 

1103 Investigative Requirements for Applicants and Employees 
 
A. General Requirements.  The minimum type of investigation to be performed is dependent on the 
designation of the position to which an individual is appointed. The servicing human resources manager or 
local administrative office, as appropriate, will provide the necessary investigation-related forms and 
instructions to applicants and/or new employees in accordance with the level of investigation required for the 
risk and sensitivity designations of the position. Appendix C, Minimum Requirements for Background 
Investigations, provides guidance for the minimum investigative processing requirements for each level of 
position sensitivity or risk designation. Completion of the minimum investigative requirements associated with a 
position sensitivity designation must not be construed as authority for the employee to have access to classified 
information. If the duties of the position require access to classified information, an appropriate level security 
clearance must be obtained as prescribed in Chapter 12. 
 
B. National Security (Sensitive) Positions. The Special-Sensitive, Critical-Sensitive, and Noncritical-
Sensitive designations are the national security designations for sensitive positions in the Department.  Each of 
these designations requires a favorable pre-appointment check conducted by the Office of Security before 
appointment. The pre-appointment check is conducted to verify and adjudicate a previously completed 
investigation, to establish a temporary investigative basis for appointment, or to provide a basis for waiving the 
investigative requirement for a Critical-Sensitive position before appointment. A pre-appointment check will 
normally require a minimum of three to five working days to complete. Additional time may be required 
depending upon the facts in the particular case or upon other elements beyond the control of the Department. 
Operating officials should plan accordingly and initiate pre-appointment checks at the earliest possible date 
after selection and prior to the desired entrance-on-duty date. When preparing the request package for any of 
the following positions, supervisors of employees being investigated should refer to Appendix D, Processing 
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Personnel Security and Suitability Investigations. 
 

1.  Special-Sensitive Positions. 
 

a. No person shall be appointed, detailed, or assigned to a national security position designated 
Special-Sensitive until a satisfactorily adjudicated SSBI not more than five years old, or updated 
within the most recent five-year period, has been completed.  Commitment for such an appointment 
may not be made until the Office of Security has advised the servicing human resources manager that 
the SSBI requirement has been met and favorably adjudicated. 

 
b. The pre-appointment investigative requirement may not be waived for appointment to positions 
designated Special-Sensitive (see 5 CFR Part 732.202). 

 
c. In addition to a successfully adjudicated investigation, any person under consideration for   a 
position designated Special-Sensitive due to special access program considerations also must meet 
the special access clearance requirements set forth in Chapter 15, Special Access. 
 
d. The incumbent of each Special-Sensitive position shall be required to submit the appropriate forms 
to the Office of Security to initiate a Periodic Reinvestigation (SSBI-PR) five years after completion 
of the previous investigation, or at least once during each succeeding five year period, or when 
requested by the Office of Security. The Office of Security will notify an employee’s supervisor of this 
requirement through their servicing security officer prior to the employee's five-year anniversary. 

 
e. An employee occupying a Critical-Sensitive position at the time that it is upgraded to a Special-
Sensitive designation as the result of an unanticipated change in duties may continue to occupy the 
position upon the satisfactory completion of a NAC and Credit Check and during the investigation.  
However, access to classified information in the Special-Sensitive program will not be permitted until 
the appropriate investigation has been completed and favorably adjudicated. The appropriate 
investigation must be initiated as a 35-day expedite case (see Appendix D, Processing Personnel 
Security and Suitability Investigations) within 14 days of the Special-Sensitive designation. 

 
f. An employee occupying a non-national security (risk) position at the time that it is upgraded to a 
Special-Sensitive designation as the result of an unanticipated change in duties, may not continue to 
occupy the position prior to the favorable completion of the SSBI or UGI.  Normally, the employee 
or individual will be detailed to another position or to unclassified duties pending completion of the 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 
_______________________________________________________________________________ 

Section II – Personnel Security 
Chapter 11 – Investigative Processing 

April 4, 2003 
Page 11.7 

investigation.   
 

g. An employee, a transferee, or an applicant who has a previously completed SSBI less than five 
years old may not occupy a Special-Sensitive position until the Office of Security has verified and 
favorably adjudicated the investigation. The individual may need to certify in writing that there has 
been no change in the relevant information since the individual’s last background investigation. The 
Office of Security, in consultation with the servicing human resources management office and the 
management supervisor, will coordinate the appointment and entrance-on-duty on a case-by-case 
basis. 

 
2. Critical-Sensitive Positions . 

 
a. No person shall be appointed, detailed, or assigned to a position designated Critical-Sensitive until 
a satisfactorily adjudicated BI (or SSBI when Top Secret clearance has been requested) has been 
completed. Commitment to such an appointment may not be made until the Office of Security has 
notified the servicing human resources manager that the BI or SSBI requirement has been met and 
favorably adjudicated. 

 
b. The Director for Security, or his designee, however, may waive the requirement for the prior 
completion of a SSBI for a Critical-Sensitive position that requires access to Top Secret information 
in an emergency situation when deemed in the national interest. The waiver can be approved only 
after a NAC and Credit Check have been favorably completed and when the required investigation 
has been submitted to OPM. If the required investigation is not favorably adjudicated, access to Top 
Secret information will be immediately terminated, along with any assignment requiring an access 
eligibility approval. In consultation with the Office of Security, the servicing human resources 
management office and the operating unit will ensure the individual is appointed to another position or 
terminated from employment. 
 
c. In addition to a successfully adjudicated investigation, any person under consideration for   a 
position designated Critical-Sensitive, due to the need to access Top Secret information, also must 
meet other security clearance requirements set forth in Chapter 12, Access to National Security 
Information. 

 
d. The incumbent of a Critical-Sensitive position shall be required to submit the appropriate forms to 
their servicing security officer to initiate a Periodic Reinvestigation (SSBI-PR), when Top Secret 
access is required, five years after completion of the previous investigation or at least once during 
each succeeding five years, or when requested by the Office of Security.  The Office of Security will 
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notify the employee’s supervisor through their servicing security officer when there is a need to initiate 
a five-year reinvestigation. 

 
e. An employee occupying a Noncritical-Sensitive or a non-sensitive (Risk) position at the time that it 
is upgraded to a Critical-Sensitive designation requiring access at the Secret level, as the result of an 
unanticipated change in duties, may continue to occupy the position upon  the satisfactory completion 
of an NAC and Credit Check; however, the Background Investigation must be initiated as a 35-day 
expedited case within 14 days of the Critical-Sensitive designation. If the required investigation is not 
favorably adjudicated, the servicing human resources management office and the operating unit, in 
consultation with the Office of Security, will ensure the individual is appointed to another position that 
does not require access to national security information. 

 
f.  An employee or a transferee who has a previously completed BI or SSBI less than five years old 
cannot be offered or appointed to a Critical-Sensitive position until the Office of Security has verified 
and favorably adjudicated the investigation or received certification from the relinquishing security 
office of a favorable BI or SSBI, provided that the individual has remained employed by the same 
employer during the period in question, the employee certifies in writing that there has been no change 
in the relevant information provided since the employee’s last background investigation, an 
appropriate record check reveals no unfavorable information, and there is no information that would 
tend to indicate the employee may no longer satisfy the standards established by E.O. 12968. 

 
g. Appointment to a Critical-Sensitive position may be made based upon a BI or SSBI that is more 
than five years old when a favorable pre-appointment check is obtained; however, a UDI must be 
initiated within 14 days of the employee's appointment to the position if the employee has had a break 
in service of more than two years or if the BI, SSBI or most recent UDI is more than five years old, 
provided that the employee certifies in writing that there has been no change in the relevant 
information provided since the employee’s last background investigation, an appropriate records 
check reveals no unfavorable information, and there is no information that would tend to indicate the 
employee may no longer satisfy the standards established by E.O. 12968. 

 
3. Noncritical-Sensitive Positions . 

 
a. Positions requiring access at the Secret level (without risk factors that elevate the position  to 
Critical-Sensitive) are identified as Noncritical-Sensitive. No person shall be appointed, detailed, or 
assigned to a position designated Noncritical-Sensitive until a pre-appointment check, including a 
credit check, has been satisfactory completed.  Retention in the Noncritical-Sensitive position is 
contingent upon the subsequent completion of an ANACI that has been favorably adjudicated. The 
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ANACI must be initiated no later than 14 days after an employee's appointment to the position and 
“entrance-on-duty.” If the required investigation is not favorably adjudicated, appointed to the 
position must be immediately terminated. The Office of Security, in consultation with the servicing 
human resources management office and the operating unit manager, will then coordinate the 
appointment of the individual to another position or terminate his or her employment. 
 
b. In addition to a successfully adjudicated investigation, any person under consideration for   a 
position designated Noncritical-Sensitive, due to the need to access Secret information, also must 
meet other security clearance requirements set forth in Chapter 12, Access to National Security 
Information. 

 
c. An employee occupying a non-sensitive (Risk) position at the time that the position is upgraded to a 
Noncritical-Sensitive designation, as the result of an unanticipated change in duties, may continue to 
occupy the position subject to the satisfactory completion of a pre-appointment check by the Office 
of Security. If the employee does not have a previously completed, favorable ANACI, he or she may 
not continue to occupy the position until an NAC has been completed and favorably adjudicated. The 
investigation must be initiated within 14 days of the position’s upgrade to a Noncritical-Sensitive 
designation. During the conduct of pre-appointment checks, if a completed background investigation 
(a current ANACI, LBI, BI, or SSBI) is located and has been favorably adjudicated, no further 
processing beyond the pre-appointment NAC is required. If the required investigation is not favorably 
adjudicated, the servicing human resources management office and the operating unit, in consultation 
with the Office of Security, will ensure the individual is appointed to another position that does not 
require access to national security information. 
 
d. An employee occupying a Noncritical-Sensitive position requiring eligibility for access to Secret 
information must undergo a periodic reinvestigation (PRI) every ten years. In addition, the Office of 
Security will request an update investigation (UDI) when potentially derogatory information is 
discovered during the PRI or admitted on processing forms such as the OF-612 or SF-86. 

 
e.  An employee, a transferee, or an applicant who has a previously completed NACI, ANACI, LBI, 
BI, SBI, or other similar investigation, may not be offered or appointed to a Noncritical-Sensitive 
position until the Office of Security has verified and favorably adjudicated the investigation or an 
upgrading investigation has been initiated, if required. The appointment can be made if the individual 
has remained employed by the same employer during the period in question, the employee certifies in 
writing that there has been no change in the relevant information provided since the employee’s last 
background investigation, and that there is no information that would tend to indicate the employee 
may no longer satisfy the standards established by E.O. 12968. 
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C. Non-Sensitive (Risk) Positions. All Department of Commerce positions, regardless of their national 
security sensitivity designation, must have a position Risk designation of High, Moderate, or Low Risk. High 
Risk and Moderate Risk position designations are also known as Public Trust positions. Instructions on the 
designation of risk levels and the factors used to determine risk level can be found in DAO 202-731, 
Handbook on Suitability. 
 

1. Appointments to risk positions are not normally contingent upon the completion of an investigation prior 
to appointment; however, employment in these positions is subject to the satisfactory completion of an 
appropriate investigation. In addition, Low Risk and most Moderate Risk positions do not require a pre-
appointment check prior to appointment; however, High Risk positions and Moderate Risk positions in 
the information technology (IT) occupations and those with “global access” to an automated information 
system require favorable pre-appointment checks prior to appointment. 

 
a. The SF-85, Questionnaire for Nonsensitive Positions, is used to request  investigations for Low 
Risk and Moderate Risk positions. The SF-85P, Questionnaire for Public Trust Positions, will be 
used to request investigations for High Risk positions.    

 
b. Appointments for a period of more than 180 days to intermittent, temporary, or seasonal positions, 
or of aliens being employed outside the United States shall be processed as determined by the risk 
level of the position and the previous investigation  of the selectee, except as otherwise determined by 
the Office of Human Resources Management. 
 

2. Individuals employed in High Risk positions, or Moderate Risk positions in the Information Technology 
occupations, and those at the Moderate Risk level with “global access” to an automated information 
system, shall be subject to reinvestigation as deemed necessary, but not less frequently than once every 
five years. 

 
3. Applicants for positions designated at the Low or Moderate Risk level will not normally require a new 
background reinvestigation provided the applicant has previously undergone the required level of 
investigation with favorable results and has not had a break in Federal service of 24 months of more. 
Positions in Moderate Risk positions in the Information Technology occupations, and those at the 
Moderate Risk level with “global access” to an automated information system, shall be subject to a 
favorable a pre-appointment check prior to appointment, regardless of a previously completed 
investigation.  

 
a.  The servicing human resources office will review the applicant’s Official Personnel Folder, and/or 
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contact the previous Federal employer or the Office of Personnel Management to verify previous 
completion of the required level of investigation. If the servicing human resources manager is unable to 
verify investigative processing by these means, the Office of Security may be contacted to assist in 
obtaining the information.   

 
b. Based on the name, social security number, and date and place of birth of the subject in question, 
verification will be made by the Office of Security through a computer link between the Office of 
Security and OPM’s Federal Investigative Processing Center (FIPC) in Boyers, PA. Prior to OPM's 
computerization of many procedures at the Federal Investigations Processing Center, the favorable 
completion of the NACI was indicated by a stamp placed on the SF-171 which states "Processed 
Under Section 3(a), Executive Order 10450."  Investigative results disclosed by the NACI were 
noted on the SF-171 by a "Results of Investigation Under 3(a) of Executive Order 10450 Furnished 
Requesting Agency's stamp.”  Since 1988, OPM has furnished a Certificate of Investigation that 
notes the type of investigation and the date of the investigation as well as identifiers of the subject of 
the investigation to be filed in the subject’s OPF.  If all efforts to verify a previous investigation fail, 
then the appropriate investigation must be initiated. 

 
4. When an employee transfers from another Federal agency to a non-sensitive position in the 
Department and the appropriate investigation initiated by the relinquishing agency has not been 
completed, the servicing human resources manager must submit a request to OPM to obtain the results of 
any previously completed or pending investigation. The request should include the individual’s original 
application form (OF-612) from which the employee was appointed to the Department of Commerce, 
any information received by voucher or other means which would tend to identify the ongoing 
investigation, and a transmittal letter stating that an investigation had been initiated previously in connection 
with the appointment in the relinquishing agency. The letter must identify the relinquishing agency, indicate 
the type of appointment and authority for appointment in the Department, and request that the results of 
the investigation be forwarded to the requesting human resources office. 

 
D. Investigative Requirements for Employment of Aliens  
 

1. Appointment to Non-Sensitive Positions for 90 Days or less. 
 

a. An alien may be employed in a non-sensitive (risk) position for a period of 90 days or less only 
after the completion of the requirements set forth in paragraph B. below. For purposes of this 
subparagraph, technical or scientific positions that do not require access to classified information or to 
restricted areas and which do not involve administrative or policy forming responsibilities may be 
considered Low Risk positions. 
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b. Pre-appointment processing for non-sensitive positions will be initiated as prescribed in Appendix 
D at least 30 days prior to the proposed appointment. The pre-appointment request must identify the 
individual as an alien, request concurrence in the proposed appointment, and transmit an SF-86, 
Questionnaire for National Security Positions, containing the alien’s biographical information. A 
fingerprint card (FD-258) also is required if the alien is residing in the United States at the time of 
application or has had previous residences in the United States, which cumulatively amount to a year 
or more. The appointment may not be made until concurrence is received from the Director for 
Security.  It will not be necessary in such cases to initiate the post-appointment NACI investigation 
required for non-sensitive positions. 

 
2.  Appointment to Non-Sensitive Positions for more than 90 Days. 

 
a. Employment up to one year: An immigrant alien may be appointed to a non-sensitive position in 
the Department for a period of more than 90 days not to exceed one year only after a favorable BI 
has been completed. When recommended by the head of the operating unit concerned and approved 
by the Chief Financial Officer and Assistant Secretary for Administration, a scientific or technical 
position, which does not involve administrative or policy-forming responsibilities and which does not 
involve access to classified information or to restricted areas, may be considered a Low Risk 
Position. 

 
b. Employment for more than one year:  Immigrant aliens may be re-appointed after a one-year 
appointment or may be appointed initially to non-sensitive positions for indefinite periods (exceeding 
one year) after the completion of a favorable BI, provided that the immigrant alien has formally 
declared his or her intention in writing to become a U.S. citizen prior to the making of such an 
indefinite appointment. When recommended by the head of the operating unit concerned as being in 
the best interests of the Government and approved by the Chief Financial Officer and Assistant 
Secretary for Administration, a non-immigrant alien or an immigrant alien who has not declared an 
intention of becoming a U.S. citizen and who has been given a one-year appointment under conditions 
described above may be re-appointed for a temporary appointment of one year or less. 

 
3. Appointment to a National Security Position. An immigrant alien appointed to a non-sensitive 
position, as prescribed above, will be eligible for assignment to a sensitive position only after having been 
employed in the Department for a continuous period of not less than three years, demonstrating to the 
satisfaction of his/her employers complete trustworthiness and a continuing and sincere desire to become a 
U.S. citizen. Such appointment will be made contingent upon the satisfactory completion of a pre-
appointment check (see Appendix D). Any temporary security clearance granted under these conditions 
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will be limited to the specific projects for which employed. A final security clearance will not be granted 
until the ANACI has been favorably adjudicated and the employee has presented a Certificate of 
Naturalization to the Office of Security as evidence of U.S. citizenship. 

 
1104 Investigative Requirements for Non-Employees 
 
The following information describes the requirements for investigative processing for non-employees. 
Appendix C, Minimum Requirements for Personnel Investigations, provides the minimum requirements for 
investigative processing of non-employees for risk positions and for positions requiring access to classified 
information.  Guidelines for initiating the investigations are provided in Appendix D, Processing Personnel 
Security and Suitability Investigations. 
 
A.  Contractors.  Investigative processing for contract personnel is divided into two major categories: 
unclassified contracts and classified contracts. Unclassified contracts involve no access to classified 
information.  Classified contracts involve access to classified information and are referred as Classified or 
Sensitive contracts. 
 

1.  Non-Classified Contracts. 
 

a. Every contract employee who performs work designated as Low Risk within a Department of 
Commerce facility for longer than 180 days must undergo investigative processing. All other contract 
personnel must undergo investigative processing according to the risk level of the contract. The 
contracting officer's technical representative (COTR), in conjunction with operating unit management 
and security contact, is responsible for assigning a risk designation to each contract where work will 
be performed in the Department. Within each contract, the contracting officer must include 
information that defines the investigative processing requirements associated with the contract's risk 
level. Sample language is included in Appendix F, Contract Language for Moderate and High Risk 
Contracts and Appendix G, Contract Language for Low Risk Contacts. 

 
b. The COTR is responsible for initiating the investigation request package for a contract employee. 
The request package is submitted to the Office of Security through the security contact or servicing 
security officer. The following procedures describe the investigative requirement for contract 
personnel by risk level. 

 
(1) A contract at the High Risk level requires a pre-employment check prior to “entrance-on-
duty” with a BI initiated no later than three days after the start of the person's performance on the 
contract. 
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(2) A contract at the Moderate Risk level requires the initiation of an MBI no later than three 
days after the start of the person’s performance on the contract. 

 
(3) At the Low Risk level, requirements are based on the expected duration of the contract. If the 
contract exceeds one year, a NACI must be initiated no later than three days after the start of the 
subject's performance on the contract. If the contract will last over 180 days but less than one 
year, a SAC must be initiated no later than three days after the beginning of the subject's 
performance on the contract.  Low Risk contracts with a duration of less than 180 days do not 
ordinarily require processing. At the discretion of the security contact, a SAC may be requested 
for Low Risk contracts of short duration where unusual circumstances exist and warrant the 
processing for the contractors involved. 

 
2. Classified Contracts.  Individual facility security clearances are required for all contract work 
involving access to classified information. On a case-by-case basis, individual contract personnel security 
clearances may be granted by the Director for Security for short-term classified work.  Refer to Appendix 
D, Processing Personnel Security and Suitability Investigations, paragraph D.3, Processing Investigations. 

 
B. Guest Workers, Research Associates, Experts, Consultants, Long-Term Visitors, and Trainees. 
 

1. This paragraph prescribes the security requirements, known as “Security Assurance,” for guest 
workers, research associates, experts, consultants, long term visitors, trainees, and other  individuals who 
have similar associations with the Department. The provisions of DAO 202-311, Voluntary and 
Uncompensated Services, and DAO 202-304, Employment of Individual Experts and Consultants, are 
also pertinent to this subject and shall be applied by all operating units. 

 
2. Functions performed by these non-employees are assigned risk designations. U.S. citizens serving in 
positions designated Low Risk who expect to remain with the Department for more than 180 days shall 
be subject to investigative processing. Non-citizens serving in positions designated Low Risk who expect 
to remain with the Department for more than ten working days within 12 consecutive months shall be 
subject to investigative processing. Low Risk investigative processing is described in Appendix D, 
Processing Personnel Security and Suitability Investigations, paragraph D.3, Processing Investigations.  
Positions designated at the Moderate or High Risk level must undergo additional investigative processing. 
The Department will accept active security assurance reviews conducted by other Federal agencies if 
verifiable by a servicing security officer. 

 
3.  Completion of the security assurance processing requirements set forth in this chapter does not 
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automatically permit visitors or other categories of non-employees associated with the Department to 
have access to classified information or to restricted areas. Security clearances for such purposes, as 
distinguished from security assurances, must be obtained in accordance with applicable security 
regulations. 

 
4. While the Department allows guest workers, research associates, experts and consultants, and trainees 
access to its facilities, the final authority for determining the acceptability of such individuals belongs to the 
Department. The operating unit head shall make certain that the provisions of the Security Manual are met 
before assigning or agreeing to assign an individual to a departmental facility within his or her unit, and may 
prescribe additional control measures as necessary. 

 
5. If the duties of a guest worker, research associate, or trainee appear to fall within the generic 
description of a National Security position (paragraph 1003), the head of an operating unit must provide a 
written statement to that effect to the Office of Security through their servicing security officer. The 
statement should include information describing the particular type of involvement that appears to create a 
similar situation to that for a sensitive position. 

 
C. Short-term visitors are defined as non-Federal employees on official business to departmental facilities, 
making visits which do not extend beyond 30 working days for citizens or ten working days for non-citizens 
within a consecutive 12-month period, and which do not involve access to classified information or to 
restricted areas.  No security assurance processing is required for short-term visitors, but managers of 
operating units to be visited shall make definitive arrangements, such as escorts, to prevent accidental access 
to restricted areas or to classified information during these visits.  In general, however, assignments or visits of 
foreign nationals that entail potential access to restricted areas or to classified information should be 
discouraged. 
 
D. Projects Sponsored by Other Federal Agencies. When a project being conducted in a Departmental 
facility is being carried out by another Federal agency, the investigative processing requirements of the 
sponsoring agency shall apply unless other arrangements are made. 
 
E. Processing Membership for Departmental Advisory Committees. Security and suitability processing 
is required for all nominees for membership on departmental advisory committees who require access to 
classified information. Committee Liaison Officers for each operating unit coordinate the process of obtaining 
access to classified information. The procedures are set forth in the Committee Handbook and Appendix D, 
Processing Security and Suitability Investigations.  
 
F. Security Clearance Requirements Applicable to Non-Employees. All non-employees who require a 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 
_______________________________________________________________________________ 

Section II – Personnel Security 
Chapter 11 – Investigative Processing 

April 4, 2003 
Page 11.16 

security clearance to meet contract or other obligations with the Department will be investigated and granted a 
security clearance in accordance with the provisions of the National Industrial Security Program Operating 
Manual and paragraph 1104 of the Security Manual. 
 
G. Child Care Workers Employed at Commerce Facilities.   
 

1. In compliance with 42 U.S.C. § 13041, child care centers located in Department of Commerce 
facilities must have background checks conducted on their employees.  GSA conducts such checks on 
child care providers when the child care center is located in a GSA-controlled facility. Currently, there are 
departmental facilities using GSA-approved contractors as well as contractors not processed by GSA. 
The security contact or servicing security officer must verify that appropriate background checks were 
conducted on each employee of the contract provider.  When a GSA-approved contractor is not used, 
the security contact or servicing security officer is responsible to ensure that appropriate checks have been 
conducted. As outlined in 42 U.S.C. § 13041, the minimum criminal history checks for applicants will be 
a fingerprint check of the records in the Identification Division of the FBI and a check of the state criminal 
history repositories of all addresses listed on the application for employment as either current or former 
residences. Additionally, the application for employment will contain a question asking whether the 
individual has ever been arrested for or charged with a crime involving a child, and, if so, the manager will 
require a description of the disposition of the arrest or charge. The application shall state that it is being 
signed under penalty of perjury. Where this language is not included on the application for employment, a 
separate sheet with this information should be attached. 

 
2. The servicing security officer will work with the COTR and ensure that the appropriate investigation is 
initiated for persons being hired with child care responsibilities at departmental facilities. An operating unit 
may hire a staff person provisionally prior to the completion of a background check if, at all times prior to 
receipt of the background check during which children are in the care of the person, the child care 
provider must be within sight and under the supervision of a staff person whose background check has 
been successfully completed.  OPM currently offers the CNACI investigation for child care workers to 
meet the requirements of the Public Law.  This investigation must be used to comply with the Public Law. 
An operating unit may hire a staff person provisionally prior to the completion of the required background 
check provided that, when caring for children, the uncleared individual must at all times be within the sight 
and under the supervision of a staff person whose background check has been successfully completed. 

 
1105 Investigative Results 
 
A. Initial Report of Investigation (ROI). After the personnel investigation has been completed, OPM or 
other investigative agency will forward the ROI to the Office of Security. The Office of Security will review 
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the ROI only to determine the purpose for the investigation (e.g., upgrade of clearance for current employee, 
new security clearance, suitability on initial appointment, etc.) and will process the ROI as indicated below. 
 

1.  If the purpose of the investigation is to make a national security access eligibility determination only 
(e.g., upgrade of an existing clearance, a new clearance for a current employee already subjected to 
suitability investigation, a reinvestigation for security clearance renewal, etc.), the Office of Security and 
the appropriate servicing security office will review and adjudicate the ROI.  After a final security decision 
has been made, the Office of Security will forward the OFI 79A to OPM. 

 
2. If the purpose of the investigation is for a suitability determination only (e.g., the position has no national 
security access requirements), the Office of Security will forward the ROI to the servicing human 
resources management office for appropriate action under the provisions of the DAO 202-731, 
Department of Commerce Suitability Handbook. The servicing human resources management office will 
forward the OFI 79A to OPM after a final suitability decision has been made. 

 
3. If the investigation is for suitability and national security access (e.g., a newly appointed employee 
with no previous Federal service to a position requiring both suitability and security investigation), the 
Office of Security will forward the ROI to the servicing human resources management office for 
suitability adjudication.  When this action is completed, the servicing human resources management 
office will take the following action.   

 
a. If the suitability determination is unfavorable, the individual is not hired or cannot continue to be 
employed. The servicing human resources office will forward the OFI 79A to OPM. A copy of 
the determination, which will serve as notification of the suitability determination, will be sent to 
the Office of Security. 

 
b. If the suitability determination is favorable, the servicing human resources office will fill in that 
portion of the OFI 79A and forward this form and the ROI to the Office of Security for the 
security adjudication. Upon completion of the security adjudication, the Office of Security will 
forward the completed form to OPM. 

 
B.  Obtaining Supplemental Information.   
 

1. OPM characterizes reports of investigation as either Ano issues,@ or Awith issues.@ When a suitability 
determination is necessary, investigations with “no issues” are normally certified as completed (same as a 
favorable adjudication) by the servicing human resources management office without the need for 
additional information, suitability adjudication, or further action.  Investigations “with issues” normally 
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require additional information to clarify, enhance, refute, or otherwise mitigate or substantiate the limited 
information or “issues@ found in the initial investigation.  In addition, information may be needed from 
sources other than those identified in the initial investigation to clarify or confirm information that would 
mitigate or substantiate the issue or issues.   

 
a. If the additional information needed relates to law enforcement activities such as court documents, 
case disposition reports, etc., the servicing security office will assist the servicing human resources 
management office in identifying, obtaining, interpreting, and analyzing the information. 

 
b. If the additional information needed is related to experience, conduct in previous employment, or 
education, the servicing human resources management office, in collaboration with the cognizant 
management official, will identify, obtain, and analyze the information for either a suitability or a 
national security investigation, or both. 

 
2. Subject to the provisions of applicable statutes and executive directives, the subject of the investigation 
must be given an opportunity to explain or refute information obtained in the investigation or from 
additional sources prior to the agency=s final adjudication for suitability and/or security purposes. 

 
C. Actions Upon Final Adjudication.  
 

1. Once suitability adjudication procedures have been followed for suitability or mixed investigations with 
favorable results, the servicing human resources management office will follow the procedures outlined in 
DAO 202-731, Handbook on Suitability, to include certifying  the completion of the action, and/or 
notifying OPM of the results (in cases Awith issues@), and notifying the Office of Security of the results if 
the position also has national security access requirements. 

 
2. After the suitability process has been applied and the issues have been evaluated, if one or more 
serious issues (AD@ level) that could potentially deny employment to an applicant remain, the servicing 
human resources management office will forward a recommendation for final adjudication to the Office of 
Human Resources Management (OHRM).  OHRM has final adjudication responsibility for AD@ issue 
cases for suitability.  

 
3. If a mixed case, OHRM will collaborate with the Office of Security on the final disposition of the case 
and the final action to be taken. For national security only investigations resulting in AD@ issue cases, the 
Office of Security will take the lead in collaborating with OHRM on the final disposition of the case and 
final action to be taken.  
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4. Possible actions resulting from unfavorable suitability/security adjudications include: 
 

a. Rejection of a selectee for the position. 
b. Acceptance and appointment of the selectee. 
c. Removal of the appointee/employee. 
d. Revocation/denial of the clearance. 
e. Reassignment of the appointee employee to a non-sensitive position. 
f. Retention of the appointee/employee coupled with appropriate disciplinary action. 

 
5. Unfavorable suitability or security adjudications may be appealed for further review.  Appeals of 
unfavorable suitability determinations only are described in DAO 202-731, Handbook on Suitability. 
Appeals for unfavorable security determinations are described in Chapter 14, Suspension, Denial, and 
Revocation of Access to National Security Information. 
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Chapter 12 - Access to National Security 
Information 

 
1201  Granting Access to Classified Information 
 
This chapter covers investigative processing procedures and requirements associated with granting eligibility 
for access to classified national security information, also known as a security clearance. The granting of 
eligibility for access to classified information is an administrative decision and is used only when access is 
clearly consistent with the interests of national security. Access to classified information is based on an 
appropriate background investigation, a security indoctrination, an executed nondisclosure agreement, and a 
need-to-know. The Director for Security may grant a security clearance upon determination that the individual 
is trustworthy and free from unacceptable risk concerning the protection of classified information. Security 
clearances within the Department are issued at the Top Secret and Secret levels. Individuals requiring access 
to Confidential information will be granted a clearance at the Secret level. The need-to-know is established by 
management officials based upon the official duties of the position that the employee occupies.   
 
A.  Eligibility for Access to Classified Information. 
 

1. A security clearance is an indication that a decision of trustworthiness has been made and has been 
granted by the Director for Security in accordance with E.O. 12968, Access to Classified Information. A 
need for access to classified information must be demonstrated before a request for a security clearance 
can be initiated. The number of people cleared and granted access to classified information should be 
maintained at the minimum number that is consistent with operational requirements and needs.  Heads of 
operating units must ensure that access to classified information by unauthorized persons is prevented. 

 
2. No one has a right to gain access to classified information solely by virtue of title, position, or level of 
security clearance. The final responsibility for determining whether an individual requires access to 
classified information and whether the individual has been granted the appropriate security clearance rests 
upon the individual who has possession, knowledge, or control of the information and not upon the 
prospective recipient. The fact that an individual is a Federal employee does not mean that he or she has 
been cleared for access to classified information. The disclosure of classified information and the 
recipient's identification and security clearance shall be verified by the security contact to determine the 
recipient's need-to-know. The individual holding or controlling classified information shall advise the 
recipient of the classification level of the information. 
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3. Accordingly, when an employee transfers or vacates a position, his need-to-know changes. Security 
clearances do not transfer with the employee. In such cases, the need-to-know must be re-established 
and a new request submitted to their servicing security officer with appropriate justification before a new 
clearance is granted. Depending on circumstances, the existing investigation may be used as the basis for 
issuing the new clearance.   

 
B. Determining Eligibility for Access to Classified Information. 
 
The procedures for requesting personnel security investigations for sensitive positions are listed in Appendix 
D, Processing Personnel Security and Suitability Investigations, paragraph D.3, Processing Investigations. 
Requests for upgrade or reinstatement of a security clearance also are covered in paragraph D.3 of Appendix 
D. 
 

1. A person's eligibility for a security clearance and access to classified information are based upon the 
following criteria. 

 
a. Eligibility:  The individual is found loyal, trustworthy, and free from unacceptable risks, based 
upon an appropriate investigation. 

 
b. Access: The access to classified information is essential to accomplish a lawful and authorized 
government purpose (need-to-know) and the individual has entered into an agreement with the 
Federal Government to protect classified information and to prevent unauthorized disclosure. The 
Classified Information Nondisclosure Agreement, Standard Form 312, shall be used for employees 
and non-employees. 

 
2. The decision to grant eligibility for access to classified information must be fair, impartial, and based 
upon a consideration of all available information. The review of adverse information shall include 
consideration of the following factors. 

 
a. Nature and seriousness of the facts, circumstances, or conduct. 

 
b. Circumstances surrounding the conduct. 

 
c. Frequency and recency of the conduct. 

 
d. Age of the individual. 
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e. Motivation of the individual, or the extent to which the conduct was negligent, willful, voluntary, or 
undertaken with knowledge of the circumstances or consequences involved. 

 
f. Absence or presence of positive evidence of rehabilitation. 

 
g. Probability that the facts, conduct, or circumstances, to the extent that it can be estimated, will or 
will not continue or recur in the future. 

 
3. National security and suitability investigations described in Chapter 11 are also used for making 
security clearance determinations. The type of investigation needed to provide a basis for a security 
clearance determination is provided in Appendix C, Minimum Requirements for Personnel Investigations. 

 
4.  The following general requirements apply to the process of determining eligibility for access to 
classified security information. 

 
a. Naturalized citizens may be considered for access eligibility in the same manner as native-born 
U.S. citizens. 

 
b. Foreign nationals generally are not eligible for a security clearance. Every effort shall be made to 
ensure that non-U.S. citizens are not employed in duties that may require access to classified 
information. However, compelling reasons may exist to grant access to classified information to an 
immigrant alien or a foreign national. Such individuals may be granted a Limited Access Authorization 
in those rare circumstances where the non-U.S. citizen possesses unique or unusual skill or expertise 
that is urgently needed to support a specific U.S. Government contract involving access to specified 
classified information and a cleared or clearable U.S. citizen is not readily available (see NISPOM, 
Section 2-210, Non-U.S. Citizens). 

 
c. Contractors may be granted a security clearance under the National Industrial Security Program. 
Refer to Chapter 43 of the Security Manual concerning Industrial Security. On a case-by-case basis, 
the Office of Security may grant individual contractors a security clearance for the performance of 
short-term classified work. Information on processing this request is contained Appendix E, 
Obtaining Access to Classified Information. 

 
d. Non-employees other than contractors generally will not be provided access to classified 
information. Some exceptions exist for those non-employees being processed for membership on a 
departmental advisory committee, which requires access to classified information. 
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C. Exceptions. Within the limits of administrative discretion permitted to the Department, exceptions to the 
provisions of this subparagraph may be granted by the Director for Security, or his/her designated 
representative whenever such an exception would be in the interest of the national security and would 
promote the efficiency of the service. Each request for such an exception shall be submitted in writing and 
shall contain a statement justifying the request. 
 
1202 Requesting a Security Clearance 
 
A. Request Forms. The immediate supervisor or program manager must request and justify a security 
clearance for a subordinate employee. The request must be forwarded to the Office of Security through the 
servicing security officer. The Form CD-79, Request for Security Clearance, shall be used to request a 
security clearance. In addition, the SF-86, Questionnaire for National Security Positions, is required. 
Incomplete packages will be returned through the security contact or servicing security officer to the operating 
unit for appropriate action. 
 

1. The CD-79 must state the level of clearance (Top Secret or Secret) and must justify the request for 
access. The request must describe the individual's "need-to-know," the nature of access, how often it will 
occur, and the duration required for the clearance. If the duration is indefinite, it must be so stated. The 
security contact must concur by signing the concurrence block on the CD-79. 

 
2. The SF-86 provides current biographical information to establish eligibility for access.  A new or an 
updated SF-86 is required when the Office of Security does not have one on file. 

 
3. Note: The SF-312 can be signed only after eligibility for access to classified information has been 
granted by the approving authority; therefore, it will not be sent in the clearance request package. The 
individual must sign the form immediately after receiving the indoctrination briefing since it is a legally 
binding document that grants the signer eligibility for access to classified information upon signature in 
return for abiding by its requirements. The supervisor or manager requesting a security clearance for a 
subordinate employee should follow the procedure described in Appendix E, Obtaining Access to 
Classified Information. 

 
B.  Temporary Eligibility for Access.   
 

1. Based on a justified need meeting the requirements of E.O. 12968, temporary eligibility for access to 
classified information may be granted before investigations are complete and favorably adjudicated where 
official functions must be performed prior to completion of the investigation and adjudication process. The 
temporary eligibility will be valid until completion of the investigation and adjudication; however, the 
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Department may revoke the access at any time based on unfavorable information developed in the course 
of the investigation. 

 
2. Temporary eligibility for access must be requested by memorandum to the Office of Security.  In 
addition, the justification for the access must be indicated on the CD-79, Request for Security Clearance. 
The Director for Security, or his/her designee, may grant temporary eligibility for access when an 
emergency need exists. Temporary eligibility allows access to classified information under controlled 
circumstances when the basis for granting a final security clearance has not been completed. 

 
1203 Administrative Downgrade or Termination of Security Clearance 
 
A.  A security clearance may be downgraded or terminated for administrative reasons unrelated to an adverse 
security determination. Just as the immediate supervisor or program manager is responsible for requesting a 
security clearance, he or she also is responsible for advising the Office of Security, through the security contact 
or the servicing security officer, whenever administrative downgrade or termination of security clearance is 
appropriate based on changed need-to-know. Whenever there is  an administrative action, the individual must 
be advised of the action. The administrative downgrade or termination of an individual's security clearance 
does not prejudice the person's eligibility for a future security clearance. Administrative action is required in the 
examples noted below. In each case of termination or downgrade of access to national security information, 
the servicing security officer shall notify the servicing human resources management office so that the position 
records may be updated. 
 

1. When access to classified information is no longer needed in connection with the performance of 
official duties or contractual obligations, the clearance must be withdrawn. In such cases, the immediate 
supervisor or manager must obtain a signed SF-312 with the debriefing portion completed and forward it 
through the security contact or the servicing security officer to the Office of Security headquarters. 

 
2. When access to a particular level of classified information is no longer required in the performance of 
official duties, the clearance must be downgraded to a classification level still justified by official duties. To 
initiate a downgrade action, the immediate supervisor must forward a CD-79, Request for Security 
Clearance, justifying the new clearance level indicating, "Administrative Downgrade," in the “Justification 
Block” of the form, and stating that the employee has been notified of the downgrade action.   

 
3. An operating unit head or designee, or the Director for Security may determine that a currently cleared 
employee or contractor no longer requires access to classified information in connection with the 
performance of official duties or contractual obligations and, upon written notification to the holder, may 
administratively withdraw the security clearance. When an individual no longer needs access to a 
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particular security classification level, the security clearance should be adjusted, or downgraded, to the 
classification level required for the performance of the individual's duties and obligations.  

 
4. Upon termination of a security clearance, the holder must receive a formal security debriefing describing 
the continuing responsibility to protect the national security information to which the individual had access. 
The reverse of the SF-312, Classified Non-Disclosure Agreement, shall be completed upon debriefing. In 
addition, sanctions under Title 18, U.S.C. shall be provided in writing to the debriefed employee to 
re-emphasize that criminal prosecution may be exercised if unauthorized disclosure of classified 
information should occur. 

 
B.  Classified information (in any form), to include extra copies, is not personal property and may not be 
removed from the Federal Government's control by any departing official. The security contact must ensure 
that all debriefed personnel have turned over all classified information in their possession and ensure that all 
classified information is accounted for upon transference to an authorized custodian. All departing personnel 
must be debriefed and understand their ongoing security responsibilities in the protection of classified 
information to which they had access. 
 
1204 Suspension and Revocation of Access Eligibility for Cause 
 
A. Whenever information is received that indicates an employee’s continued access to classified information is 
not in the interests of national security, such information shall be forwarded immediately to the Office of 
Security headquarters. Guidelines for standards of conduct related to security determinations are set forth in 
Chapter 13, Security Adjudication Criteria. 
 
B. Whenever the Personnel Security Officer obtains information that suggests continuation of an individual’s 
security clearance is not in the best interest of national security, he or she may suspend  the individual’s 
security clearance pending an investigation to resolve the issues. 
 
C. Accordingly, whenever an investigation develops information that confirms an individual’s disloyalty to the 
country or untrustworthiness, or raises issues of unacceptable security risk, the Personnel Security Officer will 
issue a proposal to revoke or downgrade an individual’s security clearance, as appropriate. Such security 
determinations for cause will be made independently of a suitability determination conducted by the servicing 
human resources manager. 
 
D. The servicing human resources manager and servicing security officer will be advised of all security 
clearance actions for cause. When an individual’s security clearance has been suspended , the servicing 
security officer must notify the immediate supervisor or program manager to ensure that appropriate action is 
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taken in connection with the individual’s access to classified information.  
 
E. The procedures described in Chapter 14, Suspension and Revocation of Access to National Security 
Information, shall be followed by the Office of Security when conducting a formal review to determine an 
individual’s continued eligibility for access to classified information based on unfavorable information that may 
lead to the denial, downgrade, or revocation of that clearance. 
 

1. When misconduct is reported to the servicing human resources office and the individual occupies a 
sensitive position, the servicing human resources specialist shall contact the servicing security officer 
immediately. The investigation of the misconduct must be coordinated, and normally, the national security 
interest will be investigated first.  

 
2. The results of the investigations are shared between security and human resources offices. The Office of 
General Counsel should be included in the deliberative process to decide what action(s) to take.   

 
1205 Access to Classified Information for Employees 
 
Employees of the Department (including experts and consultants) who are U.S. citizens may be considered 
for access to classified information only when such access is required in connection with their official duties. 
Such individuals may be granted either a final or a temporary eligibility for access to classified information 
provided that the appropriate investigative requirements set forth in the Security Manual are met, all available 
information has been favorably adjudicated, and the granting of eligibility for access to classified information is 
clearly consistent with national security interests.  Criteria for determining eligibility of access to classified 
information are shown in paragraph 1201 B. 
 
A. Investigative Requests and Procedures.  Procedures for the various types of investigations listed 
below are described in Appendix E. 
 

1. Although position sensitivity may dictate a more detailed investigation, the following security clearance 
levels require the minimum type of investigation as indicated below. 

 
a. Top Secret: an SSBI no more than five years old, or updated by an SSBI-PR within the most 
recent five-year period. 

 
b. Secret: an ANACI no more than ten years old and continuous Federal service. 

 
2. Prior to movement to a new position which requires access to classified information or when the 
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assignment results in a significant change in duties, a request for security clearance (CD-79) must be 
forwarded through the servicing security officer to the Office of Security for approval, even if the 
assignment involves the same level of security clearance as the employee's current position. 

 
3. When an employee occupies a position that subsequently requires access to classified information, the 
employee may continue to perform in the position provided that access to classified information is 
prevented until the Office of Security grants an appropriate security clearance. 

 
4. When an employee moves to a position that requires access to a higher level of classified information, 
the employee may continue to perform in the position and may continue to have access to classified 
information at the level for which he or she has previously been granted until the Office of Security 
upgrades the security clearance to the higher level clearance or grants the appropriate level of temporary 
access. 

 
5.  In the event that a foreign national employee who does not meet the criteria listed in paragraph 1201B 
requires access to classified material on a short-term, emergency basis, a request for such access, in 
addition to forms required under paragraph 1202, shall be forwarded through the security contact or 
servicing security officer to the Office of Security.  The request should state the specific reasons for the 
required access, justify the individual's "need-to-know," provide detailed provisions to ensure that access 
to classified information is limited to "need-to-know," and indicate the expected duration of the 
requirement. 

 
B. Certification of Security Clearance.  Any employee, contractor, or consultant of the Department who 
has a need to certify their security clearance for a visit to another agency or facility, must initiate the Visit 
Authorization and Clearance Certificate Request, Form CD-414. The form must be completed, signed by the 
approving security contact or servicing security officer, and submitted to the agency or facility to be visited. 
The form shall be submitted as soon as possible as the visit is determined, or at a minimum, within ten working 
days of the visit or the period of clearance certification. There are other agencies or government facilities that 
do not accept the Department’s CD-414, but require use of their own form for visits to their facilities. The 
method acceptable to the visited agency should be verified in advance by the individual coordinating the visit. 
 
1206  Access to Classified Information for Non-Employees 
 
The assignment of non-employees to positions requiring access to classified information is discouraged with 
the exception of essential contractors, experts and consultants, and advisor committee members.  The 
assignment of foreign national non-employees to activities requiring access to classified information, or which 
may involve incidental access to classified information, is strictly prohibited. 
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A. Investigative Requests and Procedures. Non-employees who interact with the Department include, 
but are not limited to, contractors, research associates, guest workers, trainees, members of advisory 
committees, historical researchers, former presidential appointees, and visitors.  Information and procedures 
on obtaining security clearances for consultants and experts are included in the coverage for non-employees in 
paragraph 1104.   Information on obtaining security clearances for all non-employees is included in Appendix 
E, Obtaining Access to Classified Information. 
 

1. Contractors working on classified contracts are required to obtain an appropriate security clearance 
in accordance with the National Industrial Security Program (NISP). The program is described in 
Chapter 44 of the Security Manual. The Office of Security may grant a contract employee eligibility for 
access to classified information for the performance of short-term classified work.   No classified material 
can be removed from a departmental facility.  All classified materials must remain under the Department’s 
absolute control. 

 
2. Guest Workers, Research Associates, and Trainees are usually screened for suitability factors by 
the "security assurance" process described in paragraph 1104.  Assignments that require access to 
classified information are discouraged for these individuals; however, for specific projects or activities, a 
security clearance may be granted under limited conditions. 

 
3. Advisory Committee members will require a security clearance if the committee requires access to 
classified information. Generally, security clearances for advisory committee members are granted at the 
Secret level. 

 
4. Historical Researchers and Former Presidential Appointees may be cleared by the Director for 
Security at an appropriate level to allow access to the Department’s classified information.  Refer to 
paragraph 1104 for further guidance. 

 
5. Visitors to the Department: 

 
a. Employees, Contractors, or Consultants of another Federal Government agency may 
obtain access to classified information in the Department in the performance of official duties under 
the provisions of Chapter 21, Access and Dissemination, and after the verification of an appropriate 
security clearance through security channels. In the case of repeated short-term visits by such an 
individual, clearance certification must be provided at least annually from the Federal agency 
concerned to the servicing security officer. 
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b. Private Citizens who have not been granted a security clearance and who have no need-to-know 
are prohibited access to classified information, areas, or equipment. 

 
6. Before a non-employee may be granted access to classified information sponsored by another Federal 
agency, the security contact or servicing security officer shall obtain approval from the sponsoring agency 
(see paragraph 1104). When such a project is carried out under the security regulations of the sponsoring 
agency, the personnel security requirements of the sponsoring  agency apply. 

 
B. Exceptions. Subject to such policies and directives as the Chief Financial Officer and Assistant Secretary 
for Administration may prescribe, exceptions to the provisions of this chapter may be granted in unusual cases 
by the Director for Security whenever the facts indicate that such an exception is in the national interest. Each 
request for such an exception must be made in advance, in writing, and be submitted to the Director for 
Security. The request must contain a detailed justification for the exception.  
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Chapter 13 - Security Adjudication Criteria 
 
1301  Adjudication Determinations 
 
The criteria set forth in this chapter are used to support two separate but related national security adjudication 
determinations. One is the adjudication of investigative information to determine suitability for employment; the 
other is adjudication to determine a person’s eligibility for access to national security information (NSI). 
 
1302 National Security Determinations 
 
A. No person shall be employed or retained in the Department unless the employment of such a person is 
clearly consistent with the national security and/or the efficiency of the service. 
 
B. No person shall be granted eligibility for access to national security information or retain access unless such 
access is clearly consistent with the national security. 
 
C. National security adjudication determines an individual’s eligibility to be granted national security access as 
described in Chapter 12, Eligibility for Access to Classified National Security Information.  Appointment to or 
retention in employment is a separate determination relating to the overall risk to the national security and 
efficiency of the Federal service. An unfavorable national security adjudication may result in a negative 
employment determination when a selectee is being considered for a position that requires national security 
information access.  In the case of a current employee, however, a separate retention decision is required by 
the servicing human resources management office.  
 
1303 Criteria for Making National Security Determinations 
 
The criteria for determining suitability for employment or eligibility for access to classified information under 
the national security standard shall include, but not be limited to the following:  
 
A. Commission of any act of sabotage, espionage, treason, terrorism, anarchy, sedition, or attempt thereat or 
preparation therefore, or conspiracy with or performance of other activities to aid or abet another in 
committing or attempting to commit any such act. 
 
B. Establishment or continuance of a sympathetic association with saboteur, spy, traitor, seditionist, anarchist, 
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terrorist, or revolutionist, or with an espionage or other secret agency or similar representative of a foreign 
nation whose interests may be inimical to interests of the United States, or with any person who advocates the 
use of force or violence to overthrow the Government of the United States or to alter the form of government 
of the United States by unconstitutional means. 
 
C. Advocacy or use of force or violence to overthrow the Government of the United States or to alter the 
form of government of the United States by unconstitutional means. 
 
D. Knowing membership with the specific intent of furthering the aims of, or adherence to and active 
participation in, any foreign or domestic organization, association, movement, group, or combination of 
persons which unlawfully advocate or practice the commission of acts of force or violence to prevent others 
from exercising their rights under the Constitution or the laws of the United States or of any state, or which 
seeks to overthrow the Government of the United States or of any state or subdivision thereof by unlawful 
means. 
 
E. Unauthorized disclosure, to any person, of classified or other information which is prohibited by statue, 
Executive Order, or regulation. 
 
F. Performance or attempted performance of one's duties, acceptance and active maintenance of dual 
citizenship, or conduct in a manner which serves or which could be expected to serve the interests of another 
government in preference to the interests of the United States. 
 
G. Disregard of public laws, statutes, Executive Orders, or regulations, including violation of security 
regulations or practices. 
 
H. Criminal or dishonest conduct. 
 
I. Acts of omission or commission that indicate poor judgment, unreliability, or untrustworthiness. 
 
J. Any behavior or illness, including any mental condition which, in the opinion of competent medical 
authority, may cause a defect in judgment or in reliability, with due regard to the transient or continuing effect 
of the illness and the medical findings in such case. 
 
K. Vulnerabilities to coercion, influence, or pressure that may cause conduct contrary to the national interest. 
This may be: the presence of immediate family members or other persons to whom the applicant is bonded by 
affection or obligation in a nation (of areas under its domination) whose interests may be inimical to those of 
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the United States; or any other circumstances that could cause the applicant to be vulnerable. 
 
L. Excessive indebtedness, recurring financial difficulties, or unexplained affluence. 
 
M. Habitual or episodic use of intoxicants to excess. 
 
N. Illegal or improper use, possession, transfer, sale, or addiction to any controlled or psychoactive 
substance, narcotic, cannabis, or other dangerous drug. 
 
O. Any knowing and willful falsification, cover-up, concealment, misrepresentation, or omission of a material 
fact from any written or oral statement, document, form or other representation or device used by the 
Department or by any other Federal agency. 
 
P. Failure or refusal to answer or to authorize others to answer questions or provide information required by a 
congressional committee, court, or agency in the course of an official inquiry whenever such answers or 
information concern relevant and material matters pertinent to an evaluation of the individual's trustworthiness, 
reliability, and judgment. 
 
Q. Acts of sexual misconduct or perversion indicative of moral turpitude, of poor judgment or of lack of 
regard for the laws of society. 
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Chapter 14 - Suspension, Revocation, and 
Denial of Access to National 
Security Information 
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Chapter 15 - Special Access 
 
1501 Special Access Programs 
 
Special access programs have been established to impose access controls beyond those normally required for 
access to information classified as Confidential, Secret, or Top Secret. Under this definition, any classified 
program requiring additional access controls could be considered a special access program. Such programs 
may require special clearances, special investigative requirements, special briefings, and/or lists of persons 
who require access to special programs due to job or organizational requirements. This chapter describes 
certain special access programs and covers the investigative processing requirements and procedures 
associated with the granting of access for those programs. 
 
1502 Special Access Program Policies 
 
A.  Requisite security investigations must be favorably completed before an individual may be granted access 
to information covered under one of these programs. General guidance showing the minimum type of security 
investigation to be conducted for the special access programs covered in this chapter  is provided in 
Appendix E, Obtaining Access to Classified Information, paragraph C, Special Access. Department of 
Commerce employees who require information on obtaining authorization for access to any other special 
access program not covered in this chapter or elsewhere in the Security Manual should contact the Office of 
Security. 
 
B. Immediate supervisors or managers must notify their servicing security officer immediately upon discovery 
of any information, which indicates that an individual’s current involvement in a special access program may 
not be in the national interest. 
 
C. When access to one of the special access programs is no longer needed, the immediate supervisor or 
manager must initiate immediate action to administratively withdraw the clearance. In most cases, a 
termination statement signed by the individual is required. Supervisors or program managers should contact 
their servicing security officer or the Office of Security for guidance. 
 
D. Employees in special access programs that require a Top Secret security clearance must undergo an 
SSBI-PR or UDI (depending upon the program) every five years to maintain program eligibility. 
 
E. A special access clearance usually requires a prerequisite departmental security clearance; however, a 
departmental security clearance will not be issued just for purpose of granting special clearance access.  
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Rather, a justified "need-to-know" for access to classified information in the Department must be 
demonstrated prior to requesting or being granted access to a special access program.  
 
F. Access to one of the special access programs may be terminated for administrative reasons unrelated to an 
adverse security determination. An administrative termination of special access does not prejudice a person’s 
eligibility for future access to a special program. On the other hand, revocation of special access program 
participation will be administered under the provisions of Chapter 14, Suspension, Revocation, and Denial of 
Access to National Security Information. 
 
1503 Special Access Program Interagency Agreement 
 
Special access programs may require an interagency Memorandum of Understanding (MOU) establishing the 
procedures and conditions under which an agency shall provide special access information to the Department. 
This agreement obligates the Department to maintain effective security control of special access information.  
Special access programs cannot be established within the Department of Commerce without prior approval.  
 
1504 Sensitive Compartmented Information 
 
Particular categories of classified intelligence information require special security access, special handling, and 
special storage facilities not covered by procedures for Confidential, Secret, and Top Secret information. 
Special markings are prescribed in directives, regulations, and instructions relating to Sensitive 
Compartmented Information (SCI). Agencies within the Intelligence Community have responsibility for 
maintaining the security control of classified foreign intelligence materials furnished to governmental 
organizations that are not part of the Intelligence Community, such as the Department of Commerce. These 
intelligence materials should not be confused with Foreign Government Information (FGI), which is described 
in Chapter 27. 
 
1505 SCI Program Management 
 
The Department’s SCI program is sponsored by the Central Intelligence Agency (CIA) pursuant to a MOU 
between the Department and the member agencies of the Intelligence Community. The CIA maintains 
cognizance over the security aspects of departmental approvals for access to, and receipt, handling, storage, 
and destruction of, foreign intelligence information. Under the MOU, the Department must comply with the 
directives and regulations which govern access to SCI such as the Director of Central Intelligence Directive 
(DCID) 1/14.  Specific instructions for applying for access to SCI are prescribed in Appendix E, Obtaining 
Access to Classified Information, paragraph E.2, Access to Classified and Other Programs, and DCID 1/14, 
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Personnel Security Standards and Procedures Governing Eligibility for Access to Sensitive Compartmented 
Information. Within the Department, the Office of Executive Support and the Office of Security have 
responsibility for administering the SCI program in the various operating units. 
 
1506 Request for Special Access to SCI 
 
A.  Requests for access to Sensitive Compartmented Information should be submitted with appropriate 
justification through the Office of Executive Support to the Office of Security.  Such requests shall be 
submitted prior to the initiation of a background investigation. The Office of Security shall ensure that 
personnel requiring access to SCI have been afforded appropriate investigations and granted the appropriate 
security clearance. The CIA will adjudicate the background investigations departmental personnel requesting 
access to SCI. The Office of Security or designated agency officials in the SCI program will conduct SCI 
indoctrination of departmental personnel. 
 
B. The requirements for access to Sensitive Compartmented Information include a Top Secret clearance 
granted by the Department of Commerce, a favorable SSBI completed or updated within the most recent 
five-year period, specific justification for the special access clearance, and concurrence by the Department’s 
Office of Executive Support. When conditions warrant, additional in-depth investigation shall be conducted on 
the spouse of the individual and/or on members of the immediate family (or on other persons to whom the 
individual is bound by either affection or obligation) to the extent necessary to permit an informed 
determination that the security standards are met. The individual, through his or her servicing security officer, 
will be notified by the Office of Security prior to the five-year anniversary of the SSBI in order to initiate an 
SSBI-PR. Special briefings and debriefings are required. 
 
C. An individual denied clearance based on investigation for SCI access may appeal the decision within 45 
days of notification of the denial. Procedures for appeal are shown in DCID 1/14. The security contact or 
servicing security officer should contact the Office of Security for assistance. 
 
D. An SCI Nondisclosure Agreement, Standard Form 4414, will be signed by the employee after receiving 
an SCI indoctrination. When the need for access is no longer required, an employee will be given a security 
debriefing and be asked to sign a debriefing acknowledgment. The security debriefing will be required also for 
separation, transfer, change in duties, suspension, or revocation of access.  A copy of the signed 
Nondisclosure Agreement will be retained in the employee’s personnel security file while the original 
document is forwarded to the CIA. 
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1507 SCI Security Education 
 
The Office of Security shall administer a continuing security education program for all departmental personnel 
authorized access to Sensitive Compartmented Information. Under the program, employees with SCI access, 
shall be reminded of their obligation to properly handle and safeguard SCI materials and of the potential 
consequences to the U.S. Government of any compromise or unauthorized use of such information. This 
reminder shall be given to the employee at least annually through an SCI refresher briefing or through another 
form of instruction.   
 
1508 Travel of Employees with SCI Access 
 
Departmental employees who have been granted access to Sensitive Compartmented Information shall 
comply with special security requirements established to safeguard such information. The safeguarding 
requirements for SCI access shall be observed at all times, especially during travel.  Each SCI-cleared 
employee in the Department who has official or unofficial travel to any country must contact the Office of 
Security to arrange for a defensive security briefing prior to such travel. The Office of Security shall determine 
the briefing requirement for each specific country visited (see DCID 1/20). 
 
1509 Accreditation of SCI Facilities 
 
SCI material can be maintained only in facilities approved by the CIA for its receipt, storage, and handling. To 
request establishment and accreditation of a SCI Facility (SCIF), forward a request through the Director, 
Office of Executive Support to the Office of Security. The request must include the SCI level of accreditation 
desired, complete address, point of contact, justification, and a description of any automated equipment that 
will be housed in the area. The Office of Security will then arrange a physical security survey.  
Recommendations for any security upgrades will be provided to the requester.  After implementing the 
recommendations, a follow-up inspection will be conducted prior to final accreditation. A final accreditation 
shall be provided in writing to the head of an operating unit and the servicing security officer. The file copy will 
be maintained in the Office of Security. 
 
1510 North Atlantic Treaty Organization Security Clearance 
 
The North Atlantic Treaty Organization (NATO) security clearance is governed by the United States 
Authority for NATO Affairs (USSAN). Access to NATO classified information requires an equivalent level 
U.S. security clearance and a special NATO briefing. The request package is the same as that for the 
equivalent U.S. security clearance except that the Form CD-79 is annotated as described in Appendix E, as 
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relating to access to NATO classified information. The request package is forwarded through the security 
contact or the servicing security officer directly to the Office of Security, which will arrange for the 
appropriate NATO briefing. Prior to being granted access to NATO classified information, the employee 
must sign a NATO briefing acknowledgment form. A debriefing acknowledgment form is required when the 
access is terminated. Refer to Chapter 26, Safeguarding North Atlantic Treaty Organization Information, and 
Chapter 27, Foreign Government Information. 
 
1511  Department of Energy “Q” and “L” Security Clearances 
 
The security clearances labeled “Q” and “L” are part of the Department of Energy's program for protection 
of information as required by the Atomic Energy Act of 1954 (10 CFR Part 95.31 and 42 U.S.C. § 2014 
and  §2162). A "Q" clearance is equivalent to a Top Secret clearance, while an "L" clearance is equivalent 
to a Secret clearance. The clearances may be granted only by the Department of Energy based on an 
individual's need for access to the information and favorable adjudication of the clearance request.  The 
package for requesting a "Q" clearance is described in Appendix E, paragraph E.2, Access to Classified and 
Other Programs. The security contact should contact the Office of Security for information on preparing a 
request package for those requiring an "L" clearance. The request packages should be sent directly through 
the security contact or servicing security officer to the Office of Security. 
 
1512  Cryptographic Clearance 
 
A. Certain U.S. classified communications security (COMSEC) information requires special access 
restrictions.  The Department administers the COMSEC clearance process.  Security contacts requiring 
COMSEC access should contact the Office of Security headquarters. COMSEC information is specified as: 
 

1. Top Secret and Secret, CRYPTO designated, key, and authenticators; and 
 

2. Classified cryptographic media which embody, describe, or implement a classified cryptographic logic, 
such as full maintenance manuals, cryptographic descriptions, drawings of cryptographic logics, 
specifications describing a cryptographic logic, and cryptographic computer software. 

 
B. An individual may be granted access to COMSEC information based on the following requirements. 
 

1. Maintains U.S. citizenship. 
 

2. Remains employed by the U.S. Government, or represents the U.S. Government, or serves as a 
Government contractor, or is employed by a contractor. 
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3. Requires access to perform official duties for, or on behalf of, the Department of Commerce; 

 
4. Possesses a Department of Commerce security clearance appropriate to the classification level of the 
COMSEC information to be accessed; 

 
5. Receives a security briefing appropriate to the COMSEC information to be accessed; 

 
6. Acknowledges the granting of access by signing a Cryptographic Access Certificate; and 

 
7. Consents to the administration of a periodic counterintelligence-scope polygraph examination. The 
polygraph examination will encompass questions concerning espionage, sabotage, and unauthorized giving 
or selling of classified information to, or unauthorized contacts with, representatives of foreign 
governments or agencies. The Office of Security will arrange the polygraph examination. 

 
C. The requirements listed above apply to all individuals whose primary assignment allows continuous, long-
term access to COMSEC information in large quantities or with highly sensitive applications. Accordingly, 
these requirements apply specifically to the following personnel. 
 

1. COMSEC custodians or alternates. 
 

2. Producers or developers of cryptographic key or logic. 
 

3. Personnel assigned to the major supply points where cryptographic keying materials are generated or 
stored. 

 
4. Couriers in the Defense Courier Service. 

 
5.  Personnel assigned to secure telecommunications facilities located in fixed ground facilities or on board 
ships. 

 
6. Specialists who prepare, authenticate, or decode valid or exercise nuclear control orders. 

 
7. Anyone else who has access to classified cryptographic media. 
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Chapter 16 - Foreign National Visitor Access 
to Departmental Facilities and 
Activities 

 
1601 Foreign National Visitors Access Policy 
 
This chapter prescribes the security requirements and responsibilities for visits by and assignment of foreign 
national visitors to U.S. Department of Commerce facilities. The policies contained in the Security Manual 
apply to all departmental facilities, activities, and operations. These guidelines, however, do not apply to visits 
or activities that are open to the public. 
 
A.  Definition.  Foreign national visitors are defined as non-US Citizens (aliens and immigrant aliens) who are 
visiting any Department of Commerce facility, activity, or operation. 
 

1. Facility Managers are responsible for developing written foreign national visitor access policy for their 
facility. The policy shall include guidelines for determining the appropriate level of investigation required for 
access and the appropriate method for escort when Foreign National Visitors are visiting their facility. 
Facility Managers must submit investigation requests to their security contacts or servicing security officer 
no less than 30 working days prior to the scheduled visit. 

 
2. The access allowed to visitors is a risk management decision based on the sensitivity and vulnerabilities 
of the facility, activity, or operation compared to known or perceived threats. The Counterintelligence 
Branch, Office of Security, will provide servicing security officers with the "Sensitive Countries List" to 
assist them in assisting facility/activity/operations managers in determining threat levels. Servicing security 
officers will assist facility, activity, or operations managers in determining vulnerabilities and appropriate 
investigations/escort requirements. The Office of Security will review local procedures for compliance with 
this policy. 

 
B.  Access Policy 
 

1. Foreign nationals will not be permitted to visit or be assigned to departmental facilities without the 
approval of the servicing security officer, except at those events open to the public, until the results of a 
Special Agreement Check have been received and favorably adjudicated by the Office of Security.  
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2.  Foreign nationals who will be assigned to the Department for more than 180 days will require a NACI 
to be able to continue maintaining access to departmental facilities. 

 
C. Record Keeping. All departmental organizations will maintain a system to report and record access to 
Department of Commerce facilities by foreign national visitors consistent with the requirements of this chapter. 
The record keeping system will be an integral part of the approval process and information will be provided to 
the Office of Security. As a minimum, the following information shall be maintained for each prospective 
visitor: 
 

1. Biographical and personal information, including date and place of birth, permanent address, and place 
and nature of employment; 

 
2. Passport number, visa type and number, and Immigration and Naturalization Service (INS) 
information; 

 
3.  Purpose for the visit or assignment, including detailed information regarding any research to be 
performed or discussed; 

 
4. Length of stay, subjects, and areas to be visited and those areas actually visited; 

 
5. Need for an export license or the existence of any export controlled, classified, sensitive, or proprietary 
information or equipment present in the area the Guest Worker will have access to, if applicable; 

 
6. Information related to index checks (see below), if required; 

 
7. Identity of the sponsoring organization and host of the visit or assignment, point-of-contact name and 
telephone number; and  

 
8. Additional information, as required. 

 
D. Procedures. To standardize the processing of all foreign nationals intended to visit or be assigned to the 
Department, the procedures indicated below will be followed. 
 

1. Managers hosting foreign national visitors will submit requests for security assurance reviews to their 
security contact or servicing security officer at least 30 calendar days before the visit. The Office of 
Security will determine if additional checks beyond the Special Agreement Check are required. 
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2. The Special Agreement Check, OFI Form 86C, will be used by security contacts and servicing 
security officers to request a background check for foreign national visitors in accordance with this 
chapter. If additional checks are required, Block 7, Special Agreement Codes, will be annotated with one 
or more of the following codes: 

 
3. Regardless of the length of stay, Guest Workers from National Security Threat List countries, countries 
on the State Department State-Sponsored Terrorism List, or other countries identified to the servicing 
security officer, must have Critical Information Assurance Office (CIAO) and FBI indices checks 
completed and adjudicated by the Office of Security headquarters prior to unescorted access to any 
departmental facility.  Records regarding such checks will be maintained by the Office of Security 
headquarters. 

 
E. Special Agreement Code List. 

 
Code Special Agreement Check 
  R -    - Basic NAC 
  A -  SII  - Security/Suitability Investigations Index (and) 
  A -  SIIF - Related previous OPM files only 
  B -  FBIF - FBI Fingerprint Classification (and) 
  B -  FBFN  - Name check of FBI identification files 
  C -  FBIN - FBI IRM files (and) 
  C -  FBNF - Name check at other than Headquarters 
  D -  DCII - Defense Clearance and Investigations Index (and) 
  D -  DCIF - Any DOD file referenced in DCII 
  I -  INS - Immigration and Naturalization Service (INS) Master Index 

(This should be accompanied with a copy of the individual's Alien Registration 
Document and must include the number issued by the INS) 

  L -  CIAS - CIA Security Offices 
 W -  STSC - State Security 

 
1602 Request for Visit from Foreign Nationals 
 
A. Request Originating from Outside the  United States. If a request for a visit by a foreign national 
originates from a foreign country, fingerprints will not be requested until after arrival.  OFI Form 86C will be 
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Chapter 17 - National Security Information 
Policies 

 
1701 Purpose 
 
The Department of Commerce Security Manual prescribes the policies, procedures, and standards that govern 
the safeguarding of classified national security information. Section III of the Security Manual implements 
Executive Order (E.O.) 12958, Classified National Security Information, and establishes a system for 
classifying, declassifying, and downgrading national security information. Section III also provides guidance for 
the enforcement and management of security responsibilities and the procedures for reporting, reviewing, and 
recording security infractions and violations. The provisions of this section set forth the minimum security 
standards and safeguards to ensure protection of national security information in the Department of Commerce. 
 
1702 Application 
 
A. In a Presidential Document signed October 13, 1995, the President of the United States conferred 
classification authority on the Secretary of Commerce to originally classify information at the Secret classification 
level.  Departmental Organization Order (DOO) 20-6 designates the Director for Security as the "senior agency 
official" to direct and administer the Department of Commerce national security information program 
implementing E.O. 12958, under which information is classified, safeguarded, and declassified. 
 
B. The national security information policies, procedures, and standards prescribed in this section apply to 
employees and applicants for employment with the Department as well as contractors, guest researchers, 
committee members, students and trainees, and other persons designated by the Secretary of Commerce for 
access to classified information. In addition, senior managers, supervisors, and employees are responsible for 
familiarization and compliance with all personnel security regulations and procedures at their respective 
installations. 
 
C. Questions concerning policies pertaining to national security information should be referred to the Office of 
Security through the servicing security officer. Policy interpretations should be addressed to the Office of 
Security. The Director for Security shall provide the Department’s interpretation of policies and procedures 
concerning the protection of national security information, and, as necessary, provide written guidance to 
operating units and other departmental offices. 
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1703 National Security Information Policies 
 
Policies for the Department's National Security Information program are outlined below. 
 
A. The unauthorized disclosure of information classified in the national interest can cause irreparable damage to 
the national security and loss of human life. Our national interest requires that certain information be maintained 
in confidence in order to protect our citizens, our democratic institutions, and our participation within the 
community of nations. Accordingly, classifying authorities, program managers, supervisors, and employees shall 
follow the provisions of Executive Order 12958, Classified National Security Information, or subsequent orders, 
to protect national security information. 
 
B. Our nation’s democratic principles also require that the American people be informed of the activities of their 
Government; therefore, information may not be classified unless its disclosure reasonably could be expected to 
cause damage to the national security. If there is significant doubt about the need to classify information, the 
information shall not be classified. If the classifying authority has a significant doubt about the appropriate level of 
classification, he or she will classify the information at the lower level. In addition, classified information shall not 
be declassified automatically as a result of any unauthorized disclosure of identical or similar information. 
 
C. The authority to classify original information at the Secret or Confidential level may be exercised only by the 
Secretary of Commerce and officials to whom Original Classification Authority (OCA) has been delegated.  No 
departmental official is authorized to classify original information at the Top Secret level.  Officials authorized to 
classify information at the Secret level are also authorized to classify information at the Confidential level.    
 
D. The delegation of original classification authority will be limited to the minimum number of individuals 
absolutely required for the efficient administration and protection of programs in the Department. Classification 
authority delegated by the Secretary cannot be re-delegated but may be exercised by persons designated in 
writing to act in the absence of the designated classifying authority, provided they have the appropriate level of 
security clearance. 
 
E. Derivative classification includes the classification of information based on classification guidance.  The 
duplication or reproduction of existing classified information is not derivative classification. With the appropriate 
security clearance, Department of Commerce employees involved in the production or generation of information 
based on previously classified information are authorized to derivatively classify information. 
 
F. E.O. 12958 encourages authorized holders of classified information to challenge classification decisions as a 
means of promoting proper and thoughtful classification actions. Authorized holders wishing to challenge the 
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classification status of information shall present such challenges to a classification authority who has jurisdiction 
over the information. A formal challenge under this provision shall be in writing and coordinated with the Office 
of Security. 
 
G. Information that continues to meet the classification requirements of E.O. 12958, or subsequent orders, 
requires continued protection; however, Department of Commerce information shall be declassified as soon as it 
no longer meets the standards for classification under this Executive Order. When classified information is 
transferred from another agency or operating unit in conjunction with a transfer of functions, and not merely for 
storage purposes, the receiving operating unit shall be deemed to be the originating office for purposes of 
downgrading and declassification. 
 
H. Each operating unit that holds classified information shall establish and implement procedures for systematic 
declassification. This program shall apply to historically valuable records exempted from automatic 
declassification under E.O. 12958. Operating units shall prioritize the systematic review of records based upon 
the degree of researcher interest and the likelihood of declassification upon review. Operating units or offices 
shall maintain a current listing of officials delegated declassification authority by name, position, or other 
identifier. If possible, this listing shall be unclassified. 
 
I. Unless properly exempted from automatic declassification, all classified information contained in records that 
are more than 25 years old and have been determined to have permanent historical value under Title 44 of the 
U.S. Code, shall be automatically declassified whether or not the records have been reviewed. 
 
J. Classified information under Department of Commerce jurisdiction must be reviewed for declassification upon 
receipt of a request by a United States citizen or permanent resident alien, a Federal agency, or a state or a local 
government.  A request for mandatory review of classified information shall be submitted in writing and describe 
the information with sufficient specificity to locate it with a reasonable amount of effort. 
 
K. The head of an office shall appoint, in writing, an appropriately cleared employee to serve as the Top Secret 
and Secret Control Officer within his or her operating unit. The Top Secret or Secret Control Officer is 
responsible for receiving, dispatching, and maintaining control and accountability of Top Secret or Secret 
information within their unit. Top Secret and Secret Control Officers shall inventory Top Secret and Secret 
documents on an annual basis, or more frequently where circumstances warrant.  
 
L. The head of each operating unit must establish procedures for the control and accountability of Top Secret, 
Secret, and Confidential information by use of written records or an electronic database. Each operating unit 
shall designate an office/unit Classified Control Point. Exceptions may be requested by the operating unit. 
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Procedures shall ensure that the movement of classified information can be traced, its dissemination is limited, 
the retrieval of information can be obtained promptly, the loss of information can be detected, and excessive 
holdings and reproduction are limited. Offices maintaining classified information must conduct an annual 
inventory and review their classified holdings. Each document must be visually inspected upon initial receipt and 
during the annual inventory to ensure that the document is complete or accounted for by written evidence of 
proper disposition. This inventory shall include a review to determine possible downgrade, declassification, or 
destruction of classified holdings to reduce the amount necessary for operational and program purposes. The 
results of this inventory shall be forwarded to the Office of Security through the security contact or servicing 
security officer. 
 
M.  Federal employees are not automatically cleared for access to classified information. The number of 
personnel cleared and granted access to classified information in the Department should be maintained at the 
minimum number consistent with operational requirements and needs. When a person no longer needs access to 
a particular security classification level, the security clearance should be adjusted, or downgraded, to the 
classification level required for the performance of the person's official duties and obligations. The administrative 
downgrade or withdrawal of an individual's security clearance does not prejudice the person's eligibility for a 
future security clearance.  
 
N. No employee has a right to gain access to classified information solely by virtue of title, position, or level of 
security clearance. An employee is eligible for access to classified information provided the employee has been 
determined to be trustworthy by the appropriate investigation and access is essential to accomplish lawful and 
authorized Government purposes.   
 
O.  Classified information (in any form), to include extra copies, is not personal property and may not be 
removed from the Government's control by any departing official. The head of each operating unit shall ensure 
that all separating personnel account for all classified information in their possession and transfer all classified 
material to an authorized custodian.  
 
P. Heads of operating units must ensure that only authorized persons obtain access to classified information; 
however, the final responsibility for determining whether an individual obtains access to classified information 
rests with the individual who has possession, knowledge, or control of the information and not with the 
prospective recipient. Classified information must be protected at all times by the holder of the information. 
Before classified information is disclosed, the holder must verify the recipient's identification and security 
clearance through their operating unit’s servicing security officer or security contact, determine the recipient's 
need to know, and advise the recipient of the classification level of the information. 
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Q. Classified information may be transmitted by authorized means both inside and outside of the Department; 
however, classified information may be hand-carried aboard commercial passenger aircraft only when there is 
neither time nor means available to properly transmit the information by other authorized means. The Director 
for Security may grant permission to carry classified material overseas on a case-by-case basis. Requests for 
permission to carry classified information aboard a commercial passenger aircraft shall be submitted in writing to 
the Office of Security by the servicing security officer no less than ten working days prior to departure. 
 
R. Servicing security officers may authorize an employee to hand-carry classified information up to the Top 
Secret level within the United States and its territories, except by commercial aircraft. This authorization is 
required for employees who routinely carry classified material to facilities in the same geographical areas. To be 
an authorized courier, the employee must hold an appropriate security clearance and possess a valid Courier 
Authorization Card, CD-75, as described in paragraph 2207 of the Security Manual. 
 
S. Classified information must be stored under conditions that will provide adequate protection against access 
by unauthorized persons. Whenever classified information is not under the personal control and observation of a 
cleared person, it must be guarded by personnel with the appropriate security clearance or stored in a locked 
GSA-approved security container. An office that receives classified information (in any form) and has no 
authorized storage equipment available must either return the classified information to the sender, arrange with 
another office to properly store the information, or destroy it by an approved method. Under no circumstances 
shall classified information be left unattended, in an unauthorized storage container, or in the custody of a person 
who does not have the proper security clearance and an established need-to-know. 
 
T. The head of an operating unit or the servicing security officer may determine that more stringent requirements 
are needed based on the volume, nature, and sensitivity of the information to be protected in relation to other 
factors such as types of containers, presence of guards, vault-type space, or intrusion alarms. Bulky Secret and 
Confidential information may be stored in vaults or other closed areas that have been approved and accredited 
for this purpose by the Office of Security; however, no area shall be used for classified open storage without 
prior accreditation and written approval from the Office of Security. 
 
U. The head of each operating unit responsible for protecting classified information will develop and implement 
procedures to protect incoming mail, bulk shipments, and items delivered by messenger that contain classified 
material. Procedures shall be established at receipt points to limit access to classified information to cleared 
personnel only. 
 
V. Classified documents shall be destroyed in a manner sufficient to preclude recognition or reconstruction of 
the classified information. The heads of operating units shall ensure that procedures are established for the 
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proper destruction of classified information in their operating unit. Such procedures must ensure that adequate 
destruction records are maintained, authorized destruction methods are used, information is protected during 
transport, and the destruction is properly witnessed. Classified documents may be destroyed only by authorized 
methods. 
 
W. Classified National Security Information shall not be discussed over, or otherwise transmitted or processed 
by, any form of telecommunications unless approved measures are taken to protect the information. Basic 
policies dealing with the security of Federal telecommunications are developed and issued under the purview of 
the National Security Council.  Implementing instructions are issued by the National Security Agency (NSA). 
The Department of Commerce Security Manual implements the NSA security requirements governing 
communications security equipment and operations. In addition, operating systems processing classified national 
security information shall be reviewed every three years for certification and accreditation or when major 
changes are made to the system. 
 
X. All security incidents, violations, or compromises must be reported through the servicing security officer to 
the Office of Security headquarters. Any person who has knowledge or suspects the loss or possible 
compromise of classified information (in any media), or any person who discovers classified information out of 
proper control, to include classified information discovered improperly safeguarded and left unattended and 
unsecured, shall immediately take custody of such information and safeguard it in an appropriate manner and 
report the loss or possible compromise to their security contact, servicing security officer, or the Office of 
Security.   
 
Y. Each security violation or infraction shall be noted on the employee's performance evaluation, may result in a 
review of security clearance retention, and shall be referred to the operating unit to determine if disciplinary 
action is warranted. Based on a security violation reported and validated on a CD-349, Report of Security 
Violation, the Office of Security will recommend that the employee’s immediate supervisor issue a written 
reprimand to an employee responsible for the security violation or three security infractions within a 12-month 
period. If an individual has acquired fewer than three infractions within a 12-month period, but the servicing 
security officer deems any or all of the infractions to be sufficiently serious, the security officer may recommend 
appropriate disciplinary action through the Office of Security to the head of an operating unit, citing the 
infractions as an indicator of a more serious problem. 
 
Z.  Security contacts, servicing security officers, and cleared Office of Security personnel are responsible for 
conducting random after-hours inspections to ensure that classified information is properly protected and 
secured. Persons participating in these official inspections are authorized to enter any office under the actual 
control and/or possession of the Department of Commerce and/or any subordinate operating unit at any time. 
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Designated security personnel are authorized to conduct such inspections in the performance of their official 
duties. This inspection may consist of a search of desktops, desk drawers, cabinets or other miscellaneous office 
furniture and equipment within the confines of a government-owned or leased building utilized by Department or 
operating unit personnel. The purpose of the inspection is to ensure that classified and critically sensitive 
information is being protected properly. Inspections involving Department of Commerce office space occupied 
by employees of, or under the control of, another agency shall be coordinated with the other agency. 
 
1704 Statutory Requirements  
 
A. Nothing in these regulations shall be construed as authorizing the dissemination, handling, or transmission of 
information contrary to the provisions of any statute.  In any conflict, specific statutory provisions shall prevail. 
 
B.  Invention Secrecy Act. 
 

1. Classified Patent Documents. Patent applications and certain related documents are subject to the 
Invention Secrecy Act of 1951, as amended (35 U.S.C. §§ 181-188), which concerns the secrecy of 
certain inventions and related matters. These documents may contain information identified as national 
security information. When such documents contain classified information, they must be safeguarded in 
accordance with the provisions of this section of the United States Code and E.O. 12958 or subsequent 
orders. 

 
2. Applications Pending Review.  Patent applications that have not yet been reviewed for security 
classification should be safeguarded as Confidential national security information until the appropriate 
authority makes a classification determination. 

 
3. Unclassified Applications. Unclassified patent applications that have been imposed with a Type 1 
Secrecy Order do not require the safeguards afforded to classified information. These applications and 
related documents are subject to the export control laws and must be provided adequate protection to 
prevent access by unauthorized persons (50 U.S.C. § 2401 et seq.). The level of protection is normally 
less stringent than that required for national security information.  

 
1705 Classified Projects Sponsored by Other Government Agencies 
 
Classified projects undertaken by an operating unit for another Federal Government agency may be carried out 
either under the security regulations of the sponsoring agency or the Department of Commerce.  Specific 
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security measures will be prescribed when the agreement or contract is made, and there will be no deviation 
from the agreement thereafter except with mutual consent of both the performing office and the sponsoring 
organization. When coordinating with other agencies, it is incumbent upon employees of the Department to 
verify the identification, security clearance, and need-to-know of persons who will have access to classified 
information under their control.  When entering into contractual agreements involving classified information, 
program managers must notify their servicing security officer. 
 
1706 Procedural Exemptions 
 
A. A request for an exception to the procedural provisions of this section must be made in writing to the Office 
of Security and must set forth all salient facts, justifications, and a proposed alternate procedure.  Some requests 
for waivers from the provisions of E.O. 12958 or implementing directives cannot be granted at the departmental 
level. However, the Director for Security will consider such requests and, if approved, will forward the request 
to the Information Security Oversight Office for a final decision. 
 
B. The Director of the Information Security Oversight Office has determined that restrictions contained in E.O. 
12958 do not apply to the use of the term "Confidential" in relation to data collected by the Bureau of the 
Census. Title 13, United States Code (U.S.C.), enables the Bureau to use the term "Confidential" as a guarantee 
to citizens of the United States that whatever personal and private information the Bureau collects will be 
protected from disclosure. Identifying data as "CENSUS Confidential" does not violate the provisions of E.O. 
12958 when the term refers to Census information and not to national security information. 
 
1707 Reporting Requirements 
 
A. Original Classification Authority. The Office of Security shall maintain a current list of individuals in the 
Department by position who have been delegated Original Classification Authority (OCA) and the authority to 
declassify information. The head of an operating unit or the servicing security officer shall notify the Office of 
Security when a change occurs regarding delegations of authority within their operating units or servicing areas. 
 
B. Classification Actions. OCAs are responsible for maintaining records concerning original and derivative 
classification actions made throughout the year. Servicing security officers or security contacts shall establish the 
means in their respective organizations to obtain the information required by the Information Security Oversight 
Office (ISOO) concerning original and derivative classification actions made by original classification authorities. 
 Servicing security officers or security contacts shall review records and reports to ensure the information 
submitted by an OCA is complete and accurate. 
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C.  Inventory of Top Secret and Secret Documents.  OCAs will ensure that an inventory of Top Secret and 
Secret documents is maintained in either written or electronic form in their respective organizations.  The Top 
Secret and Secret control officers shall inventory Top Secret and Secret documents and material at least 
annually, or more frequently when necessary.  During the inventory, each document or item shall be physically 
reviewed and examined for completeness and accuracy or accounted for by examination of written evidence of 
proper disposition. 
 
D. Cost Estimates of Classification-related Actions. The heads of operating units will ensure that cost 
estimates associated with classification-related activities are reported through the servicing security officer to the 
Office of Security by October 30 for the previous fiscal year. These classification-related activities include 
personnel security, classification management, electronic security, and other related activities.  In addition to 
costs associated with classification activities, this report requests information concerning costs associated with 
declassification activities. These costs will be collected by the Office of Security and transmitted directly to the 
Information Security Oversight Office (ISOO). The Secretary of Defense, acting as the executive agent for the 
National Industrial Security Program under E.O. 12829, will collect the cost estimates for the classification-
related activities of departmental contractors, licensees, and Federal advisory committee members and report 
those costs to ISOO. ISOO is ultimately responsible for providing a final annual report to the President on these 
costs. 
 
E. Missing or Compromised Classified Information. An employee who discovers that a classified 
document is either missing or compromised or believes that a classified document is missing or compromised 
must verbally report the discovery to the appropriate servicing security officer within 24 hours following the 
discovery. In the case of a known or suspected compromise of a Top Secret document or special access 
program information, the servicing security officer must report this information immediately and directly to the 
Office of Security.  
 
F. Contact with Foreign Nationals.  
 

1. Employees must report contacts with foreign nationals from any country who: 
 

a. Seek unauthorized access to sensitive or classified information;  
 

b. Request unclassified or other publicly available information, particularly when there is an offer of 
exchange or payment of some kind, or if the request involves undue flattery or attention for the service 
performed; or  
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c. Display efforts to become friendly, no matter how innocuous; 

 
d. Offer help or assistance in performing duties or accomplishing tasks; or 

 
e. Request the help or assistance of a specific employee outside of routine channels. 

 
2. Employees must report information about this contact within five days of the occurrence through their 
servicing security officer to the Office of Security.  The report shall include: 

 
a. The name, office, and telephone number of the individual making the report and the date the report is 
submitted;  

 
b. The date and type of contact (business, social, etc.); 

 
c. The foreign national's name and address (business and residential), citizenship, or country;  

 
d. A description of the individual, including the sex, approximate height and weight, color of hair, color 
of eyes, and other distinguishing features;  

 
e. Whether the contact being reported was the first such contact with the individual, or, if there had 
been others, the approximate date(s); and  

 
f. A detailed narrative of the incident. 

 
G. Other Security Reports.  Each servicing security officer of an operating unit or of an Administrative 
Support Center or the designated security contacts of other operating units shall submit the reports listed below 
to the Office of Security at the Herbert C. Hoover Building in Washington, D.C. in a timely manner. 
  

1. Classification Actions.  Servicing security officers and security contacts shall submit the SF-311, 
Agency Security Classification Management Program Data, to the Office of Security in Washington, D.C. 
by October 30 each year. This report covers original and derivative classification actions by an OCA for 
the period of October 1 through September 30. 

 
2. Top Secret and Secret Inventory Review.  Organizations maintaining an inventory of Top Secret and 
Secret documents on an electronic database or in written format will submit a copy of the certified 
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inventory review by the Top Secret and/or Secret control officer through their servicing security officer to 
the Office of Security in Washington, D.C., by October 30 each year. The report shall reflect the inventory 
of Top Secret and Secret documents as of October 1. 

 
3. Security Violations. Individuals discovering a security violation or compromise shall submit Report of 
Security Violation, Form CD-349, to their servicing security officer within five working days of the 
discovery of the violation. 
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Chapter 18 - Security Classification 
 
1801 Classification Principles 
 
The national interest requires that certain information be maintained in confidence through a system of 
classification in order to protect our citizens, our democratic institutions, and our participation within the 
community of nations. The unauthorized disclosure of information classified in the national interest can cause 
irreparable damage to the national security and loss of human life. However, our nation’s democratic principles 
also require that the American people be informed of the activities of their Government; therefore, information 
may not be classified unless its disclosure reasonably could be expected to cause damage to the national 
security. Accordingly, security classification shall be applied only to protect the national security. With the 
exception of the Atomic Energy Act of 1954, as amended, and the National Security Act of 1947, as amended, 
Executive Order (E.O.) 12958, Classified National Security Information, as amended by Executive Order 
13292, provides the only basis for classifying national security information. 
 
1802 Classification Levels 
 
A. National security information that requires protection against unauthorized disclosure shall be classified by an 
authorized original classification authority (OCA) at one of the following three levels. 
 

1. Top Secret shall be applied to information that reasonably could be expected to cause exceptionally 
grave damage to the national security if disclosed to unauthorized sources. 

 
2.  Secret shall be applied to information that reasonably could be expected to cause serious damage to the 
national security if disclosed to unauthorized sources. 

 
3.  Confidential shall be applied to information that reasonably could be expected to cause damage to the 
national security if disclosed to unauthorized sources. 

 
B. Except as provided by statute, no additional terms such as "Sensitive," "Conference," "Agency," "Business," 
or "Administratively" shall be used in conjunction with any of the three classification levels defined above. 
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1803 Original Classification Standards 
 
A. Information may be originally classified under the terms of E.O. 12958 only if all of the following conditions 
are met. 
 

1. An OCA classifies the information; 
 

2. The information is owned by, produced by or for, or is under the control of the U.S. Government; 
 

3. The information falls within one or more of the categories of information listed in paragraph 1804 below; 
and 

 
4. The OCA determines that the unauthorized disclosure of the information reasonably could be expected to 
result in damage to the national security and the OCA is able to identify or describe the damage. 

 
B. At the time of the decision, there is no requirement for the classifying authority to prepare a written 
description of such damage; however, the classifying authority must be able to support the decision in writing, 
including identifying or describing the damage, should the classification decision become the subject of a 
challenge or access demand. 
 
C. Classified information shall not be declassified automatically as a result of any unauthorized disclosure of 
identical or similar information. 
 
1804 Classification Authority 
 
A. Based on E.O. 12958, the authority to classify original information at the Secret or Confidential level may be 
exercised only by the Secretary of Commerce and officials to whom such authority has been delegated in 
accordance with paragraphs B and C below. No Department of Commerce official is authorized to classify 
original information at the Top Secret level. Officials authorized to classify information at the Secret level are also 
authorized to classify information at the Confidential level. 
 
B. The authority to classify original information in the Department may be delegated only to those positions that 
have a demonstrable and continuing need to exercise such authority. Incumbents occupying these positions must 
have a security clearance at the appropriate level. Classifying authority delegated by the Secretary cannot be 
re-delegated but may be exercised by persons designated in writing to act in the absence of the designated 
classifying authority, provided they have the appropriate level of security clearance. The delegation of original 
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classifying authority will be limited to the minimum number of individuals absolutely required for efficient 
administration and protection of Departmental programs. 
 
C. Requests for delegation of authority to perform original classification actions shall be made to the Secretary 
of Commerce through the Director for Security. The request shall identify the proposed recipient by position, 
operating unit, and the level of classification authority requested. The request must also include adequate 
justification for the OCA delegation. 
 
D. Prior to assigning a classification, an OCA shall refer to the Department of Commerce National Security 
Classification Guide to determine if the information requiring classification is addressed in the classification guide. 
If not, the OCA may classify the information as an "original classification decision," provided it is not derived 
from another source. OCAs are encouraged to consult with their security contacts or their servicing security 
officer for assistance when classifying information.  OCAs shall keep records of all original classification 
decisions and shall provide this information upon request to their servicing security officer. This record is 
required in order to comply with internal review and evaluation requirements of E.O. 12958 as well as annual 
reporting requirements of classification decisions. 
 
E. All original and derivative classification and declassification decisions must be reported annually on the SF-
311, as described in paragraph 1707. To compile the necessary data, each OCA shall report all original and 
derivative classification and declassification decisions by maintaining accurate records of all decisions made. 
Effective record keeping is essential in complying data for this annual report. Each OCA shall work in 
coordination with the servicing security officer to ensure a reliable tracking and recording system is utilized. In 
addition, the head of each office that generates derivative classification actions must maintain accurate records of 
all decisions made. A report of no classification actions must be made also. Input shall be submitted from each 
operating unit or servicing security officer to the Office of Security in Washington, D.C. The security officer must 
retain the completed SF-311 with data provided by each OCA and unit head regarding original and derivative 
classification, and/or declassification decisions made during each fiscal year. All decisions may be challenged, 
therefore, file records must be maintained. 
 
F. Each OCA shall ensure their operating unit records systems are designed and maintained to optimize the 
safeguarding of classified information, and to facilitate the declassification of records under the provisions of 
E.O. 12958 when such information no longer meets the standards for continued classification. 
 
G. On an annual basis, the Director for Security shall review the need for OCA in each operating unit.  The 
Director for Security may recommend withdrawing classifying authority when no demonstrated or continuing 
need exists for the official to exercise this authority, upon failure of the official to provide adequate justification 
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for continuing use of the authority, or if an official is in violation of one or more of the E.O. 12958 provisions.  If 
a demonstrated or continuing need for OCA should arise subsequent to a revocation, a new request for 
delegation shall be submitted. 
 
H. The Office of Security shall provide or ensure OCA training is conducted by the security contacts or 
servicing security officers as directed by E.O. 12958 and the Implementing Directive for E.O. 12958 (32 CFR 
Part 2001). 
 
1805 Classification Categories 
 
Information may be classified when it concerns one or more of the categories listed below, and when the 
unauthorized disclosure of the information, either by itself or in the context of other information, reasonably could 
be expected to cause damage to the national security. Information may not be classified unless it concerns: 
 
A.  Military plans, weapons systems, or operations; 
 
B.  Foreign government information; 
 
C.  Intelligence activities (including special activities), intelligence sources or methods, or cryptology; 
 
D.  Foreign relations or foreign activities of the United States, including confidential sources; 
 
E.  Scientific, technological, or economic matters relating to the national security; 
 
F.  U.S. Government programs for safeguarding nuclear materials or facilities; 
 
G.  Vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans, or protection services 
relating to the national security; or  
 
H.  Weapons of mass destruction. 
 
1806 Duration of Classification under E.O. 12958 
 
A. OCAs shall follow the sequence listed below when determining the duration of classification for information 
originally classified under E.O. 12958, Classified National Security Information. 
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1. At the time of original classification, the OCA shall attempt to establish a specific date or event for 
declassification based upon the duration of the national security sensitivity of the information.  Upon reaching 
the date or event, the information shall be automatically declassified. The date or event shall not exceed the 
time frame noted below. 

 
2. If an OCA cannot determine an earlier specific date or event for declassification, information shall be 
marked for declassification 10 years from the date of the original decision, unless the OCA otherwise 
determines that the sensitivity of the information requires that it shall be marked for declassification 25 years 
from the date of the original decision. All information classified according to guidance contained in E.O. 
12958, as amended, shall be subject to automatic declassification provisions if it contains records of 
permanent historical value. 

 
3. An OCA may extend the duration of classification, change the level of classification, or reclassify specific 
information only when the standards and procedures for classifying information under E.O. 12958, as 
amended, are followed. An OCA may extend the duration of classification for information contained in non-
permanent records beyond 25 years in accordance with the standards and procedures for classifying 
information under E.O. 12958, as amended, except for information that identifies a confidential human 
source or a human intelligence source. However, the OCA shall identify a specific date or event for 
declassification of the information when extending the classification beyond 25 years. 

 
4. When extending the duration of classification, the OCA must: 

 
a. Be an OCA with jurisdiction over the information; 

 
b. Ensure that the information continues to meet the standards for classification under the Order; and 

 
c. Make reasonable attempts to notify all known holders of the information. 

 
B.  Extensions of classification are not automatic.  If an OCA with jurisdiction over the information does not 
extend the classification of information that has an assigned date or event for declassification, the information is 
automatically declassified upon the occurrence of the date or event.  
 
C. Information marked for an indefinite duration of classification under predecessor orders such as "Originating 
Agency's Determination Required" or its acronym "OADR" or information classified under predecessor orders 
that contain no declassification instructions shall be declassified according to Chapter 19, Declassification and 
Downgrading.   
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1. An authorized declassification authority with jurisdiction over the information may declassify the 
information and release it unless withholding is otherwise authorized and warranted under applicable law. 

 
2. An authorized OCA with jurisdiction over the information may specify a date or event for declassification. 

 
3. Unless declassified earlier, such information contained in records determined by the Archivist of the 
United States to be permanently valuable shall remain classified for 25 years from the date of its origin, at 
which time it will be subject to automatic declassification procedures of E.O. 12958. 

 
Note: It is recommended that each year during the annual classified material inventory, all classified 
documents be reviewed and evaluated for further retention, possible declassification or destruction. 

 
1807 Tentative Classification 
 
When an employee, contractor, licensee, certificate holder, or grantee of the Department that does not have the 
authority to make original classification decisions develops information requiring classification, the individual shall 
safeguard the information in the manner prescribed according to its intended classification. The developer shall 
forward the tentatively classified information to an appropriate OCA for a classification decision. OCAs will 
have 30 days from the date of the classification request to make a classification determination. If it is not clear 
which OCA has classification responsibility for this information, the holder of the information shall forward the 
information, with appropriate recommendations, to the Director for Security to determine which OCA has 
primary subject matter interest. The Office of Security maintains a list of senior executives who have been 
granted original classification authority. If it cannot be determined which OCA has primary subject matter 
interest, the Director for Security will make a classification decision on behalf of the Department or forward the 
information to the Director of the Information Security Oversight Office for a determination. 
 
1808 Department of Commerce National Security Classification Guide 
 
A. A classification guide is written guidance that is issued for a particular program, project, or class of 
documents to ensure proper and uniform classification of information. The Department of Commerce National 
Security Classification Guide (Appendix J) has been developed to establish uniform classification levels for 
frequently recurring items of national security information throughout the Department. The Guide consists of a 
series of predetermined classification decisions that individuals who are authorized to exercise original 
classification authority may reference when making classifying decisions. The use of an item in the Guide to 
classify a document is considered a derivative classification decision.     
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B. Original classification authority is not required for individuals using the guide. Employees who generate 
information that requires classification are authorized to classify that information by citing the applicable item in 
the guide and applying the classification level. Employees also will indicate the date or event for declassification 
that the guide prescribes. Officials occupying OCA-delegated positions should invoke original classification only 
when no appropriate item can be identified in the guide.  
 
C. When original classification decision is applied to a category of information not covered, inadequately 
covered, or improperly covered by this guide, the classifier or responsible component should inform the Office 
of Security. When it becomes apparent that classification is applied to information not covered or inadequately 
covered in the guide, then the Office of Security will take action to update the guide. The guide is the standard 
reference for national security classification actions in Commerce and, therefore, is continuously subject to 
review and update. 
 
D. An OCA may elect to develop a supplemental classification guide that is specific to their program area. 
Guides are needed to identify information that truly warrants protection in the interests of national security and to 
expedite classification decisions. A guide should: 
 

1. Identify the subject matter of the classification guide; 
 

2. Identify the original classification authority by name or identifier and position; 
 

3. Identify an agency point-of-contact for questions regarding the classification guide; 
 

4. Provide the date of issuance or last review; 
 

5. State precisely the elements of information to be protected; 
 

6. State which classification level applies to each element of information, and when useful, specify the 
elements of information that are unclassified; 

 
7. State, when applicable, special handling requirements; 

 
8. Prescribe declassification instructions or the exemption category from automatic declassification for each 
element of information. When reviewing or updating a guide, the duration of classification prescribed for 
each element of information shall be calculated from the date of the information's origin. In addition, when 
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citing the exemption category listed paragraph 1904, Automatic Declassification, the guide shall also specify 
the applicable statute, treaty, or international agreement; and, 

 
9. State a concise reason for classification that at a minimum cites the applicable classification category or 
categories in paragraph 1805. 

 
E. Classification guides should be prepared in all areas where there exists a demonstrated need for a guide. 
Each classification guide shall be approved in writing by the individual who has program or supervisory 
responsibility over the information and has been delegated original classification authority at the highest level 
prescribed in the guide. The classification guide shall be coordinated with the Office of Security. 
 
F. Originators of classification guides are encouraged to consult the users of guides for input when reviewing or 
updating guides. In addition, users of classification guides are encouraged to notify the originator of the guide 
when they acquire information that suggests the need for change in the instructions contained in the guide. 
Classification guides shall be reviewed and updated as circumstances require, but, as a minimum, at least once 
every five years. 
 
1809 Limitations on Classifying Information 
 
A. Information shall not be classified to:  
 

1.Conceal violations of law, inefficiency, or administrative error; 
 

2. Prevent embarrassment to a person, organization, or agency; 
 

3. Restrain competition; 
 

4. Prevent or delay the release of information that does not require protection in the interest of national 
security; 

 
5. Classify basic scientific research information not clearly related to the national security; or 

 
B. Information may be reclassified after declassification and release to the public under proper authority only in 
accordance with the following conditions: 
 
1. The reclassification action is taken under the personal authority of the Secretary or Deputy Secretary of 
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Commerce, who determines in writing that the reclassification of the information or documents is necessary in 
the interest of the national security; 
 
2. The information or documents may be reasonably recovered; and  
 
3. The reclassification action is reported promptly to the Director of the Information Security Oversight Office. 
 
C. Information that has not previously been disclosed to the public under proper authority may be classified or 
reclassified after the Department has received a request for it under the Freedom of Information Act (5 U.S.C. 
552) or the Privacy Act of 1974 (5 U.S.C. 552a), or the mandatory declassification review provisions of E.O. 
12958, as amended, only if such classification meets the requirements of the Executive Order and is 
accomplished on a document-by-document basis under the direction of the Director for Security. 
 
D. Compilations or aggregation of pre-existing items of information, which are individually unclassified, may be 
classified if the compiled information reveals an additional association or relationship that: 
 

1. Meets the standards for classification under E.O. 12958, as amended; and 
 

2. Is not otherwise revealed in the individual items of information. 
 
1810 Classification Challenges 
 
A. E.O. 12958, Classified National Security Information, encourages authorized holders of classified 
information to challenge classification decisions as a means of promoting proper and thoughtful classification 
actions. An authorized holder is any individual, including an individual external to the agency, who has been 
granted access to specific classified information in accordance with Section 4.2(g) of E.O. 12958. Authorized 
holders shall present such challenges to an OCA who has jurisdiction over the information. A formal challenge 
under this provision shall be in writing and coordinated with the Office of Security. The challenger shall include a 
statement why he or she believes the information should not be classified or should be classified at a different 
level. 
 
B.  Classification challenges shall follow the procedures outlined below.  

 
1. The Office of Security shall maintain a system for processing, tracking, and recording formal classification 
challenges made by authorized holders. Records of challenges shall be subject to oversight by the 
Interagency Security Classification Appeals Panel. Classification challenges shall be considered separately 
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from Freedom of Information Act or other access requests.  
 

2. The Office of Security shall ensure that each challenge is reviewed by an OCA with jurisdiction over the 
challenged information. If the challenger is not satisfied with the decision, the challenger may request a 
review by an impartial official or panel of the originating agency.   

 
3. The OCA reviewing a classification challenge shall provide a written response to a challenger within 60 
days. If the OCA is unable to complete his/her review of the classification challenge within 60 days, the 
OCA must notify the Office of Security and provide a date by which he or she will respond. The Office of 
Security will inform the challenger and state that if no response from the OCA is received within 120 days, 
the challenger has the right to forward the challenge to the Interagency Security Classification Appeals Panel 
for a decision. The challenger may also forward the challenge to the Interagency Security Classification 
Appeals Panel if the Director for Security has not responded to an internal appeal within 90 days of the 
receipt of the appeal. 

 
C.  Denied challenges shall include, at a minimum: 
 

1. A concise reason for denial of the challenge, unless such reason would reveal additional classified 
information; 

 
2. The names or titles of the officials reviewing the challenge; and 

 
3. The challenger's rights to appeal, including procedures for forwarding the appeal to the Interagency 
Security Classification Appeals Panel. The Department is not required to process a challenge on 
information that has been the subject of a challenge within the past two years, or the subject of pending 
litigation. The Office of Security shall inform the challenger of his or her appeal rights. 

 
D. Challengers and OCAs should attempt to keep all challenges, appeals, and responses unclassified; 
however, classified information contained in a challenge, a departmental response, or an appeal shall be 
handled and protected in accordance with E.O. 12958 and its implementing directives. Information being 
challenged for classification shall remain classified unless and until a final decision is made to declassify it. 
 
E.  The classification challenge provision is not intended to prevent an authorized holder from informally 
questioning the classification status of particular information. Such informal inquiries should be used as a means 
of minimizing the number of formal challenges. 
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1811 Derivative Classification 
 
A. Unlike original classification, derivative classification is incorporating, paraphrasing, re-stating, or generating 
in new form, information that is already classified, and marking the newly developed material consistent with the 
classification markings that apply to the source information. Derivative classification includes the classification of 
information based on classification guidance. The duplication or reproduction of existing classified information is 
not derivative classification. With the appropriate security clearance, Department of Commerce employees 
involved in the production or generation of information based on previously classified information are authorized 
to derivatively classify information. 
 
B. The overall classification markings and portion markings of the source document should supply adequate 
classification guidance to the derivative classifier. If portion markings or classification guidance are not found in 
the source document and no reference is made to an applicable classification guide, guidance should be obtained 
from the originator of the source document. If such markings or guidance are not available, the derivative 
classifier shall classify the extracted information using the overall classification of the source document. 
 
C. Personnel applying derivative classification to classified material shall follow the guidance noted below. 
 

1. Persons who only reproduce, extract, or summarize classified information, or who only apply 
classification markings derived from source material or as directed by a classification guide, need not 
possess original classification authority.  Persons who apply derivative classification markings shall: 

 
a. Observe and respect original classification decisions; 

 
b. Carry forward the pertinent classification markings to newly created documents; 

 
c. Apply the date or event for declassification that corresponds to the longest period of classification 
when the information is based on multiple sources;  

 
d. Attach a listing of classified source(s) to the official file or record copy; and 

 
e. Maintain a copy of the source document, or information identifying the source document with the 
record or file copy of the newly created document. 

 
2. If the derivative classifier disagrees with the classification of a source document, the classifier may 
challenge the original classification decision through the Office of Security under the provisions of paragraph 
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1810 above.  
 
1812 Policy on Transfer of Scientific, Technical, and Engineering 

Information 
 
National Security Decision Directive 189 provides the national policy for controlling the flow of science, 
technology, and engineering information produced in federally funded fundamental research at colleges, 
universities, and laboratories. This directive requires Federal agencies to: 1) determine whether classification is 
appropriate prior to the award of a research grant, contract, or cooperative agreement and, if so, control the 
research results through standard classification procedures; and 2) periodically review all research grants, 
contracts, or cooperative agreements for potential classification. 
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Chapter 19 - Declassification and 
Downgrading  

 
1901 Authority for Declassification 
 
A.  Information that continues to meet the classification requirements of Executive Order (E.O.) 12958, 
Classified National Security Information, requires continued protection; however, Department of Commerce 
information shall be declassified as soon as it no longer meets the standards for classification under this 
Executive Order. In some exceptional cases, the need to protect such information may be outweighed by the 
public interest to disclose the information, in which case the information should be declassified. When such 
questions arise, the classified information will be reviewed by the official who authorized the original classification 
if that official is still serving in the same position, by a successor, or by the Director for Security to determine, as 
an exercise in discretion, whether the public interest in disclosure outweighs the damage to national security that 
might reasonably be expected from disclosure. This provision does not: 
 

1. Amplify or modify the substantive criteria or procedures for classification, or 
 

 2. Create any substantive or procedural rights subject to judicial review. 
 
B.  Information marked with a specific declassification date or event shall be declassified on that date or upon 
occurrence of that event.  The overall classification markings shall be lined through and a statement placed on 
the cover or first page to indicate the declassification authority by name and title, and the date of declassification. 
The classification markings on each page also shall be lined through. 
 
C. When declassification action is taken earlier than originally scheduled or the duration of classification is 
extended, the authority marking such changes shall promptly notify all holders to whom the information was 
originally transmitted. This notification shall include the marking action to be taken, the authority for the change 
(name and title), and the effective date of the change. Upon receipt of notification, recipients shall make the 
proper changes and notify holders to whom they have transmitted the classified information. 
 
D. If the Director of the Information Security Oversight Office (ISOO) determines that information classified by 
any operating unit in the Department is classified in violation of E.O. 12958, the Director may require the 
information to be declassified. Any such decision by the Director may be appealed to the President through the 
Assistant to the President for National Security Affairs. The information will remain classified pending a decision 
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on the appeal. 
 
E. To the extent practicable, operating units of the Department shall adopt a system of records management that 
will facilitate the public release of documents at the time such documents are declassified in accordance with the 
provisions for automatic declassification sections of E.O. 12958. 
 
F. Classified records that have not been scheduled for disposal or retention by the National Archives and 
Records Administration (NARA) are not subject to the automatic declassification provisions of E.O. 12958. All 
classified information in records more than 25 years old that have been determined to have permanently 
historical value under Title 44 of the U.S. Code shall be automatically declassified whether or not the records 
have been reviewed. To the extent practicable, operating units shall adopt a system of records management that 
will facilitate the public release of documents at the time such documents are declassified based on the automatic 
declassification provisions of E.O. 12958. 
 
G.  The Department’s Records Management Officer shall cooperate with NARA in developing schedules for 
the declassification of records in the National Archives of the United States and the presidential libraries to 
ensure that declassification is accomplished in a timely manner. NARA will provide information about the 
records proposed for automatic declassification. Operating units shall consult with the Department’s Records 
Management Officer before reviewing records in their holdings to ensure that appropriate procedures are 
established for maintaining the integrity of the records and that NARA receives accurate information about 
operating unit declassification actions when records are transferred to NARA. NARA will provide guidance to 
the Department’s Records Management Officer concerning the requirements for notification of declassification 
actions on transferred records, box labeling, and identifying exempt information in the records. 
 
1902 Downgrading 
 
Information designated a particular level of classification may be assigned a lower classification level by the 
original classifier or by an official authorized to declassify the same information. Prompt notice of such 
downgrading must be provided to known holders of the information. Classified information marked for 
automatic downgrading under previous Executive Orders should be reviewed to determine that it no longer 
continues to meet classification requirements despite the passage of time. 
 
1903 Transferred Information 
 
A. When classified records are transferred from another agency or operating unit in conjunction with a transfer 
of functions, and not merely for storage purposes, the receiving operating unit shall be deemed to be the 
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originating office for purposes of downgrading and declassification. 
 
B. When classified records have not been officially transferred in conjunction with a transfer of functions, but 
originated in an agency or operating unit in the Department that has ceased to exist and for which there is no 
successor office, the operating unit in possession of the classified records shall be deemed to be the originating 
office for purposes of the Executive Order. Such records may be declassified or downgraded by the operating 
unit that has possession of the documents after consultation with any other agency or unit that has an interest in 
the subject matter of the records. 
 
C. When an operating unit discovers classified records originated by another agency, operating unit, or office 
that appears to meet the criteria for the application of the automatic declassification provisions of the E.O. 
12958, the finding unit should alert the originating agency and seek instructions regarding the handling and 
disposition of pertinent records. 
 
D. Classified information accessioned into the National Archives and Records Administration shall be 
declassified or downgraded by the Archivist in accordance with E.O. 12958, the directives issued pursuant to 
this Executive Order, Department or operating unit declassification guides, and any existing procedural 
agreement between the Archivist and the Department of Commerce. 
 
E. The originating operating unit or departmental office shall take all reasonable steps to declassify classified 
information contained in records determined to have permanent historical value before they are accessioned into 
the National Archives. However, the Archivist may require that classified records be accessioned into the 
National Archives when necessary to comply with the provisions of the Federal Records Act. This provision 
does not apply to records being transferred to the Archivist pursuant to 44 U.S.C. § 2203, or records for which 
NARA serves as the custodian of the records of an agency or organization that goes out of existence. 
 
1904 Automatic Declassification 
 
A. Classified information contained in records more than 25 years old that have been determined to have 
permanent historical value under Title 44 of the U.S. Code and does not meet the exemption standards noted 
below, shall be automatically declassified whether or not the records have been reviewed. 
 
B. Classified information may be exempted from automatic declassification when it might be expected to: 
 

1. Reveal the identity of a confidential human source, or a human intelligence source, or reveal information 
about the application of an intelligence source or method; 
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2. Reveal information that would assist in the development or use of weapons of mass destruction; 

 
3. Reveal information that would impair U.S. cryptologic systems or activities; 

 
4. Reveal information that would impair the application of state-of-the-art technology within U.S. weapon 
systems; 

 
5. Reveal current U.S. military war plans in effect; 

 
6. Reveal information, including foreign government information, that would seriously and demonstrably 
impair relations between the United States and a foreign government, or seriously and demonstrably 
undermine ongoing diplomatic activities of the United States; 

 
7. Reveal information that would clearly and demonstrably impair the current ability of U.S. Government 
officials to protect the President, Vice President, and other officials for whom protection services, in the 
interest of national security, are authorized; 

 
8. Reveal information that would impair current national security emergency preparedness plans or reveal 
current vulnerabilities of systems, installations, infrastructures, or  projects relating to the national security; 
or, 

 
9. Violate any statute, treaty, or international agreement. 

 
C. If an operating unit proposes to exempt a specific file series of records from automatic declassification based 
on the exemptions listed in paragraph 1904 B. above, the head of the operating unit shall submit the information 
noted below to the Director for Security for an assessment. After an evaluation, the Director will forward the 
request to the Information Security Oversight Office for action. 
 

1. A description of the file series; 
 

2. An explanation of why the information within the file series is almost invariably exempt from automatic 
declassification and why the information must remain classified for a longer period of time; and 

 
3. Except for the identity of a confidential human source or a human intelligence source, as provided in 
paragraph 1904 B. above, a specific date or event for declassification of the information. 
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D. Classified records within an integral file block, as defined in E.O. 12958, that are otherwise subject to 
automatic declassification shall not be automatically declassified until December 31 of the year that is 25 years 
from the date of the most recent record within the file block. 
 
E. The Director for Security may delay from automatic declassification the records noted below by notifying the 
Director of the Information Security Oversight Office. To obtain a delay, the head of an operating unit must 
submit a request to the Director for Security at least 180 days before records in such a file series are subject to 
automatic declassification. The information noted in paragraph 1904 C. above must be provided. 

 
1. For classified information contained in microforms, motion pictures, audiotapes, videotapes, or 
comparable media that make a review for possible declassification exemptions more difficult or costly, the 
Director may delay automatic declassification of records in a particular file series for up to 5 additional 
years.  

 
2. For classified records subject to automatic declassification that have been referred or transferred to an 
operating unit by another agency less than three years before automatic declassification would otherwise be 
required, the Director for Security may delay automatic declassification for up to 3 years. 

 
3. For classified records that were inadvertently not reviewed prior to the effective date of automatic 
declassification, the Director for Security may delay automatic declassification for up to three years from the 
date of discovery. 

 
E. Classified information exempted from automatic declassification under this chapter shall remain subject to the 
mandatory and systematic review provisions of E.O. 12958. 
 
F. The Secretary of State shall determine when the United States should commence negotiations with the 
appropriate officials of a foreign government or international organization of governments to modify any treaty or 
international agreement that requires the classification of information contained in records affected by this section 
for a period longer than 25 years from the date of its creation, unless the treaty or international agreement 
pertains to information that may otherwise remain classified beyond 25 years under this section. 
 
G. Records containing information that originated with other agencies or the disclosure of which would affect the 
interests or activities of other agencies shall be referred for review to those agencies and the information of 
concern shall be subject to automatic declassification only by those agencies, consistent with the automatic 
declassification provisions of E.O. 12958. 
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1905 Declassification Guides 
 
A. Approved declassification guides may be used as a tool to assist in the exemption of classified records from 
automatic declassification provisions of E.O. 12958. These guides must include additional pertinent detail 
relating to the exemptions described in paragraph 1904 above, and follow the format required of declassification 
guides for systematic review as described in Section 2001.53 of the Implementing Directive for E.O. 12958 (32 
CFR Part 2001).  In order for such guides to be used in place of the identification of specific information within 
individual documents, the information to be exempted must be narrowly defined, with sufficient specificity to 
allow the user to identify the information with precision. Exemptions for general categories of information will not 
be acceptable. The actual items to be exempted are specific documents. All such declassification guides used in 
conjunction with automatic declassification provisions of E.O. 12958 must be submitted to the Director of 
ISOO, serving as Executive Secretary of the Interagency Security Classification Appeals Panel, for approval by 
the Panel. 
 
B.  Operating units shall prepare declassification guides to facilitate the declassification of information contained 
in records determined to be of permanent historical value.  Declassification guides shall: 
 

1. Identify the subject matter of the declassification guide; 
 

2. Identify the original declassification authority by name or personal identifier and position;  
 

3. Provide the date of issuance or last review; 
 

4. State precisely the categories or elements of information to be declassified, downgraded, or not 
declassified; and 

 
5. Identify any related file series that has been exempted from automatic declassification pursuant to Section 
3.3(c) of E.O. 12958. 

 
C.  To the extent a guide is used in conjunction with the automatic declassification provisions of E.O. 12958, the 
guide shall state precisely the elements of information to be exempted from declassification to include: 
 

1. The appropriate exemption noted in paragraph 1904, above (when citing exemption category 9, list the 
applicable statute, treaty, or international agreement); and  
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2. A date or event for declassification. 
 
D. Operating units shall submit declassification guides for review to the Office of Security. To the extent such 
guides are used in conjunction with the automatic declassification provisions of E.O. 12958, the Office of 
Security shall submit bureau-specific declassification guides to the Interagency Security Classification Appeals 
Panel for approval. 
 
E. Declassification guides shall be reviewed and updated, as circumstances require, but at least once every five 
years. Servicing security officers shall maintain a list of declassification guides in use and provide a copy to the 
Office of Security.  
 
1906 Systematic Declassification Review 
 
A. Each operating unit that holds classified information shall establish and implement procedures for systematic 
declassification. This program shall apply to historically valuable records exempted from automatic 
declassification under E.O. 12958 and the Security Manual. Operating units shall prioritize the systematic review 
of records based upon the degree of researcher interest and the likelihood of declassification upon review.  
 
B. Operating units or offices shall maintain a current listing of officials delegated declassification authority by 
name, position, or other identifier and shall provide the list to their servicing security officer.  If possible, this 
listing shall be unclassified. 
 

1. An executive who has been delegated original classification authority (OCA) may authorize an official in 
his or her operating unit to exercise declassification and downgrading authority over information classified 
during their tenure, by predecessors in that position, or for classified information transferred to that official's 
custody by virtue of a transfer of functions.   

 
2. Unlike the original classification authority that cannot be re-delegated, the declassification authority may 
be re-delegated as necessary. Each OCA shall forward a list of the names and position titles of those 
individuals receiving additional delegations to the servicing security officer, who will forward those lists to the 
Office of Security.  

 
1907 Mandatory Declassification Review 
 
A. All information classified by an OCA in the Department of Commerce under E.O. 12958, or its predecessor 
orders, is subject to a review for declassification if: 
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1. The request for a review describes the document or material containing the information with sufficient 
specificity to enable the operating unit or office to locate it with a reasonable amount of effort; 

 
2. The information is not exempted from search and review under the Sections 105C, 105D, or 701 of the 
National Security Act of 1947 (50 U.S.C. § 403-5e, and 431); and 

 
3. The information has not been reviewed for declassification within the past two years. If the operating unit 
has reviewed the information within the past two years, or the information is the subject of pending litigation, 
the requester shall be informed of this fact and of the appeal rights under E.O. 12958. 

 
B. Operating units or offices conducting a mandatory review for declassification shall declassify information that 
no longer meets the standards for classification under E.O. 12958. The unit shall release this information unless 
withholding is otherwise authorized and warranted under applicable law. 
 
1908 Processing Requests and Reviews 
 
A.  U.S. Originated Information. 
 

1. Classified information under Department of Commerce jurisdiction must be reviewed for declassification 
upon receipt of a request by a United States citizen or permanent resident alien, another Federal agency, or 
a state or a local government. A request for mandatory review of classified information shall be submitted in 
writing and describe the information with sufficient specificity to locate it with a reasonable amount of effort. 
Requests shall be submitted to the Office of Security, U.S. Department of Commerce, Room H1067, 1401 
Constitution Avenue, NW, Washington, D.C. 20230. 

 
2. The Office of Security shall acknowledge receipt of the request directly to the requester. The request will 
be forwarded to the operating unit or office that originated the information or which has primary interest in 
the subject matter. The operating unit or office must ensure the information is reviewed within 30 calendar 
days. 

 
3. A valid mandatory declassification review request need not identify the requested information by date or 
title of the responsive records, but must be of sufficient specificity to allow the operating unit or office with 
primary interest to locate the records containing the information sought with a reasonable amount of effort. 
In responding to mandatory declassification review requests, the designated official shall either make a 
prompt declassification determination (within 30 calendar days) and process the request accordingly, or 
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inform the Office of Security of the additional time needed to process the request. The Department of 
Commerce shall ordinarily make a final determination within 180 days from the date of receipt. When 
information cannot be declassified in its entirety, operating units will make reasonable efforts to release, 
consistent with other applicable law, those declassified portions of the requested information that constitute 
a coherent segment. Upon denial of an initial request, the Office of Security shall notify the requester of the 
right of an administrative appeal, which must be filed within 60 calendar days of receipt of the denial. 

 
B.  Requests for Classified Records in the Custody of the Department other than the Originating 
Office.  When the Department of Commerce receives a mandatory declassification review request for records 
in its possession that were originated by another agency, the designated official shall refer the request and the 
pertinent records to the originating agency. However, if the originating agency has previously agreed that the 
custodial operating unit may review its records, the custodial operating unit shall review the requested records in 
accordance with declassification guides or guidelines provided by the originating agency. Upon receipt of a 
request from the referring agency, the Office of Security shall process the request in accordance with this 
chapter. The originating agency shall communicate its declassification determination to the referring agency. 
 
C.  Appeals of Denials of Mandatory Declassification Review Requests.  Following the receipt of an 
appeal, the Director for Security shall normally make a determination within 90 calendar days.  If additional time 
is required to make a determination, the Director shall notify the requester of the additional time needed and 
provide the requester with the reason for the extension. The Director shall notify the requester in writing of the 
final determination and of the reasons for any denial.  
 
D.   Appeals to the Interagency Security Classification Appeals Panel.  Requesters have the right to 
appeal the decision of the Director for Security to the Interagency Security Classification Appeals Panel in 
accordance with E.O. 12958. 
 
E.  Foreign Government Information.  
 

1. When foreign government information is being considered for declassification or is subject to automatic 
declassification, the declassifying unit shall determine whether the information meets any exemptions that 
would prevent its declassification at that time. Depending upon the date of the information and whether it is 
contained in permanently historical records, the declassifying unit shall also determine if other exemptions 
that pertain to U.S. foreign relations may apply to the information. If the declassifying unit believes such an 
exemption may apply, it should consult with all other concerned agencies in making its declassification 
determination. 
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2. The Secretary of State shall determine when the United States should commence negotiations with the 
appropriate officials of a foreign government or international organization of governments to modify any 
treaty or international agreement that requires the classification of information contained in records affected 
by the automatic declassification provisions of E.O. 12958 for a period longer than 25 years from the date 
of its creation, unless the treaty or international agreement pertains to information that may otherwise remain 
classified beyond 25 years. 

 
F. Cryptologic and Intelligence Information. Mandatory declassification review requests for cryptologic 
information and information concerning intelligence activities (including special activities) or intelligence sources 
or methods shall be processed solely in accordance with special procedures issued by the Secretary of Defense 
and the Director of Central Intelligence, respectively. 
 
G. Fees. In responding to mandatory declassification review requests for classified records, agency heads may 
charge fees in accordance with Section 483a of Title 31 of the U.S. Code. Operating units should contact the 
Department’s Freedom of Information Act/Privacy Act Officer for the current schedule of fees. 
 
H. Assistance to the Department of State.  Operating units and the Department’s Records Management 
Officer should assist the Department of State in its preparation of the Foreign Relations of the United States 
(FRUS) series by facilitating access to appropriate classified materials in their custody and by expediting 
declassification review of documents proposed for inclusion in the FRUS. 
 
I. Requests Filed under Mandatory Declassification Review and the Freedom of Information Act. 
When a requester submits a request both under mandatory review and the Freedom of Information Act, the 
Office of Security shall require the requester to elect one process or the other. If the requester fails to elect one 
or the other, the request will be treated as a FOIA request unless the requested materials are subject only to 
mandatory review. 
 
J. Freedom of Information Act and Privacy Act Requests.  The Secretary of Commerce shall ensure that 
requests for declassification submitted under the provisions of the Freedom of Information Act, as amended, or 
the Privacy Act of 1974, are processed in accordance with the provisions of those acts. 
 

1. The Freedom of Information Act and the Privacy Act authorize withholding from public availability 
records that are properly classified under criteria established by E.O. 12958 in the interest of national 
defense or foreign policy. 

 
2. Under the Freedom of Information Act, a determination on an initial request must be made within 20 
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working days after receipt of the request.  A determination on an appeal to an initial denial must be made 
within 20 working days after receipt of a FOIA appeal, or for a PA appeal, within 30 working days. Time 
limits are mandatory for an FOIA request, but are permissive for a PA request.  Except for unusual 
circumstances, failure to make a determination within the stated time limits means that a requester has 
exhausted the administrative remedies and may request judicial review immediately. 

 
3. To assure that FOIA/PA requests involving classified records are subjected to a thorough classification 
review and that a response is made within the specified time limits, the procedures noted below shall apply. 

 
4. Requests involving classified records will be processed as follows. 

 
a. The office of primary interest shall conduct a declassification review of the information. 

 
b. If the information is subsequently declassified, the action office must consult with the Office of the 
Assistant General Counsel for Administration to determine releasability with consideration only for the 
legality of release within the purview of the Freedom of Information Act and the Privacy Act. 

 
c. If the record warrants continued classification, the action office must coordinate with the Office of the 
Assistant General Counsel for Administration and advise the requester of the decision and of the right of 
appeal. 

 
d. If the classification review cannot be completed within the prescribed time limit, the action office must 
advise the requester. An extension of time must be arranged in accordance with the Freedom of 
Information Act (5 U.S.C. 552 (a)(6)(B)) and implementing Department of Commerce FOIA/PA rules. 

 
5. Appeals for reconsideration of denial of a classified record under the Freedom of Information Act shall 
be processed as follows.  

 
a. Appeals under this section must be addressed to the Assistant General Counsel for Administration 
who shall refer the record(s) to the Director for Security for a declassification review. The Director for 
Security may overrule previous determinations in whole or in part when, in his judgment, continued 
protection in the interest of national security is no longer required.   

 
b. If the information under review no longer requires classification, it should be declassified.  The 
Director for Security shall advise the Assistant General Counsel for Administration of the decision. 
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c. Persons who request information under the provisions of the FOIA or the Privacy Act, and whose 
requests are denied on appeal, may petition the courts to direct the Department to release the 
information. Under judicial review, the Department must provide sufficient justification to continue 
withholding the information. 

 
K. Redaction standard. Operating units or offices are encouraged but are not required to redact documents 
that contain information that is exempt from the automatic declassification provisions of  E.O. 12958, especially 
if the information that must remain classified comprises a relatively small portion of the document.  Operating 
units shall redact documents that are the subject of an access request unless the overall meaning or informational 
value of the document is clearly distorted by redaction.  
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Chapter 20 -   Marking 
 
2001 Marking Standards 
 
A uniform security classification system requires that standard markings be applied to classified information. 
Except in extraordinary circumstances, or as approved by the Director of the Interagency Security Oversight 
Office (ISOO), the marking of classified information created after October 14, 1995, shall not deviate from the 
prescribed formats indicated in paragraph 2002 below. If markings cannot be affixed to specific classified 
information or materials, the originator shall provide holders or recipients of the information with written 
instructions for protecting the information. The Department of Commerce National Security Classification Guide 
(Appendix J) prescribes the markings that shall be uniformly and conspicuously applied to ensure the classified 
status of the information, the level of protection required, and the duration of the classification. 
 
2002 Marking of Classification Level 
 
A. Overall Markings. Documents shall be marked with the highest classification level (Top Secret, Secret, or 
Confidential) of information contained in the document. The markings shall be printed or stamped in bold letters 
at the top and bottom of the outside front cover (if there is one), on the title page (if there is one), on the first 
page, and on the outside back cover (if there is one).  
 
B. Page Markings. Each interior page is typed or stamped at the top and bottom according to the highest 
classification of the contents of the page, including the designation, AUnclassified@ when appropriate, or 
according to the overall classification of the document. The three authorized classification designations (Top 
Secret, Secret, or Confidential) may be used in conjunction with approved Intelligence Community 
compartmented information code words.    
 
C. Portion Marking. 
 

1. Each subject line, title, paragraph, subparagraph, section (i.e., classified diagram, map, drawing, etc.) or 
similar portion of a classified document shall be marked to show the level of classification of that portion or 
to indicate that it is unclassified. Classification of portions of a document must be shown by placing the 
appropriate classification symbol immediately before or after the portion.  In marking portions, the 
parenthetical symbols, “TS” for Top Secret,” S” for Secret, "C" for Confidential, and "U" for Unclassified 
will be used.  Classified and unclassified subjects and titles will be marked with the appropriate symbol 
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placed immediately following or to the right of the subject or title.  An unclassified short title will be used for 
reference purposes.  See Appendix J for examples of the use of these markings. 

 
2.If parenthetical portion marking is not practicable, the document must contain a statement sufficient to 
identify the information that is classified and the level of such classification, and the information that is not 
classified. To identify lengthy classified text in the body of a document, markings such as "Begin 
Confidential, and "End Confidential" can be used provided that all other portions of the text are marked the 
same. If an entire document is classified at the same level, an introductory paragraph can indicate the level of 
classification of the entire document. The classifier must ensure that all portions are classified at the same 
level before exercising either of the above options. These provisions do not eliminate the need to portion 
mark subjects or titles, if applicable. 

 
3. The Director of the Information Security Oversight Office (ISOO) may grant and revoke waivers of the 
foregoing portion marking requirement. A request for such a waiver must be made through the Director for 
Security to the Director of ISOO. The written request must identify the information or class of documents 
for which the waiver is sought and a declaration that the circulation of the document and its potential as a 
source for derivative classification determinations will be kept to a minimum. The increased administrative 
burden of portion marking may not be used as the sole justification for the waiver. Currently, all portion 
marking waivers throughout the Executive Branch of government have been rescinded, requiring portion 
marking requirements throughout Executive Branch agencies. 

 
4. When elements of information in one portion require a different classification, but segregation into 
separate portions would destroy continuity or context, the highest classification required for any element to 
that portion shall be used. 

 
2003 Original Classification Primary Markings 
 
A. Required Markings.  At the time of original classification, the following information shall appear on the face 
of each classified document, or shall be applied to other classified media in an appropriate manner: 
 

1. One of the three classification levels defined in paragraph 1802 of the Security Manual; 
 

2. The identity, by name or personal identifier and position, of the original classification authority and the 
agency and office of origin, if not otherwise evident; 

 
3. A concise reason for classification which, at a minimum, cites the applicable classification category in 
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paragraph 1805 and 
 

4. Declassification instructions, which shall indicate one of the following: 
 

a. The date or event for declassification (see paragraph 1806); 
 

b. The date that is ten years from the date of original classification; 
 
c. The date that is 25 years from the date of original classification; or 

 
d. The exemption category from declassification (see paragraph 2004). 

 
B. Marking Examples. On the face of each originally classified document, the original classifier shall apply the 
following markings: 
 

1. Classified By. The original classifier shall cite a personal identifier such as name, position or office 
symbol when performing original classification. 

 
a. An example of a personal identifier is shown below. 

 
Classified By:  Charles Daniels, Director, Office of Security 

    or 
Classified By:  Director, Office of Security 

 
b. If not otherwise evident, the agency and office of origin shall be identified and placed below the name 
on the "Classified By" line. An example of this information is shown below. 

 
Classified By:  Charles Daniels, Director 

                                      Office of Security, Office of the Secretary  
   

2. Classification Reason. The original classifier shall state the reason for the decision to classify the 
information. At a minimum, the classifier shall include a brief reference to the pertinent classification category 
or the number 1.5 plus the letter that corresponds to that classification category noted in E.O. 12958. 

 
a. These categories, as they appear in E.O. 12958 include: 
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1) 1.5(a)  Military plans, weapons systems, or operations; 
 

2) 1.5(b)  Foreign government information; 
 

3) 1.5(c)  Intelligence activities (including special activities), intelligence sources or methods, or 
cryptology; 

 
4) 1.5(d)  Foreign relations or foreign activities of the United States, including confidential sources; 

 
5) 1.5(e)  Scientific, technological, or economic matters relating to the national security; 

 
6) 1.5(f)  United States Government programs for safeguarding nuclear materials or facilities; 

 
7) 1.5(g)  Vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans, or 
protective services relating to the national security; and 

 
8) 1.5(h) Weapons of mass destruction. 

 
b. An example of these classification reasons is as follows. 

 
   Classified By:  Catherine Anderson, Director 
                                                Office of Security 
                                                Office of the Secretary 

  Reason:        Vulnerabilities or capabilities of plans relating to the national security, or  
1.5(g) 

 
c. When the reason for classification is not apparent from the content of the information (e.g., 
classification by compilation) the classifier shall provide a more detailed explanation of the reason for 
classification. 

 
3. Declassification Instructions.  The duration of the original classification decision shall be placed on the 
"Declassify On" line. The classifier shall apply one of the following instructions. 

 
a. The classifier shall apply a date or event for declassification that corresponds to the lapse of the 
information's national security sensitivity, which may not exceed ten years from the date of the original 
decision. When linking the duration of classification to a specific date or event, mark that date or event 
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as follows:  
 
 
  Classified By:   Catherine Anderson, Director 

                                   Office of Security 
        Office of the Secretary 

   Reason:  1.5(g) 
  Declassify On:  October 14, 2004 

    or 
  Declassify On:  Completion of Operation 

 
b. When a specific date or event is not apparent, the classifier shall apply the date that is ten years from 
the date of the original decision. For example, on a document that contains information classified on 
October 14, 1995, mark the "Declassify On" line as follows: 

 
   Classified By:  Charles Daniels, Director 

 Office of Security 
 Office of the Secretary    

  Reason:  1.5(g) 
  Declassify On:  October 14, 2005 

 
c. If the original classifier determines at a later time that the information requires protection beyond the 
original date, the "Declassify On" line shall be revised to include the new declassification instructions, 
and shall include the identity of the original classification authority authorizing the extension and the date 
of the action. The office of origin shall make a reasonable attempt to notify all holders of the information. 
Classification guides shall be updated to reflect the revision. An example of an extended duration of 
classification is as follows:   

 
  Classified By: Catherine Anderson, Director 

Office of Security 
Office of the Secretary 

  Reason:  1.5(g) 
  Declassify On: December 1, 2000 

Classification extended on December 1, 2000  
Until December 1, 2010, by Catherine Anderson, 
Director, Office of Security   
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2004 Exemption from Declassification 
 
A. Exemption. If circumstances or the sensitivity of the information prevents the original classifier from 
determining the date, an applicable exemption category from the list below may be used to allow a 20-year 
maximum classification under Department of Commerce guidelines, or continued exemption from automatic 
declassification in 25 years under Section 3.4 (b) of E.O. 12958. The "Declassify On" line shall be marked with 
X1, X2, ... X8 as specified in this section of the guide. 
 
B. Declassification Exemption Categories. An OCA may exempt from automatic declassification specific 
information, which, if released, should be expected to: 
 

1.  (X1) Reveal the identity of a confidential human source, or a human intelligence source, or reveal 
information about the application of an intelligence source or method; 

 
2. (X2) Reveal information that would assist in the development or use of weapons of mass destruction; 

 
3. (X3) Reveal information that would impair U.S. cryptologic systems or activities; 

 
4. (X4) Reveal information that would impair the application of state of the art technology within a U.S. 
weapon system; 

 
5. (X5) Reveal actual U.S. war plans that remain in effect; 

 
6. (X6) Reveal information, including foreign government information that would seriously and demonstrably 
impair relations between the United States and a foreign government, or seriously an demonstrably 
undermine ongoing diplomatic activities of the United States; 

 
7. (X7) Reveal information that would clearly and demonstrably impair the current ability of United States 
Government officials to protect the President, the Vice-President, and other officials for whom protection 
services, in the interest of national security, are authorized; 

 
8. (X8) Reveal information that would seriously and demonstrably impair current national security 
emergency preparedness plans or reveal current vulnerabilities of system, installations, infrastructures, or 
projects relating to the national security; or 
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9. (X9) Violate a statute, treaty, or international agreement.            
 
C. Marking Information Exempted from Automatic Declassification at 25 years. The original classifier 
must request a determination by the Director for Security to exempt information from automatic declassification 
after 25 years. 
 
D.  Statement of Original Classification.  The original classifier shall include a statement underneath the 
"Declassify On:" classification line that indicates that the document is an "Original Classification Decision."  
 
2005 Citing Information Classified Under Prior Executive Orders 
 
Unless declassified earlier, the information marked with a specific date or event for declassification is 
automatically declassified upon that date or event. However, if the information is contained in records with a 
prescribed date or event that will take place more than 25 years from the information's origin, the 
declassification of the information will instead be subject to the automatic declassification provisions of E.O. 
12958. 
 
2006 Derivative Classification Blocks 
 
A. Required Markings. When a classified source document is used as the basis for derivative classification, 
the markings on the source document determine the markings to be applied to the derivative document. 
 

1. Derived by:  Derivative classifiers should identify themselves by personal identifier such as name, 
position, or office symbol. 

 
2. Declassify on:  Derivative classifiers shall carry forward the date of declassification specified by the 
original classifier or use the declassification instructions contained in the classification guide from which the 
classification was derived. When more than one date is specified, the date or event for declassification that 
corresponds to the longest period of time among the sources shall be used. 

 
3. Derived from:  Derivative classifiers shall identify the title and date of the classification guidance used 
(source document or classification guide). If more than one source document, classification guide, or 
combination of the two is used, the line shall read “Multiple Sources.” If "Multiple Sources" is used, each 
source used shall be identified on a list maintained with the file or record copy of the document. 
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B. Duration of Classification. For information marked "Originating Agency's Determination Required," its 
acronym "OADR," or with some other marking indicating an indefinite duration under a prior order, the duration 
of the classification status may be limited, as follows. 
 

1. A declassification authority may declassify the information having gained the consent of the original 
classifier. 

 
2. An executive with original classification authority who has jurisdiction over the information may re-mark 
the information to establish duration of classification consistent with requirements of the original 
classification. 

 
3. Unless declassified earlier, the information contained in historical records determined to be permanently 
valuable shall remain classified for 25 years from the date of its origin, at which time it will be subject to 
automatic declassification provisions of E.O. 12958. 

 
C.  Derivative Classification Block Examples. 
 

1. Department of Commerce National Security Classification Guide: 
 
 Derived From:  U.S. Department of Commerce 
 Classification Guide, dated, January 1, 2000     
 Declassify On: January 1, 2010 
 

2. A single reference (source) from the Department of State: 
 
 Derived From: Memorandum dated, January 1, 2000 
 Subject: Foreign Relations 
 U.S. Department of State 
 Office of Security  
 Declassify On: X7  
 

3. Information from several sources or references: 
 
 Derived From: Multiple Sources* 
 Declassify On: X7  
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*When using multiple sources, list those sources and attach to the official file copy.  
 

4. The source document is marked OADR: 
  
 Derived From: DIA Report dated, 20 October 1989 
 Subject:  New Weapons 
 Declassified On:  Source marked OADR, date of source:  20 October 1989 
 
D. Foreign Government Information.  When foreign government information is being considered for 
declassification or appears to be subject to automatic declassification, ordinarily the declassifying agency or the 
Department of State, as appropriate, should consult with the foreign government prior to declassification. 
 
2007 Downgrading 
 
When a classification level of a document is to be downgraded automatically, a notation to that effect must be 
printed or stamped on the face of the document as follows. 
 
 Downgrade To:  (classification) on (date or event)  
 Abbreviation:  DNG (classification) on (date or event) 
 
2008 Changes in Classification Markings 
 
Whenever classified information is downgraded or declassified or the initial classification changes, the 
information should be marked to reflect the change as well as the authority for and date of the action.  However, 
when the volume of information is such that remarking each classified item would interfere with operations, the 
custodian can attach downgrading, declassification, or upgrading notices to the storage unit. The notice should 
indicate the change, the authority for the action, the date of the action, the identity of the person taking the 
action, and the storage units to which it applies. When individual documents or other materials are withdrawn 
from such storage units, they should be promptly remarked or have the old markings canceled. 
 
2009 Transmittal Documents 
 
A. Unclassified Transmittal Documents. A transmittal document that does not contain classified information 
shall be marked with the highest level of classification of the attachments. The classification markings should 
appear at the top and bottom of the first page of the transmittal document and the following marking shall be 
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placed at the bottom of the transmittal page as follows: 
 
 "Unclassified when separated from classified attachments." 
 
B. Classified Transmittal Document. Transmittal documents containing classified information must be 
marked on the top and bottom with the highest classification of the information contained in the transmittal or the 
attachments. If the information contained in the attachment is classified at a higher level than the transmittal itself, 
the transmittal document shall be marked as follows: 
 

1. Secret transmittal with Top Secret attachment. 
 
 “Secret when separated from classified attachment.” 
 

2. Confidential transmittal with Secret attachment. 
 
 “Confidential when separated from classified attachment.” 
 

3. The transmittal must also be portion marked as prescribed for other classified documents. 
 
2010 Other Markings 
 
A.  Foreign Government Information. 
 

1. Documents that contain foreign government information shall be marked: 
 
 “This Document Contains [indicate country of origin] Information." 
 

2. The portions of the document that contain the foreign government information shall be marked to indicate 
the government and classification level (e.g., "UK-C"). 

 
3. If the specific foreign government must be concealed, the documents shall be marked: 

 
  "This Document Contains Foreign Government Information." 

 
and pertinent portions shall be marked "FGI" together with the classification level (e.g., "FGI-C").  In such 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 
 

_______________________________________________________________________________ 
Section III – National Security Information 

Chapter 20 – Marking 
April 4, 2003 
Page 20.11  

cases, a separate record that identifies the foreign government shall be maintained in order to facilitate 
subsequent declassification actions.  

 
4. If foreign government information must be concealed, the markings should not be used. The document 
should then be marked as if it were of U.S. origin. 

 
5. When classified records are transferred to the National Archives and Records Administration for storage 
and archival purposes, the accompanying documentation shall identify the portions that contain foreign 
government information.   

 
6. Documents need not be remarked as foreign government information when they bear foreign government 
or international organization’s markings such as "NATO." 

 
B. Intelligence Sources or Methods . For classified information relating to intelligence sources or methods, 
the marking, "WARNING NOTICE – Intelligence Sources or Methods Involved," (WNINTEL) shall 
be applied. Information bearing this marking shall not be disseminated in any manner to employees who do not 
have a need to know as determined by the special security officer (SSO) from the Office of Security. 
 
C. Restricted Data.  For classified information containing Restricted Data (RD), as defined in Section 142 d. 
of the Atomic Energy Act of 1954, as amended (42 U.S.C. § 2162, 2163, 2168, and 7383), the following shall 
be marked: 
 

RESTRICTED DATA 
This document contains Restricted Data as defined in the Atomic Energy Act of 1954.  

Unauthorized disclosure is subject to Administrative and Criminal Sanctions. 
 
D. Formerly Restricted Data.  For classified information containing Formerly Restricted Data (FRD), as 
defined in Section 142 d. of the Atomic Energy Act of 1954, as amended (42 U.S.C. § 2162, 2163, 2168, and 
7383), 
 

FORMERLY RESTRICTED DATA 
Unauthorized disclosure subject to 

Administrative and Criminal Sanctions. 
Handle as Restricted Data in Foreign Dissemination Section 144.b., 

Atomic Energy Act, 1954. 
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E. Special Notations. Any appropriate notations (e.g., special handling requirements, dissemination limitations, 
etc.) shill be noted on the face of the document. Common notations are illustrated below. 
 

1. Not Releasable to Foreign Nationals (NOFORN). This marking is used with a security classification to 
identify intelligence information that may not be released in any form to foreign governments, foreign 
nationals, or non-U.S. citizens without the permission of the originator. 

 
2. Not Releasable to Contractors/Consultants (NOCONTRACT). This marking is used with a security 
classification to prohibit the dissemination of intelligence information to contractors or consultants without the 
permission of the originator. 

 
3. Dissemination and Extraction of Information Controlled by Originator (ORCON). This marking is used 
with a security classification to enable the originator to supervise the use of the information. 

 
2011  Telegrams and Cables 
 
A. Printed copies of electrically transmitted telegrams and cables that contain classified information shall be 
marked at the top and bottom of the page with the assigned classification. Portion markings shall be marked 
also. When a telegram or cable is printed by an automated system, the classification markings can be applied by 
that system provided the markings are clearly distinguishable from the printed text.  All required classification 
blocks for original or derivative classification authority must be listed on the telegram using abbreviations 
prescribed in this chapter. 
 
B. Outgoing electrically transmitted classified telegrams and cables that contain information requiring original 
classification must be approved by an individual designated as an Original Classification Authority prior to 
transmitting. The transmission date of the document will be considered to be the date of classification. 
 
2012 Files, Folders, and Binders 
 
Classified cover sheets, SF-703 (Top Secret), SF-704 (Secret), or SF-705 (Confidential), shall be affixed to 
the exterior cover of files, folders, and binders that contain classified information. Each standard form shall be 
used according to the highest classification of the contents. Classified cover sheets shall be affixed to classified 
documents when stored in a storage container, upon receipt of a document that may be without one, and at any 
time a classified document is handled. The only occasion when a cover sheet does not need to be affixed to an 
individual document is when the document is placed in a folder or binder with other classified documents where 
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the appropriate cover sheet is affixed to the exterior cover to identify the highest level of the documents 
contained within a folder or binder. Files and folders shall be marked or stamped with the highest level of 
classified material contained in the folder. Binders shall have the appropriate classified cover sheet attached to 
the binder. 
 
2013 Other Materials 
 
Security classification and declassification instructions must be conspicuously stamped, printed, written, painted, 
or affixed by means of a tag, sticker, decal, or similar device on classified material other than paper copies of 
documents. If marking the material or container is not practicable, written notification of the security 
classification and declassification instructions shall be furnished to recipients. The following procedures for 
marking various kinds of material containing classified information are not all-inclusive and shall vary to 
accommodate the physical characteristics of the material containing the classified information. Safes and other 
security containers, which are routinely used to store classified documents, shall not bear a classification 
marking. 
 
A. Charts, Maps, Graphs, and Drawings. Charts, maps, graphs, and drawings must bear the appropriate 
overall classification marking under the legend, title block, or scale.  Portion marking shall be used to indicate the 
highest level of classification of the legend or title itself. The highest level of classification shall be inscribed at the 
top and bottom of each document.  When charts, maps, graphs, or drawings are folded or rolled, the classifier 
must apply additional markings that are clearly visible when the document is folded or rolled. 
 
B. Photographs, Films, and Recordings. Photographs, films (including negatives), recordings,  
and their containers shall be marked to alert a recipient or viewer that the material contains classified 
information. 
 

1. Photographs.  Negatives and positives shall be marked whenever practicable with the appropriate 
classification level, authority, and declassification instructions. The classification level shall be marked at the 
beginning and end of each strip. All markings shall be placed on containers of negatives and positives. When 
self-processing film or paper is used to photograph or reproduce classified information, the classifier must 
remove all parts of the last exposure from the camera and destroy them as classified waste, or the camera 
should be protected as classified material. Prints and reproductions must be marked with the appropriate 
classification level, downgrading, if applicable, and declassification instructions on the face side of the print if 
possible. Markings that cannot be applied to the face side shall be stamped on the reverse side or affixed by 
pressure tape label, stapled strip, or other comparable means. 

 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 
 

_______________________________________________________________________________ 
Section III – National Security Information 

Chapter 20 – Marking 
April 4, 2003 
Page 20.14  

2. Transparencies and Slides. Classification markings shall be shown clearly on the image of each 
transparency or slide or on its border, holder, or frame.   

 
3. Motion Picture Films. Classified motion picture films and video tapes shall be marked at the beginning 
and end of each reel with titles bearing the appropriate classification. Markings must be visible when 
projected. Reels must be kept in containers bearing conspicuous classification, declassification and, if 
applicable, downgrading markings. 

 
4. Recordings. Sound, magnetic, or electronic recordings shall contain a clear statement of the assigned 
classification level at the beginning and end. Recordings must be kept in containers or on reels that bear 
conspicuous classification, declassification, and, if applicable, downgrading markings. 

 
5. Microfilm or Microfiche.  Microfilm or microfiche contains images in sizes too small to be read by the 
unaided eye.  Accordingly, the classification must be marked conspicuously on the microfilm medium or its 
container so it is readable by the unaided eye. In addition, these markings must be included on the image so 
that when the image is enlarged and displayed or printed, the markings shill be conspicuous and readable. 

 
C. Automated Information Technology (IT) Storage Media. Storage media (i.e., hard drives, diskettes, 
floppies, etc.) that contain classified information shall bear external classification markings and internal notations 
indicating the classification level, authority, and declassification instructions.  Exterior labels shall be used to mark 
magnetic or digital media, other non-paper media, and equipment for which cover sheets are not feasible.  The 
following standard forms shall be affixed to each item, depending on the classification: SF-706 (Top Secret), 
SF-707 (Secret), SF-708 (Confidential), and SF-710 (Unclassified).  SF-710s for unclassified media are 
required for use in controlled environments, but are not required for unclassified media stored in uncontrolled 
office space. All media stored in storage containers used for the storage of classified materials must have the 
appropriate level of label affixed. 
 
D. Classified Documents Produced by IT Equipment. Each page produced by IT equipment authorized to 
process classified information shall bear classification markings. 
 
E. Material Used for Training Purposes.  Unclassified materials used to simulate classified documents or 
materials for training purposes shall be marked: 
 

 "[Classification] for training purposes only, otherwise Unclassified." 
 
F. Classified Waste Materials.  Materials such as rejected copies, typewriter ribbons, carbons, floppy disks, 
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and similar items shall be handled in a manner that assures adequate protection of the classified information 
contained in the media.  When the materials are no longer needed, they shall be destroyed by approved 
methods (see paragraph 3703, Destruction Equipment).  
  
G. Classified Working Papers.  Classified working papers are drafts, notes, photographs, etc., used to create 
or assist in the preparation of a final classified document.  They must be: 
 

1. Dated when created; 
 

2. Marked with the highest classification level of the information contained; 
 

3. Protected in accordance with the assigned classification; 
       

4. Portion marked; 
 

5. Accounted for and controlled if transmitted, permanently filed, or retained for more than 180 days; and 
 

6. Destroyed when no longer needed. 
 
H.  Special Access Program Materials.  Additional markings as prescribed in directives, regulations, and 
instructions related to any applicable special access program shall be applied to materials containing information 
protected by a special access program. These additional markings should not serve as the sole basis for 
continuing classification of special access program information. 
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Chapter 21 -  Access and Dissemination 
 
2101 Access to Classified Information 
 
A. Federal employees are not automatically granted access to classified information. An employee is eligible for 
access to classified information only when the employee has been determined to be trustworthy by an 
appropriate investigation and access is essential to the accomplishment of lawful and authorized government 
purposes. The number of people cleared and granted access to classified information shall be maintained at the 
minimum number consistent with operational requirements and needs.   
 
B. The heads of operating units must ensure that only authorized persons obtain access to classified information. 
No employee has a right to gain access to classified information solely by virtue of title, position, or level of 
security clearance. Before classified information is disclosed, the holder must verify the recipient's identification 
and security clearance through their operating unit’s servicing security officer or security contact, determine the 
recipient's need to know, and advise the recipient of the classification level of the information. In addition, the 
final responsibility for determining whether an individual obtains access to classified information rests with the 
individual who has possession, knowledge, or control of the information and not with the prospective recipient. 
 
C.  Employees approved for access to classified information must sign the Classified Information Non-
disclosure Agreement, SF-312, prior to the formal granting of a security clearance, and agree to be bound by 
statutes concerning the protection of classified information. 
 
2102 Downgrade or Termination 
 
A.  The head of an operating unit or the Director for Security may determine that an individual no longer requires 
access to classified information in the performance of official duties or contractual obligations, or that the 
individual requires access at a lower level. When an individual (employee, contractor, etc.) no longer needs 
access to a particular classification level, the level should be adjusted or downgraded to the classification level 
required for the performance of the individual’s duties and obligations, or access should be withdrawn. The 
administrative adjustment, downgrade, or withdrawal of an individual’s security clearance shall be made in 
writing to the individual with a copy to his/her supervisor (or Contracting Officer’s Technical Representative, if a 
contractor). The administrative downgrade or withdrawal of an individual's security clearance does not prejudice 
the person's eligibility for a future security clearance. A copy of all administrative changes to the classification 
level required for a particular position must be forwarded to the servicing human resources officer so that the 
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position record can be updated accordingly. 
 
B. The Director of Security, or his designee, shall suspend or revoke a security clearance when the clearance or 
access is no longer consistent with the interests of national security. Procedures for revocation of a security 
clearance for cause are prescribed in Chapter 14, Suspension and Revocation of Access to National Security 
Information. 
 
C. Upon termination of a security clearance, the holder shall receive a formal security debriefing describing the 
continuing responsibility to protect the national security information to which the individual had access. The 
reverse of the Classified Non-Disclosure Agreement, CD-312, shall be completed upon debriefing.  In addition, 
a copy of the sanctions under Title 18 of the U.S. Code shall be given to the debriefed employee to re-
emphasize criminal prosecution penalties for unauthorized disclosure of classified information. 
 
D. Classified information (in any form), to include extra copies, is not personal property and may not be 
removed from the Government's control by any departing employee or contractor. The operating unit security 
contact shall ensure that all debriefed personnel have accounted for all classified information in their possession 
and transferred it to an authorized custodian. The servicing security officer shall verify that the departing 
individual does not have any classified documents or security containers still assigned to them. 
 
2103 Restrictions 
 
A.  Classified information may be discussed under the following four conditions: 
 

1. The recipient of the classified information has a current security clearance at the appropriate level; 
 

2. The holder of the classified information has verified the identification of the intended recipient; 
 

3. The holder of the classified information has obtained a need-to-know by the recipient; and 
 

4. The discussion must be held in appropriately cleared Federal Government or contractor facilities to 
preclude unauthorized disclosure of classified information.  

 
B. Classified information may not be removed from official premises without proper authorization. An official or 
employee leaving agency service may not remove classified information from the Department’s control. 
 
C. Classified information shall remain under the control of the originating agency or its successor in function. 
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Operating units in the Department shall not disclose information originally classified by another agency without its 
authorization. Persons authorized to disseminate classified information outside the Executive Branch shall assure 
the protection of the information in a manner equivalent to that provided within the Executive Branch. 
 
D. Discussing classified information in homes, public places, or on public conveyances, or anywhere 
unauthorized persons have access is strictly prohibited. Employees or other individuals cannot retain or utilize 
classified information for their private use.   
 
E. Secure Telephone Units (STU III), Secure Telephone Equipment (STE), and approved secure facsimile (fax) 
equipment must be used for the telephonic and data transmission of classified information. Specific questions 
regarding the use of the telecommunication systems for transmission of classified information should be directed 
to the Department’s Communications Security (COMSEC) Custodian in the Office of Security. Standard 
telephones shall not be used for classified discussions. 
 
F. Each operating unit in the Department shall safeguard foreign government information under standards that 
provide a degree of protection at least equivalent to that required by the government or international organization 
of governments that furnished the information. When adequate to achieve equivalency, these standards may be 
less restrictive than the safeguarding standards that ordinarily apply to United States “Confidential” information, 
including modified handling and transmission and allowing access to individuals with a need-to-know who have 
not otherwise been cleared for access to classified information or executed an approved nondisclosure 
agreement. 
 
G. Except as otherwise provided by statute, E.O. 12958, directives implementing this order, or by direction of 
the President, classified information originating in one agency shall not be disseminated outside any other agency 
to which it has been made available without the consent of the originating agency. The Director for Security may 
waive this requirement for specific information originated within that agency. Prior consent is not required when 
operating unit refer records for declassification review that contain information originating in several agencies. 
 
2104 Certification of Security Clearance 
 
Any employee, contractor, expert, or consultant of the Department of Commerce who has a need to visit or 
certify clearance information to another agency or facility, must initiate the Visit Authorization and Security 
Clearance Certification Request, Form CD-414. The form must be completed, signed by the servicing security 
officer and submitted to the agency to be visited.  The form shall be submitted within 10 working days (or 
sooner) of the visit or period of clearance certification. However, some agencies or government facilities require 
the use of their own form for visits to their facilities. The individual coordinating the clearance certification 
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request should verify the method acceptable to other agencies prior to the visit.   
 
2105 Access by Historical Researchers and Former Presidential 
 Appointees 
 
A. Persons who are engaged in historical research projects or who have previously occupied policy-making 
positions appointed by the President may be granted authorized access to classified information provided the 
head of the operating unit with jurisdiction over the information: 
 

1. Makes a written determination that access is consistent with the interests of national security and 
forwards a copy of this determination to the Director for Security; 
 
2. Takes appropriate steps to protect classified information from unauthorized disclosure or compromise, 
and ensures that the information is safeguarded in a manner consistent with E.O. 12958 and the Security 
Manual;  
 
3. Obtains written nondisclosure agreements from the requester to safeguard the information to which they 
are given access in accordance with the Security Manual; 

 
4. Obtains written consent to a review by the Department of Commerce of the requester’s resultant notes 
and manuscripts to determine that no classified information is contained in the material; and 

 
5. Limits access granted to former Presidential appointees to items that the person originated, reviewed, 
signed, or received while serving as a Presidential appointee. 

 
B. Historical researchers and former Presidential appointees will provide the Office of Security with a detailed 
description of their research. Access will be granted to these individuals for a limited period of time. Requests 
for access must be made in advance and approved by the Director for Security. Access will be granted only if a 
compelling need exists and it is in the Department's best interest. The information requested shall be clearly 
identified so that it can be located and compiled with a reasonable amount of effort. If the access requested by 
historical researchers or former Presidential appointees requires the rendering of services for which fair and 
equitable fees may be charged, the requester shall be so notified. 
 
C. The provisions of Section III, National Security Information, apply only to classified information originated by 
Department of Commerce, or information that is now in the sole custody of the Department; otherwise, the 
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researcher should be referred to the classifying agency. Operating units providing information under this section 
must maintain custody of classified information at a Departmental facility. 
 
2106 Access by Foreign Nationals, Foreign Governments, International 

Organizations, and Immigrant Aliens 
 
A.  If the head of an operating unit indicates a need to provide access to foreign nationals, the sponsoring officer 
must consult with the servicing security officer for a final decision. 
  
B. Foreign nationals employed by the Department who meet the requirements set forth in Chapter 11, 
Investigative Processing, may be granted access to classified information originated by the Department.  Access 
shall be granted only for the specific classified project to which they are assigned and only after they have met 
the requirements set forth in Section II, Personnel Security, of this manual. 
 
C. Dissemination of classified military information to foreign governments and international organizations is 
governed by the National Disclosure Policy (NDP-1). The Department of State determines the classified foreign 
relations information that will be disseminated to foreign governments. The disclosure of national security 
information to foreign governments and international organizations must meet the following criteria: 
 

1. The disclosure supports U.S. foreign policy; 
 

2. The national security of the U.S. permits disclosure; 
 

3. The foreign recipient has the capability and intent to protect the information; 
 

4. A clearly defined benefit to the U.S. government outweighs the risks involved; and  
 

5. The release is limited to that information necessary to satisfy the U.S. Government's objective in 
authorizing the disclosure. 

 
D. The Director for Security shall approve any recommendation to release classified information to a foreign 
government or international organization. 
 
2107 Dissemination of Commerce Classified Information 
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A. The head of each operating unit or their designee is responsible for providing direct control of the 
dissemination of classified information received or generated in their offices. 
 
B. The head of an office who hosts or convenes a meeting (conference, symposium, seminar, exhibit, 
convention, scientific, or technical gathering) at which classified information is disclosed must: 
 

1. Verify the security clearance and need-to-know of each person attending the meeting; 
 

2. Identify attendees before admitting them to the meeting room; and 
 

3. Advise persons (i.e., speakers) who will present classified information of any limitations on their 
presentation that may be necessary because of the level of security clearance and need-to-know of 
attendees. The speaker is responsible for seeking such guidance and for keeping classified disclosures within 
the prescribed limits. He/she is also responsible for advising the audience of the classification level of, the 
authority for, and the duration of the classification of the information disclosed, including any special 
marking, storage, or safeguarding requirements. 

 
C. Employees who attend meetings where classified information is disclosed shall obtain adequate information 
on the level and duration of, and authority for, classification of the information disclosed in order to provide 
appropriate derivative classification to any documentation resulting from the meetings.  
 
D.  Notes, minutes, summaries, recordings, proceedings, reports, etc., of the classified portions of the meeting 
are referred to as working papers. The materials shall be safeguarded and controlled throughout the duration of 
the meeting. At the conclusion of the meeting, the materials shall be forwarded, if needed, to attendees by 
approved secure transmission methods. 
 
E. Physical and technical security controls shall be established appropriate to the classification and sensitivity of 
the information to be discussed. Due to inherent security threats, classified meetings or classified sessions of a 
meeting shall be held only in U.S. Government or cleared contractor facilities when possible. When not possible, 
arrangements to address physical and technical security controls shall be coordinated with the Office of Security. 
 
2108 Dissemination of Other Agency Information 
 
Classified information originated in another agency shall be disseminated outside of the Department of 
Commerce only with the consent of the originator. This is commonly known as the “Third Agency Rule.” 
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Consent must be maintained in writing as a matter of record. This restriction does not apply to additional 
distribution within the Department or distribution to contractors who are U.S. citizens and require the 
information in performance of contracted services (unless the documents are marked "PROPIN" (Proprietary 
Information)). 
   
2109 Dissemination Outside the Executive Branch 
 
Department of Commerce classified information can be made available to persons outside the Executive Branch 
provided: 1) they are engaged in historical research projects or previously have occupied policy-making 
positions and were appointed by the President; or 2) the information is necessary for their performance of a 
function related to a contract or other agreement with the U.S. Government; or as provided below. 
 
A. United States Congress. 
 

1. Classified information originated by the Department of Commerce shall be released to the U.S. 
Congress, its committees, members, and staff representatives when necessary in the interests of the national 
security, and as authorized by the Secretary or the head of an operating unit. Such release shall coincide 
with the provisions of Department Administrative Order 218-1, Legislative Activities. Proposals to transmit 
classified information to the U.S. Congress must be reviewed by the servicing security officer, the Director 
of Security, and the Office of General Counsel, prior to release. 

 
2. Commerce personnel who appear as a witness before a Congressional committee shall request that 
classified testimony be given in executive session only, that any record of such testimony be identified as 
classified and not appear in any document subject to public inspection or availability, and shall obtain the 
assurance of the committee chair that everyone present has an appropriate security clearance or agrees to 
safeguard the classified information from public disclosure. By virtue of their elected positions members of 
Congress are allowed access to classified information.  However, staffs of members and committees must 
have an appropriate security clearance prior to gaining access to classified information. Security clearances 
of Congressional staff must be verified through the operating unit’s servicing security officer and forwarded 
to the Office of Security.  

 
3. Individuals who release classified information shall assure that the designated security classification is still 
valid and that the recipient is advised of the need to protect the information from unauthorized disclosure.  

 
 
B. General Accounting Office. Properly cleared and identified representatives of the General Accounting 
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Office (GAO) can be granted access to classified information originated by the Department when the 
information is relevant to an ongoing GAO review or investigation. The security clearance of a GAO official shall 
be verified through the Office of Security prior to release of the classified information. 
 
C.  Judiciary. 
 

1. An employee, office, or operating unit receiving an order or subpoena issued by a Federal or state court 
of record to produce classified information shall immediately refer the order or subpoena to the appropriate 
General Counsel's office. Classified information shall be subjected to an "in camera" review by the judge of 
the court of record to determine the relevancy of the information in question. 

 
2. If classified information is to be introduced as evidence, access must be limited to the presiding judge of 
the court and the attorneys and other persons whose duties require knowledge or possession of the 
information and who have been cleared in accordance with applicable regulations.  Additionally, the 
following safeguards must be followed. 

 
a. All proceedings must be held in a secure court or hearing room. 

 
b. Dissemination and accountability controls must be established for all classified information marked for 
identification or offered or introduced as evidence. 

 
c. The transcript of the proceeding must be properly marked to indicate the classified portions that must 
be segregated from unclassified portions and properly safeguarded and stored. 

 
d. Any classified notes, drafts, or other documents produced by non-Commerce individuals, no longer 
required by any party to the proceeding, must be transferred to the Department for destruction. 

 
e. Each recipient of classified information disclosed under the provisions of Section III, National 
Security Information, shall be advised of the classification level, safeguard and storage requirements, 
and the liability in the event of unauthorized disclosure. 

 
f. At the conclusion of the proceeding, all classified information shall be returned to the Department or 
placed under seal of the court of record. 
 

g. Classified information shall not be introduced as evidence at a civil trial before a jury. 
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D. Industrial, Educational, and Commercial Entities. Certain bidders, contractors, grantees, educational, 
scientific, or industrial organizations shall receive classified information only under the procedures prescribed by 
the National Industrial Security Program (see Chapter 43, Industrial Security). 
 
2110 Dissemination Outside the Federal Government 
 
A. Classified information under the control of the Department shall be released outside the Federal Government 
to organizations such as state or municipal agencies, firms, corporations, educational institutions, private 
individuals, or other non-federal sources provided the recipient: 
 

1. Is acting in a contractual or official capacity with the Department; and 
 

2. Has a need-to-know the information to further the mission of the Department.   
 
B. In an emergency, when necessary to respond to an imminent threat to life or in defense of the homeland, the 
Director for Security may authorize the disclosure of classified information to an individual or individuals who are 
otherwise not eligible for access. Such actions shall be taken only in accordance with the directives implementing 
E.O. 12958 and procedures described in the Security Manual governing the release of classified information. 
The disclosure of classified information under these circumstances and the number of individual authorized 
access shall be minimized consistent with operational necessity. Information disclosed under this provision shall 
not be deemed declassified as a result of such disclosure or subsequent use by a recipient. Such disclosures shall 
be reported promptly to the originator of the classified information.  
 
C. The employee releasing the information must verify the recipient’s security clearance and facility clearance 
through the operating unit’s security contact. 
 
D.  Any proposed releases of classified information outside the Department not specifically covered by this 
chapter shall be coordinated with the Office of Security before release. 
 
2111 Dissemination of Restricted and Formerly Restricted Data 
 
Information bearing the warning notices, “Restricted Data” or “Formally Restricted Data” shall not be 
disseminated outside the Department without the consent of the originator. The originator of the “Restricted 
Data” or “Formally Restricted Data” is the Department of Energy (see E.O. 12958). 
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Chapter 22 - Transmission 
 
2201 Transmittal Outside Departmental Facilities 
 
A.  All classified information transmitted outside a Department of Commerce facility shall be enclosed in an 
opaque inner and outer cover (e.g., sealed envelopes, wrappings, or a locked container), which conceals the 
contents and provides reasonable evidence of tampering. The inner sealed cover shall be clearly marked on both 
sides with the highest classification of the information contained within, any required protective markings, and 
complete forwarding and return addresses. The outer sealed opaque cover shall be addressed in the same 
manner but shall not bear any classification markings or other indication that classified information is enclosed. 
The following exceptions apply. 
 

1. When the outside shell or body of an item of equipment contains an internal component that is classified, 
the shell may be considered the outer enclosure provided it does not reveal classified information. 

 
2. When an internal component of a bulky item of equipment is classified but inaccessible, the outside or 
body of the item may be considered to be a sufficient enclosure provided the internal component cannot be 
observed and the outer body does not reveal classified information. 

 
3. When an item of equipment is classified but cannot reasonably be packaged and the shell or body of the 
equipment is classified also, the shell or body it shall be concealed with an opaque enclosure that will hide all 
classified features. 

 
4. Specialized shipping containers, including closed cargo transporters, may be considered the outer 
enclosure when used.  The specialized shipping container must be of sufficient construction to provide 
evidence of forced entry, secured with a high-security padlock, and equipped with an electronic seal that 
would provide evidence of surreptitious entry. A specialized shipping container can be used as a substitute 
for an authorized courier on direct flights provided procedures are developed to ensure that an 
appropriately cleared person will protect the container in the event the flight is diverted for any reason. 

 
B.  Material used for packaging must be of such strength and durability to provide protection in transit and to 
prevent items from breaking out of the covers. Bulky packages shall be sealed with tape laminated with asphalt 
and containing rayon fibers or nylon filament tape or its equivalent. 
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2202 Transmittal Within Departmental Facilities 
 
A. All classified information hand-carried between offices or operating units within a Department of Commerce 
owned or leased facility shall be shielded to prevent inadvertent disclosure. The appropriate cover sheet shall be 
affixed to the top of the classified document (SF-703 for Top Secret, SF-704 for Secret, and SF-705 for 
Confidential). The cover sheet shall remain attached until the document is destroyed.  A cover sheet that is not 
attached to any classified document is unclassified.  
 
B. Individuals transmitting classified documents within a Department of Commerce facility shall not carry 
classified documents into public areas (cafeterias, gymnasium, etc.) while en route to their destination. 
 
2203 Receipt of Classified Information 
 
A document receipt, such as the Classified Material Receipt, Form CD-76, shall be completed for all 
transmissions of Top Secret and Secret information. A receipt for Confidential information is required only 
when transmitting Confidential information to a foreign government or its representative, or to contractors.  
 
2204 Methods of Transmission 
 
A. Top Secret Information.  Before transmitting Top Secret information, the sender must coordinate its 
transmission with the organization's Top Secret Control Officer for control and accountability of the 
document. Top Secret information shall be transmitted only by using one of the following methods.   
 

1. Hand-carrying by an employee who has been granted a Top Secret security clearance and possesses 
a Courier Authorization Card (CD-75) authorizing the employee to carry information up to Top Secret. 
The security contact must brief couriers on their responsibilities to protect Top Secret information. 

 
2. The Defense Courier Service (DCS). 

 
3. Diplomatic pouch through the Department of State Diplomatic Courier System. 

 
4. A cryptographic system authorized by the Director, National Security Agency, to process Top Secret 
information, or by a protected distribution system designed and installed to meet the standards included in 
the National Communications Security (COMSEC) and Emanations Security (EMSEC) issuance system. 
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NOTE:  TOP SECRET INFORMATION WILL NOT BE TRANSMITTED THROUGH THE U.S. 
POSTAL SERVICE UNDER ANY CIRCUMSTANCES. 
 
B.  Secret Information.  Secret information may be transmitted by one of the following methods. 
 

1. Any of the approved means for the transmission of Top Secret information can be used to transmit 
Secret information. Secret information may be introduced into the Defense Courier System only when 
control of the information cannot remain in U.S. custody. The Defense Courier System must also be used 
for transmission of Sensitive Compartmented Information (SCI) and COMSEC information at the Secret 
classification level. 

 
2. A cleared and designated employee or a contracted individual traveling on surface conveyance within a 
metropolitan area may hand-carry the information provided the information is not transported across 
international borders and the courier maintains custody of the information at all times. 

 
3. Secret information may be transmitted by U.S. Postal Service Express Mail and U.S. Postal Service 
Registered Mail within the United States and between the United States and its territories. 

 
4. Secret information may be transmitted by U.S. Registered Mail through Military Postal Service facilities 
outside the United States and its territories provided that the information does not at any time pass out of 
the control of a U.S. citizen and does not pass through a foreign postal system or any foreign inspection. 

 
5. Secret information may be transmitted by a cleared commercial carrier or cleared commercial 
messenger service as defined under the National Industrial Security Program. To ensure direct delivery to 
the addressee, the "Waiver of Signature and Indemnity" block on the U.S. Postal Service Express Mail, 
label 11-B, may not be executed under any circumstances. The use of external (street side) express mail 
collection boxes is prohibited. 

 
6. Secret information may be transmitted by a cleared and designated employee on scheduled commercial 
passenger aircraft within the United States and between the United States and its territories, subject to the 
procedures and restrictions set forth in paragraph 2205, Hand-carrying Classified Information. The 
servicing security officer or security contact must brief couriers on their responsibilities to protect 
classified information. The classified information must remain in the constant custody and protection of the 
courier at all times. 
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7. Secret information may be transmitted by a Department of Commerce courier provided the employee 
has been granted an appropriate security clearance and possesses a Courier Authorization Card, Form 
CD-75. 

 
8. Secret information may be transmitted by a cryptographic system authorized by the Director, National 
Security Agency, to process Secret information, or through a protected distribution system designed and 
installed to meet the standards included in the National Communications Security (COMSEC) and 
Emanations Security (EMSEC) issuance system. 

 
C. Confidential Information. Confidential information may be transmitted by using one of the following 
methods. 
 

1. Any of the means approved for the transmission of Top Secret or Secret information and by the U.S. 
Postal Service Certified Mail within the United States and between the United States and its territories. 
 
2. Confidential information can be transmitted by U.S. Postal Service First Class or Express Mail service 
provided the outer wrapping is stamped "FIRST CLASS" and "POSTMASTER: DO NOT 
FORWARD. RETURN TO SENDER." If a piece of Confidential mail weighs over 12 ounces, it 
must also be marked “PRIORITY MAIL.” These markings are necessary because outsized mail can 
lose identity as First Class mail, which is closed to postal inspection, and become a lower class, subject to 
postal inspection. Postal inspection will be avoided if the outer wrapping is marked “FIRST CLASS.” 

 
3. U.S. Postal Service Registered Mail shall be used to send: 
 

a. North Atlantic Treaty Organization (NATO) Confidential information; 
 

b. Other Confidential mail addressed to Fleet Post Office (FPO) and Army Post Office (APO) 
addressees located outside the 50 states, District of Columbia, the Commonwealth of Puerto Rico, 
and U.S. territories or possessions; and  

 
c. Confidential information to other addressees when it is uncertain that their location is within U.S. 
boundaries. 

 
 

4. Confidential material may be sent to contractors and to agencies outside the Executive Branch by 
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Certified or Registered mail. The U.S. Postal Service Return Receipt shall be attached to the outside 
envelope. 

 
D. Prohibition of Transmission of Classified Information Over Non-secure Telecommunications 
Systems. Classified information shall not be transmitted over any non-secure telephone, facsimile machine, or 
electronic mail system.  
 
2205 Hand-Carrying Classified Information 
 
A. Restrictions. Appropriately cleared personnel may be authorized to hand-carry classified information 
outside Department of Commerce controlled space subject to the following conditions. 
 

1. The courier has an appropriate security clearance and has been issued a Courier Authorization Card, 
CD-75, as required in paragraph 2207, Courier Authorization Card. 

 
2. The classified material shall be hand-carried in a locked briefcase that serves as the outer wrapper. 

 
3. The storage provisions of Chapter 24, Storage, apply to all stops en route to the destination, unless the 
information is retained in the personal possession and constant surveillance of the individual at all times. 
The hand carrying of classified information on trips that involve an overnight stopover is not permitted 
unless advance arrangements have been coordinated for proper overnight storage in a Government facility 
or cleared contractor's facility. 

 
4. The classified information shall not be opened, read, studied, displayed, or used in any manner by the 
courier when travelling in public conveyances. 

 
5. The courier shall not store classified information in any detachable storage compartment such as 
automobile trailers, luggage racks, aircraft travel pods, or drop tanks when carrying classified information 
in a private, public, or Government conveyance. 

 
6. The originating office must maintain a list of all classified information carried or escorted by traveling 
personnel. 

 
7. Advance arrangements for appropriate overnight storage shall be made to ensure that the facility has 
authorized storage capability at the appropriate level. The storage capability should be available and 
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accessible at the designated time of the visit. When travelling, the courier shall make contingent 
arrangements in the event that unforeseen problems occur that may result in late or delayed arrivals. The 
courier carrying classified information must understand his or her responsibility to safeguard the 
information while in transit and when arriving at his/her final destination. 

 
B. Hand-carrying Classified Information Aboard Commercial Passenger Aircraft. Appropriately 
cleared personnel may be authorized to hand-carry classified information aboard commercial passenger 
aircraft subject to the following conditions. 
 

1. Classified information may be hand-carried aboard commercial passenger aircraft only when there is 
neither time nor means available to properly transmit the information by other authorized means. The 
Director for Security shall grant permission to carry classified material overseas on a case-by-case basis. 
Requests for permission to carry classified information aboard a commercial passenger aircraft shall be 
submitted in writing to the Office of Security by the servicing security officer at least ten working days 
prior to departure. 

 
2. Prior to carrying classified information across international borders, the courier must make 
arrangements to ensure that the information will not be opened or viewed by customs, border, postal, or 
other inspectors, either U.S. or foreign. 

 
3. The courier must travel aboard a U.S. carrier.  Foreign carriers can be used only when no U.S. carrier 
is available. The courier must ensure that the information shall remain in his/her custody and control at all 
times. 

 
4. The responsible security contact shall brief the courier concerning security safeguards and the need to 
possess departmental photographic identification. Written authorization from the Director for Security is 
required by the courier to carry classified information aboard commercial aircraft.  These items shall be 
displayed upon request by the appropriate airline personnel. 

 
5. The classified information shall be sealed in double wrappings and carried in a briefcase or other 
carry-on luggage. The screening officials may check the envelope by x-ray machine, flexing, feel, weight, 
etc., without opening the envelopes. Opening or reading the classified documents is not permitted. 
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2206 Designation of Couriers 
 
The servicing security officer may authorize an employee to hand-carry classified information up to the Top 
Secret level within the United States and its territories, except by commercial aircraft. This authorization is 
required for employees who routinely carry classified material to facilities in the same geographical areas. To 
be an authorized courier, the employee must hold an appropriate security clearance and possess a valid 
Courier Authorization Card, CD-75, as described in paragraph 2207. Prior to obtaining classified 
information, the authorized courier must present a valid Courier Authorization Card to the holder of the 
classified information. 
 
2207 Courier Authorization Card 
 
A. Courier Authorization. The Department of Commerce Courier Authorization Card, CD-75, authorizes 
the bearer to transport or hand-carry classified information on a recurring basis. The form will identify the 
holder by name, date of birth, and assigned operating unit. The card will include a date of issuance, expiration 
date, photograph of the holder, level of classified information authorized to be hand carried, and the signatures 
of the holder and the issuing security officer. A block is provided for the servicing security officer's name and 
phone number for clearance verification. 
 
B. Issuance and Control of the Courier Authorization Card.  Appropriately cleared personnel may 
obtain a Courier Authorization Card, CD-75, to hand-carry classified information outside Department of 
Commerce controlled space subject to the following conditions 
 

1. The servicing security officer shall maintain accountability of all Courier Authorization Cards. Prior to 
the receiving a Courier Authorization Card, the employee must have been granted a security clearance 
based on paragraph 1201, Granting Access to Classified Information. 

 
2. The supervisor of the intended bearer shall request the issuance of a Courier Authorization Card in 
writing to the servicing security officer. Upon verification of the employee's security clearance, the 
servicing security officer will complete the Form CD-75 by affixing a current photograph of the employee, 
obtaining the necessary signatures, and laminating and issuing the Courier Authorization Card to the 
employee. 

 
3. The bearer of the Courier Authorization Card must report the loss or damage of the card in writing to 
the security officer within five working days. The bearer may request a replacement card, which will be 
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issued at the security officer's discretion. The loss of a Courier Authorization Card can result in forfeiture 
of courier privileges for an unlimited period of time, as determined by the servicing security officer. 

 
4. The Courier Authorization Card is valid for three years from the date of issue. The bearer must return 
the Courier Authorization card to the issuing security officer upon termination of his/her security clearance, 
when the authorization is no longer needed, or when an occurrence dictates the need to withdraw the 
courier authorization, as determined by the issuing security officer. 

 
5. The CD-75 does not authorize the courier to hand-carry classified information aboard commercial 
aircraft.  Permission to hand-carry classified information aboard commercial aircraft shall be granted by 
the Director for Security in accordance with paragraph 2205. 

 
6. The courier shall not use the Courier Authorization Card for purposes other than its intended use. 
Abusing or exceeding the authority of the card may result in disciplinary action. 
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Chapter 23 -  Custody and Accountability 
 
2301 Custody of Classified Information 
 
Any person who has possession of, or is charged with responsibility for, classified information must protect 
and account for that information. The following measures shall be applied to properly protect classified 
information. 
 
A. While in use, classified information (i.e., documents, disks, etc.) shall be kept under continuous 
observation.  Classified information shall not be left unattended. 
 
B. An office that receives classified information (in any form) and has no authorized storage equipment 
available must either return the classified information to the sender, arrange with another office to properly 
store the information, or destroy it by an approved method. Under no circumstances shall classified 
information be left unattended, in an unauthorized storage container, or in the custody of a person who does 
not have the proper security clearance and an established need-to-know. 
 
C. Classified information must be delivered to, or left in the custody of, individuals who have the appropriate 
level security clearance and need-to-know. 
 
D. Custodians of classified information must ensure that persons who do not possess an appropriate security 
clearance and need-to-know, assigned to or visiting an office, do not take or read classified information, 
overhear classified conversations, or have visual access to classified information.  Classified information must 
not be placed or displayed in a manner where it can be seen through a window or a doorway. 
 
E. Classified information must be discussed only with those individuals who possess the appropriate security 
clearance and need-to-know. Classified information shall not be discussed in public or other places where 
unauthorized persons could overhear it. 
 
F. Classified information must not be checked with baggage or left in a private residence, vehicles, hotel 
rooms and safes, aircraft, train compartments, buses, public lockers, or other locations where the information 
could be compromised. 
 
G. Classified information should not be opened, read, studied, displayed, used, or discussed in any manner in 
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a public conveyance or place. Classified information must be appropriately stored in a GSA-approved 
security container at all times when not in use. 
 
H. Classified information must be covered with the appropriate level GSA Standard Form cover sheet 
(SF-703, SF-704, or SF-705). 
 
2302 Custody During Emergencies 
 
A. In the event of fire, natural disaster, civil disturbance, or an evacuation of office space, classified 
information shall be protected by removing it under secure means, by placing it in locked storage cabinets or 
safes, or by proper destruction. Persons who are away from their offices and have classified information in 
their possession at the time shall properly safeguard such information. 
 
B. The head of each operating unit or departmental office shall prepare a general plan for the emergency 
protection and destruction of classified information. The plan is vital in overseas locations and in locations 
where a potential threat to a Government facility exists. The plan shall include: 
 

1. The location and identity of the information to be destroyed; and 
 

2. The priority for destruction, persons responsible for destruction, and the recommended place and 
method of destruction. 

 
C. The classified destruction plan shall be distributed to all cleared personnel working with classified 
information. The security contact shall ensure that personnel are briefed on the responsibilities of the plan. 
   
2303 Relocating Containers Housing Classified Information 
 
When classified information is physically moved from one office or facility to another, it must be retained in a 
locked, approved security container. Supervisors or programs managers responsible for control of the security 
container must notify the servicing security officer prior to relocating a security container so the security officer 
can note the new location of the container. The custodian or other cleared personnel must maintain constant 
supervision of the container during the move. The servicing security officer or security contact is responsible 
for notifying the Classified Control Point (CCP) on the new location of the container when this information is 
maintained in an electronic database. The data is necessary to be able to track all changes. The servicing 
security officer or security contact must also annotate any changes to the relocation of the security container 
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on the SF-700, Security Container Information form. 
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2304 Accountability of Classified Information 
 
The head of an operating unit, in coordination with their servicing security officer or security contact, shall 
establish procedures for the accountability of Top Secret, Secret, and Confidential information. All Top Secret 
and Secret information shall be properly controlled and accounted for by use of written records or an 
electronic database. In order to control and account for classified information electronically, each operating 
unit shall designate an office/unit Classified Control Point. The head of an operating unit may request an 
exception to this policy from the Director for Security. Procedures shall ensure that the movement of classified 
information can be traced, dissemination is limited, prompt retrieval of information can be obtained, the loss of 
information can be detected, and excessive holdings and reproduction are limited. 
 
A. Top Secret and Secret Information. 
 

1. The head of an operating unit shall appoint an appropriately cleared employee to serve as the Top 
Secret and Secret control officer within his or her operating unit. The appointment shall be made in writing 
with a copy forwarded to the servicing security officer. The Top Secret and Secret control officers are 
responsible for receiving, dispatching, and maintaining control and accountability of Top Secret or Secret 
information, respectively, within their unit. The head of an operating unit may appoint one individual to 
serve as both the Top Secret and the Secret control officer provided the individual has a Top Secret 
security clearance; otherwise, the head of an operating unit must appoint two individuals cleared at the 
appropriate level. 

 
2. Top Secret or Secret information shall be controlled and inventoried using either an electronic 
accountability registry system, where available, or the operating unit’s accountability register, Classified 
Document Control Record, CD-481. Information annotated on the accountability register shall be 
unclassified. If the description of the document is classified, then the register shall identify the control 
number of the document, total page numbers, copy number, originator, and other pertinent information in 
order to differentiate this document from other documents. When a Top Secret or Secret document is 
routed internally within the Department, the Top Secret or the Secret control officer, in coordination with 
the designated CCP, shall trace the movement of the document by electronic means. If the Top Secret or 
Secret document is transmitted outside of the Department, a document receipt form, CD-76, or 
electronic version of a classified document receipt shall be prepared by the transferring unit and signed by 
the new recipient upon receipt of the classified information. 

 
3. The Top Secret document shall be covered (in addition to the SF-703) with a Top Secret Disclosure 
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Register, Form CD-74, to identify each recipient who has been given access to the document. The name 
and title of all individuals, including support personnel, to whom information in the document has been 
disclosed, shall be recorded along with the date of disclosure. The Form CD-74 shall remain attached to 
the document until the document is downgraded, transmitted outside of the Department, or destroyed. 

 
4. The Secret document shall be covered (in addition to the SF-704) with a Classified Material Receipt 
Form, CD-76, to identify each recipient who has been given access to the document. The name and title 
of all individuals, including support personnel, to whom information in the document has been disclosed, 
shall be recorded along with the date of disclosure. The CD-76 shall remain attached to the document 
until the document is downgraded, transmitted outside of the Department, or destroyed. 

 
5. When a Top Secret or a Secret document is routed internally within the Department, the Top Secret or 
the Secret control officer, in coordination with the designated Classified Control Point (CCP), shall track 
the movement of the document by electronic means. If a Top Secret or Secret document is transmitted 
outside the Department, a document receipt form shall be prepared by the transferring CCP. The CCP 
shall maintain a suspense copy of all document receipts for classified material transferred outside the 
Department. If a signed receipt is not received within 30 days, then a follow-up receipt shall be mailed to 
the organization that received the mailed document. If a signed receipt is still not received within another 
30 days, then the CCP shall contact the organization to determine the status of the classified material 

 
6. Top Secret and Secret control officers shall inventory Top Secret and Secret documents on an annual 
basis and more frequently where circumstances warrant. Each document must be visually inspected to 
ensure that the document is complete or accounted for by written evidence of proper disposition. The 
results of this inventory shall be forwarded to the Office of Security through the security contact or 
servicing security officer. 

 
7. Reproduction of Top Secret or Secret information, or portions of documents containing Top Secret or 
Secret information, shall not occur without the consent of the originator. The number of copies of 
documents containing Top Secret information shall be kept to an absolute minimum.  Records of 
reproduced Top Secret or Secret documents shall be maintained to indicate the number of copies made 
and their distribution. Each additional copy shall be assigned a separate control number and recorded in 
the electronic or written database system. The accountability register shall be annotated with the 
additional copies and control numbers. The SF-703 or SF-702 and CD-74 or CD-76 forms shall be 
attached to each duplicate copy.   
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8.Top Secret and Secret documents shall be retained only to satisfy current operational requirements.  
Documents that have not been destroyed shall, when appropriate, be downgraded, declassified, or 
archived to designated records centers. The Departmental Records Management Office will be consulted 
for guidance on the retention and archiving of classified records.   

 
9. The CD-481 form or a receipt for Top Secret or Secret documents generated by an electronic system 
shall be used each time a document is transmitted from one individual, division, office, operating unit, or 
agency to another. 

 
10. In accordance with existing records control schedules, the Classified Material Receipt, CD-76, shall 
be retained by the office or operating unit for a period of at least two years. The Top Secret Control 
Register, CD-73, shall be retained for a period of five years after the related document is downgraded, 
transferred, or destroyed. The Top Secret Disclosure Record, CD-74, shall be destroyed when the 
related document is downgraded, transferred, or destroyed. Upon completion of the appropriate 
retention period, the record may be destroyed in accordance with paragraph 2307 below. 

 
B.  Confidential Information.  
 

1. Confidential information must be protected from unauthorized disclosure and may be controlled as 
prescribed above at the option of the head of an operating unit or if the sender deems it necessary. 
Confidential materials which bear special dissemination and reproduction controls must be transmitted 
using the Classified Material Receipt, CD-76, shall be receipted for each transmission. 

 
2. The CD-76 shall be retained by the office or operating unit for a period of at least two years after 
which it may be destroyed in accordance with paragraph 2307 below. 

 
C. Classified Material Receipt Areas. The head of each operating unit responsible for protecting classified 
information shall develop and implement procedures to protect incoming mail, bulk shipments, and items 
delivered by messenger that contain classified material. Procedures shall be established at receipt points to 
limit access to classified information to cleared personnel only. 
 
D. Clearance Rosters. Each servicing security officer and security contact shall maintain a current list of 
employees and other personnel associated with the operating unit who are cleared and authorized to receive 
Top Secret, Secret, and Confidential information. In addition, the security officer and security contact will 
maintain a list of persons outside the Federal Government who may be authorized to receive classified material 
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from the operating unit. Such lists will be available for security inspection and assistance reviews by the Office 
of Security. 
 
2305 Annual Inventory and Disposal of Classified Holdings 
 
Offices maintaining classified information must conduct an annual inventory and review their classified holdings 
to reduce the amount necessary for operational and program purposes. All classified documents shall be 
reviewed upon initial receipt and during the annual inventory. The inventory shall include a review to determine 
possible downgrade, declassification, or destruction of classified holdings. At a minimum the electronic 
tracking system will perform the following functions: 
 

• Describe the information to include the originator, classification level, subject, date of information, 
and number of copies; 

• Track internal routing; and 
• Identify disposition, by transmission outside the office or organization, by transfer to a storage 

area, or by destruction. 
 
2306 Working Papers 
 
Working papers are drafts, notes, photographs, etc., in paper or electronic form that are accumulated or 
created to assist in the formulation and preparation of a finished document. Working papers that contain 
classified information must be: 
 

• Dated when created; 
• Marked with the highest classification of the information which they contain; 
• Portion marked; 
• Protected in accordance with the highest classification; 
• Accounted for, controlled, and marked in the manner prescribed for a finished document of 

comparable classification when: 1) transmitted in any way; 2) permanently filed; or 3) retained for 
more than 180 days from date of origin; and 

• Destroyed when no longer needed. 
 
2307 Destruction of Classified Material 
 
A. Authorized Destruction. When no longer needed, classified documents shall be destroyed in a manner 
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sufficient to preclude recognition or reconstruction of the classified information. The head of each operating 
unit, in consultation with the servicing security officer, shall establish procedures for the proper destruction of 
classified information in the organization. Such procedures must ensure that adequate destruction records are 
maintained, authorized destruction methods are used, information is protected during transport, and the 
destruction is properly witnessed. Classified documents may be destroyed by one of the following methods. 
 

1. Shredding. Only GSA-approved shredders shall be used for destruction of Top Secret, Secret, and 
Confidential information. Top Secret material must be destroyed through the use of a crosscut shredder 
that turns the material into powder form. Secret and Confidential material may be destroyed by a crosscut 
shredder that renders the material in strips that do not exceed 1/32" in width and 3/8" in length. Material 
shredded to these specifications needs no further destruction. Only equipment listed on the GSA Federal 
Supply Schedule shall be used as approved security destruction devices. Shredders used for destroying 
classified material shall be properly marked with appropriate signage to identify its classified usage. The 
signage shall clearly identify the highest level of classified information that is authorized for destruction by 
the shredder. If uncertain, individuals should check with their security contact or servicing security officer 
to verify the authorized level of destruction of the equipment. 

 
2. Burning. Classified documents shall be placed in burn bags marked as "Classified Waste Only."  The 
destruction of Top Secret and Secret documents shall be witnessed and recorded in the electronic 
database or on Form CD-481, Classified Document Control Record, before they are placed in the burn 
bag. A complete chain-of-custody shall be used from the moment classified materials are placed into a 
burn bag until the moment the burn bag contents are properly and completely destroyed. A classified 
material receipt shall be used to document the transfer of burn bags. Each person having access to the 
burn bags shall possess the necessary clearance. Documents shall be burned completely. Unburned 
residue cannot be allowed to remain or escape by wind or draft. 

 
3. Other Methods of Destruction. Written approval shall be obtained from the Office of Security 
before other methods of destruction such as melting, chemical decomposition, or mutilation are used to 
destroy classified material.   

 
B.  Storing and Transporting Material for Destruction. Classified material awaiting destruction shall be 
stored in an approved storage container. Individuals transporting containers containing classified waste 
material must provide adequate safeguards to prevent unauthorized disclosure of the information. Such 
containers must not be left unsecured or unattended when being transported to an authorized destruction site. 
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C. Records of Destruction. Records of destruction are required for Top Secret and Secret information.  
The record of destruction shall include an unclassified description of the material, the date of actual 
destruction, and signatures of the destroyer of the material and the individual who witnessed the destruction. 
Destruction records shall be retained at least five years for Top Secret information and two years for Secret 
information. Holders of boxes or burn bags containing classified information marked for destruction must 
attach a classified material receipt when transferring the material to another individual for destruction. Each 
burn bag shall be clearly marked with the following identifying data: 
 

1. Operating unit; 
 

2. Bag number; and  
 

3. Name of person responsible for the contents of the burn bag. 
 
 Example in the transfer of three burn bags: 
 
  NTIA, bag 1 of 3, bag 2 of 3, and bag 3 of 3; T. Jones.   
 
D. Classified Waste. Classified waste material (in any form) shall be appropriately protected at all times.  
Classified waste is defined as notes (working papers), carbon paper, typewriter and printer ribbons, disks 
and other information containing classified information. Binders, paperclips, cartridges, etc. must be removed 
before classified material to be destroyed is placed in burn bags. See destruction methods in paragraph 2307 
A. above.  
 
E. Destruction of Information Technology Material and Equipment. Guidance on the destruction of 
classified waste resulting from processing on information technology systems, such as personal computer and 
printers, can be obtained from the IT Security Manual, Office of the Chief Information Officer. 
 
2308 End-of-Day Security Check 
 
A. The head of each operating unit or departmental office, in consultation with the servicing security officer, 
shall establish a system of security checks at the close of each working day to ensure that the following 
conditions are met. 
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1. All classified information has been returned to the appropriate GSA-approved security container and is 
properly stored; 
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2. All typewriter ribbons, floppy disks, carbons, removable PC hard drives, and working materials that 
contain classified information are properly stored in an appropriate GSA-approved security container; 

 
3. Classified waste is properly stored or destroyed; 

 
4. Wastebaskets and recycle containers do not contain classified material; 

 
5. All security containers are double-checked to ensure that they are locked; 

 
6. All doors and windows to the area are locked; 

 
7. Cryptographic ignition keys (CIKs) are removed from security telephone equipment and properly 
safeguarded; 

 
8. Alarms (if in place) are properly activated; and  

 
9. The Security Container Check Sheet, SF-702, is completed in accordance with paragraph 2407 of the 
Security Manual. 

 
B.  The Activity Security Checklist, SF-701, shall be used to indicate that an end-of-day security check has 
been conducted every day that the office was occupied for duty purposes. The SF-701 shall be displayed 
and affixed to, or immediately adjacent to, the office exit door. The responsibility for the end-of-day security 
check shall be placed on the last employee to depart the office area. Individuals responsible for conducting 
the end-of-day security check must thoroughly check the entire work area where classified information is 
processed, handled, discussed, and stored, and then sign and date the SF-701. Supervisors are responsible 
for establishing procedures in the office area to ensure these requirements are met.  The originating office 
should retain each completed SF-701 for 90 days. 
 
2309 Copier Security 
 
A. Introduction. This paragraph outlines the security precautions necessary to protect classified and other 
sensitive information from possible compromise as a result of copier use or other duplicating means.  New 
technology available for copiers increases security vulnerabilities. The term copier refers to reprographics 
machines, facsimile machines, printers that produce hard copy output, electronic blackboards that provide a 
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reproduction of what is written on the board, and any machine with a combination of these functions.  
 
B. Security Threats. Security measures shall address the following situations. 
 

1. Individuals who may attempt to gain unauthorized copies of classified material; 
 

2. The misuse of copiers by authorized persons; and  
 

3. The technical hazard of information retention through latent or residual images on the machines or 
electronic memory.   

 
C. Designation of Copiers for Classified and Unclassified Reproduction. 
 

1. Reproduction machines within the Department shall be designated as "approved" or "non-approved" 
for the reproduction of classified information, if they are located at a site that contains both classified and 
unclassified information. The servicing security officer is designated to authorize copiers within his/her 
organization.  Determination of approved copiers shall be based upon the following: 

  
a. Physical Location of the Copiers. Approved machines shall be located in locked or secured 
areas to deny access to unauthorized users. If no locked or secure area is available, the copier shall 
be located away from high traffic areas where unauthorized persons are situated. The location shall 
allow continuous monitoring by office personnel of the copier during work hours. 

 
b. Equipment Design. All machines used for classified reproduction shall be approved for classified 
usage. These machines have few known security hazards and possess the most security design 
features (i.e., lock, key pad, and copy counter). It is recommended that copiers utilized for 
reproduction of classified information be equipped with removable hard drives. Machines designed 
with remote diagnostic capabilities shall not be used to reproduce classified material. Those machines 
that contain memory capabilities shall have the memory removed by an authorized person prior to 
servicing by non-cleared personnel. 

 
2. After designation of a copier as "approved" or "non-approved," it will be clearly identified by a posted 
notice. Additionally, security officers will issue classified reprographics equipment approval letters to the 
office managers possessing these machines. The letter will identify the machine(s) that are approved, the 
location, and the point-of-contact in the office. The point-of-contact will be required to coordinate with 
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the servicing security officer when potential security problems arise, or when there are incidents of 
possible compromise. 

 
D. Approval. Reproduction of classified material shall be limited to those instances when it is absolutely 
necessary. Confidential and Secret information may be reproduced without prior approval of the originator 
unless otherwise indicated on the document. When Top Secret or Secret material is reproduced, the 
additional copies must be introduced into the written (CD-481) or electronic accountability system. 
Reproduction of Top Secret material requires coordination with the originator and the Top Secret Control 
Officer. Some sensitive unclassified information may require approval of the originator prior to reproduction.   
 
E. Accountability/Control Logs. Records must be maintained to show the number and distribution of all 
reproduced Top Secret documents, special access documents, and those Secret or Confidential documents 
which bear special dissemination and reproduction limitations. Classified copier control logs are 
recommended, but are not required for other Secret or Confidential material. If used, these logs should record 
the identity of the individual making the copies, a description of the document(s), the originator, the number of 
copies made, and the date and time of reproduction. Reproductions of all Top Secret and Secret documents 
must be accounted for and controlled. 
 
F. Copier Security Procedures. The following procedures shall be followed when reproducing classified 
information. 
 

1. Cleared individuals will remain at the copier until classified reproduction is complete. 
 

2. Digital copiers with electronic chip memory capabilities shall be utilized only in a stand-alone capacity. 
Digital copiers used to reproduce classified information shall not be connected to any network or 
telephone line. 

 
3. For older copiers, after reproduction of classified material, each individual copying the material shall 
run a specially designed copy paper through the copier (at least three to five times) to alleviate latent 
images from being retained on the equipment=s drum (a copy of this specially designed paper can be 
obtained from the servicing security officer or the Office of Security). 

 
4. Before leaving the copier, individuals must check the copier for any copies or originals that may be left 
in the copier. 
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5. Classified waste, such as rejected copies or blank copies run after classified material is processed, 
must be destroyed in accordance with paragraph 2307 of the Security Manual. 

 
6. If the copier malfunctions and the copier cannot be cleared or the copies cannot be retrieved, the 
servicing security officer shall be notified to ensure that the copier is removed from approved service until 
the supervising office manager certifies that the malfunction has been properly cleared, at which time, the 
copier may be re-certified for classified usage. 

 
G. Scheduled Maintenance. The servicing security officer or security contact shall be notified of the 
scheduled service visit and arrange for an appropriately cleared employee to be present. Any documents, 
image retaining drum sheets, or memory chips removed from the machine shall be collected by the cleared 
employee and turned over to the servicing security officer. No unescorted maintenance person shall be 
allowed access to any reproduction equipment used for the reproduction of classified materials. 
 
2310 Mail Processing Facilities  
 
The supervisor of a mailroom shall develop procedures to protect classified information that may be 
contained in incoming mail, bulk shipments, or items delivered by messenger. Such procedures must limit 
access to classified information to appropriately cleared personnel only. U.S. Postal Service first class, 
certified, and registered mail should be presumed to contain classified information. Unless a mailroom has 
cleared personnel authorized to accept and open mail that may contain classified information, all in-coming 
mail, bulk shipments, and items delivered by messenger must be forwarded directly to the individual 
addressed on the envelope. In addition, supervisors of mailrooms must establish measures to screen and/or 
x-ray incoming mail, bulk shipments, or items delivered by messenger if necessary. Mailroom supervisors 
should coordinate these measures with their servicing security officer. 
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Chapter 24 -   Storage 
 
2401 Protecting Classified Information 
 
Classified information must be stored under conditions that will provide adequate protection against access by 
unauthorized persons. Whenever classified information is not under the personal control and observation of a 
cleared person, it must be guarded by personnel with the appropriate security clearance or stored in a locked 
General Services Administration (GSA) approved security container. The head of an operating unit or the 
Office of Security may determine that more stringent requirements are needed based on the volume, nature, 
and sensitivity of the information to be protected in relation to other factors such as types of containers, 
presence of guards, vault-type space, or intrusion alarms. 
 
2402 Storage Standards 
 
The GSA establishes and publishes minimum standards, specifications, and supply schedules for containers, 
vaults, alarm systems, and associated security devices suitable for the storage and protection of classified 
information. The Office of Security may establish additional supplementary controls to prevent unauthorized 
access.  Safe-type filing cabinets conforming to Federal specifications bear a Test Certification Label on the 
locking drawer attesting to the security capabilities of the container and lock. On some early safes, this label 
was located on the wall inside the locking drawer.  Safes manufactured after February 1962 will also be 
marked "General Services Administration Approved Security Container" on the outside of the top drawer. 
GSA has conditionally approved several computerized electronic locking devices for safes. To verify which 
devices are approved, contact the Office of Security. 
 
2403 Storage of Top Secret Information 
 
A. Cabinets and Vaults. When not in use, Top Secret information must be stored in a GSA-approved 
security container with an approved, built-in, three-position, dial-type changeable combination lock; in a vault 
protected by an alarm system and response force; or in other types of storage facilities that meet minimum 
GSA standards.  For more information, refer to Section IV, Physical Security. 
 
B. Supplemental Controls.  Admittance to a Top Secret storage area shall be limited to authorized 
personnel. Persons not authorized access but whose presence in the area is temporarily required must be 
escorted and kept under constant observation. All classified information must be covered or otherwise 
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protected from observation, disclosure, or removal. 
 
2404 Storage of Secret and Confidential Information 
 
Secret and Confidential information shall be stored in a container, vault, or alarmed area that meets minimum 
GSA standards, or one of the following exceptions to the standards. 
 
A. Secret and Confidential Information. Secret and Confidential information shall be stored in a safe-type 
filing cabinet with a built-in, three-position, dial-type changeable combination lock. File cabinets with security 
lock bars are not approved for storage of classified information, except as follows: material up to the Secret 
level may be stored in a lock-bar container until the year 2012. However, the Office of Security strongly 
recommends that if a GSA-approved security container with an approved, built-in, three-position, dial-type 
combination lock is available, it should be used in place of a lock-bar container. Secret information must be 
stored in a facility that has 24-hour guard service or response.  For more information, refer to Section IV, 
Physical Security. 
 
B. Bulky Secret and Confidential Information. Bulky Secret and Confidential information may be stored 
in vaults or other closed areas that have been approved and accredited for this purpose by the servicing 
security office. No area shall be used for classified open storage without prior accreditation and written 
approval by the servicing security officer. 
 
2405 Classified Combinations 
 
A. Protecting Classified Combinations.  The combination of a lock used for the storage of classified 
information shall be afforded protection equal to that given to the highest level of classified information stored 
in the container. The combinations are classified and shall be recorded only on the SF-700, Security 
Container Information Form. The SF-700, Attachment 2, shall be stored in an appropriate level security 
container other than the container for which the combination is intended.  Combinations are not to be 
recorded on calendars, on rolodex lists, in desk drawers, in key-locked filing cabinets, in wallets, or stored at 
home, etc. Classified combinations that are recorded on anything other than the required SF-700, Attachment 
2, are in violation of this policy. Security contacts shall establish programs for the secure maintenance of 
combinations within their respective organizations and shall remind custodians and alternates that have access 
to security containers to memorize, record, and safeguard the classified combination at all times.     
 
B. Changing Classified Combinations.  Combinations to security containers shall be changed by the 
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security contact, an appropriately cleared government representative, a representative of the Office of 
Security, or a bonded, appropriately cleared contractor of the Department employed for this purpose. A 
contractor must not change combinations on security containers that are used to store Top Secret information. 
This must be done by the security contact, the Office of Security, or an appropriately cleared government 
representative of the Department. The requirement to change classified combinations on an annual basis no 
longer exists, except for containers with NATO information.  Combinations shall be changed: 
 

1. When a container is placed in use; 
 

2. When an individual knowing the combination no longer requires access to the container; 
 

3. When the combination is subject to possible compromise; or  
 

4. When a container is taken out of service. Built-in combination locks shall be reset to the standard 
combination 50-25-50 (10-20-30 for padlocks) prior to removal from office space. 

 
C. Security Container Information. Each security contact shall maintain a record of each vault, secure 
room, or container used for storing classified information. This record shall identify the current location of the 
container or room, the name, home address, and home telephone number of each individual (custodian and/or 
alternate) responsible for, and having access to, the combination. The Security Container Information form, 
SF-700, must be used for this purpose. Instructions to complete the form are printed on the form itself. All 
security equipment, to include security containers utilized for the storage of classified information, shall be 
controlled by a management information system. The security contact of each operating unit shall be 
responsible for ensuring that the Classified Control Point (CCP) maintains a record of pertinent container 
information.   
 
D.  Maintaining Classified Combination Records.  The Security Container Information form, SF-700, 
contains two parts or attachments. When a security container is placed into service, Attachment 1 of the SF-
700 remains with the security container and shall be attached to the inside of the control drawer (i.e., drawer 
on safe with combination dial, or top drawer of approved bar-lock filing cabinet). The operating unit shall then 
forward Attachment 2 of the SF-700 to the security contact or servicing security officer for safeguarding. 
Attachment 2 is the sealed envelope portion of the SF-700 that holds the classified combination. The security 
contact may choose to secure this form in their own GSA-approved security container or forward the form to 
their servicing security officer or to the Office of Security for safeguarding. Custodians or alternates shall not 
store Attachment 2 of their own SF-700 form in their own security container. SF-700 forms shall be kept 
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current at all times in accordance with paragraph 2405B above. 
 
E. Access to Classified Combinations. Only appropriately cleared and authorized employees shall have 
access to classified combinations. The number of employees with access shall be kept to a minimum (normally 
two to three) and be clearly identified on the SF-700. Combinations shall not be provided to anyone who is 
not identified on the SF-700. The custodian or alternate is responsible for properly safeguarding the classified 
combination and preventing unauthorized access to the security container. 
 
2406 Open-Closed Signs 
 
Reversible OPEN-CLOSED signs, or similar signs, should be used as reminders on all classified storage 
containers each time they are locked or unlocked.  
 
2407 Security Container Check Sheet 
 
A Security Container Check Sheet, SF-702, shall be placed on the exterior of each classified security 
container to record each time the container is opened, closed, and double-checked. The individual conducting 
such actions shall include his or her initials in the applicable part of the form. Each opening and closing shall be 
recorded using the individual’s initials and the time of the opening and the closing. The “Checked By” column 
will be used every day that the office is occupied to conduct work. This is done to ensure that an individual 
who failed to complete the “Opened By” and “Closed By” blocks did not leave the security container open 
accidentally. The “Guard Check” column is optional. The individual who conducts the end-of-the-day double-
check of the container must ensure that the container is properly locked and secured by pulling on the handles 
of the drawers and then spinning the combination dial at least four rotations. Although it is not always possible, 
the person conducting the end-of-the-day double-check of the security containers should not be the same 
person who opened and closed the security container during the duty day. This procedure provides an 
additional security measure to ensure that classified information in the office is protected. Supervisors are 
responsible for establishing procedures to ensure that the requirements in this paragraph are met. 
 
2408 Surplus Security Containers 
 
Security containers no longer used for the storage of classified information may be transferred to other areas 
where they are needed or surplused. Prior to moving any container, the container shall be thoroughly searched 
for classified material. All classified information shall be removed. Areas to be searched include: between, 
behind, and underneath the container and behind, under, and on the sides of all drawers. This search may 
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involve removing each drawer for thorough inspection (as materials may have inadvertently fallen behind the 
drawer and are not visible without removing or lifting the drawer). The security contact must declare the 
container empty by placing a written statement on the outside front of the container indicating the date of the 
inspection, the person who conducted the inspection, and the unit and office that last used the container. In 
addition, prior to moving any security container with a built-in combination dial, the combination shall be reset 
to the standard combination of 50-25-50. The written statement on the outside of the container shall identify 
that the combination has been reset. The security contact must remove and destroy Attachment 1 of the SF-
700 located inside the control drawer. No security container shall be relocated or taken out of service without 
first notifying the servicing security officer or security contact, who must ensure the action is annotated in the 
management information tracking system and reflected on the SF-700. If the combination cannot be changed 
(due to a mechanical problem with the dial), then the existing combination shall be annotated on the written 
statement. 
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Chapter 25 -  Security Compromises, 
Violations, and Sanctions  

 
 
 
 

UNDER CONSTRUCTION 
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Chapter 26  -  Safeguarding North Atlantic 
Treaty Organization 
Information  

 
2601 Purpose 
 
The purpose of this chapter is to establish and issue the guidance, criteria, and procedures required to ensure 
Department of Commerce compliance with the implementation of United States Security Authority for North 
Atlantic Treaty Organization (NATO) Affairs Instruction 1-69, and United States implementation of NATO 
Security Procedures. 
 
2602 NATO Classified Information 
 
A. United States Security Authority for NATO Affairs (USSAN) provides for United States implementation 
of NATO Security Procedures. When NATO or COSMIC precedes a classification, the material is the 
property of NATO, but the information remains the property of the originator. The determination as to 
whether or not a U.S. document is to be released to NATO-member countries is the responsibility of the 
originator in compliance with the U.S. need-to-know principle. Classified information incorporated into 
NATO remains the property of the originator and may not be given to any non-NATO nation or to any other 
international organization except by the originator. 
 
B. NATO has four levels of classified information:  COSMIC Top Secret (CTS), NATO Secret (NS), 
NATO Confidential (NC), and NATO Restricted (NR), defined as follows. 
 

1. COSMIC TOP SECRET. This security classification concerns information where the unauthorized 
disclosure would result in, or could reasonably be expected to result in, exceptionally grave damage to 
NATO. The marking COSMIC is applied only to Top Secret documents prepared for circulation within 
NATO. COSMIC is a marking which, when applied to a document, signifies: 

 
a. The document is the property of NATO and may not be passed outside the organization except by 
the originator or with the originator=s consent; and 
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b. The document is subject to the special security protection outlined in USSAN 1-69. 
 

2. NATO SECRET. This security classification concerns information where the unauthorized disclosure 
could reasonably be expected to cause grave damage to NATO.  NATO Secret is a word which, when 
applied to a document, signifies: 

 
a. The document is the property of NATO and if bearing a security classification may not be passed 
outside the organization except under conditions outlined in USSAN 1-69, Attachment 1, Enclosure 
2, Paragraph 3, and Annexes 1 and 2; and 

 
b. The document, if bearing a security classification, is subject to the security protection outlined in 
USSAN 1-69. 

 
3. NATO CONFIDENTIAL. This security classification denotes information where the unauthorized 
disclosure could reasonably be expected to cause damage to NATO. 

 
4. NATO RESTRICTED. This security classification concerns information where the unauthorized 
disclosure would be prejudicial to the interests of NATO. The United States does not have a security 
classification equivalent to NATO Restricted, therefore, documents marked NATO Restricted will be 
protected in accordance with the requirements of AFor Official Use Only@ information.  Documents 
originated by NATO that are marked Restricted shall be marked with the following additional notation, 
ATo be safeguarded in accordance with United States Security Authority for NATO (USSAN) 
Instruction 1-69.@ 

 
C. The USSAN Instruction 1-69, An Implementation of NATO Security Procedures, is issued for 
compliance throughout the Department by employees who handle NATO classified material and information.  
The Office of Security maintains a copy of this instruction. 
 
2603 Other NATO Information 
 
A. NATO UNCLASSIFIED. This marking is applied to NATO information that does not require security 
protection. NATO Unclassified may be handled as U.S. Unclassified. 
 
B.  ATOMAL. This marking is applied to either U.S. Restricted Data or Formerly Restricted Data or United 
Kingdom Atomic information that has been officially released to NATO. ATOMAL information is classified 
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COSMIC TOP SECRET ATOMAL (CTSA), NATO SECRET ATOMAL (NSA), or NATO 
CONFIDENTIAL ATOMAL (NCA), depending on the damage that would result from unauthorized 
disclosure. 
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2604 Commerce NATO Subregistry  
 
A.  All NATO documents forwarded to the Department of Commerce are received by the subregistry 
located in the Office of Security headquarters in Washington, D.C. The subregistry is the primary point-of-
contact for accountability and control of all NATO documents received by the Department.   
 
B. The Department has several approved control points for accountability, control, and storage of NATO 
material. The servicing security officer or the Office of Security should be contacted to obtain a listing of the 
departmental control points.   
 
2605 Security Clearance Requirements for NATO 
 
A.   Access. 
 

1. Access to NATO classified information requires a final U.S. security clearance at the equivalent 
classification level (i.e., access to NATO Cosmic Top Secret requires a U.S. Top Secret security 
clearance and access to NATO Secret information requires a U.S. Secret security clearance). Access to 
NATO classified information must be limited to the minimum number of personnel who require such 
access to do their assigned duties. The subregistry maintains a list of all Department of Commerce 
personnel cleared for NATO access. Each NATO Control Point shall maintain a roster of personnel 
cleared for NATO access. Verification of NATO access shall be obtained from the NATO subregistry 
located in the Office of Security. 

 
2. Although NATO Unclassified information does not require security protection, it may only be released 
to non-NATO nations, organization, and individuals when such release would not be against the interest 
of the North Atlantic Treaty Organization. Any procedures considered necessary for such release will be 
decided independently by member nations and NATO commands and agencies. 

 
B.   Temporary Access. 
 

1. In wartime or in periods of mounting international tension when emergency measures are required, the 
Office of Security may, in exceptional circumstances, grant temporary NATO access to personnel who 
do not possess the requisite security clearance, provided that such authorization is absolutely necessary, 
and there are no reasonable doubts as to the trustworthiness of the person concerned.  Requests for such 
emergency access must be fully justified and documented. 
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2. Whenever such emergency access is granted, a record of the authorization will be made by the Office 
of Security who will, as soon as possible, institute the procedures necessary to fulfill the normal clearance 
requirements. 

 
2606 NATO Briefing and Debriefing 
 
A. Before access to information classified NATO Confidential and above is granted, U.S. personnel must 
receive a NATO security briefing. The Department of Commerce subregistry shall conduct all NATO 
briefings and maintain copies of all briefing certificates for a minimum of two years from the date of briefing. 
 
B. Uncleared personnel may be authorized access to NATO Restricted information when it is determined 
there is a need for such access in the performance of official duties. A personnel security clearance for such 
access is not required, but each person must receive a NATO security briefing.   
 
C.  A briefing shall be provided to each person who is exposed to frequent contact with representatives of 
countries with special security risks. A listing of “countries with special security risks” is provided in USSAN 
1-69, Attachment 3, Section VIII.  This list is maintained in the Office of Security. 
 
D. Persons who have access to NATO classified information and who intend to travel to or through (including 
scheduled stop-overs by air travel) countries with special security risks, or to any destination by any form of 
transport that belongs to, is registered in, or managed from such a country, shall be given a thorough briefing 
about the security hazards of that country or geographical area before they travel. During the briefing, they will 
be instructed to report immediately on any occurrence that could have security implications, no matter how 
unimportant it may seem. 
 
E. When access to classified NATO information is no longer required, personnel will be debriefed. All 
debriefings must be recorded and shall be maintained by the Department of Commerce sub-registry for a 
minimum of two years from the date of debriefing. 
 
2607 Storage, Transfer and Destruction of NATO Documents 
 
A.  Storage. 
 

1. NATO Classified Documents. NATO classified documents shall be stored as prescribed in 
USSAN Instruction 1-69. NATO documents shall not be commingled with U.S. or other documents.  
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NATO documents may be filed in the same drawer as other non-NATO documents if they are 
segregated and clearly identified as NATO files. All personnel who have access to a security container 
that is used for the storage of NATO classified information must be cleared at the appropriate level and 
briefed for NATO access. 

 
2. NATO Restricted Documents. NATO Restricted documents (unclassified material) may be stored 
in the same manner as prescribed in USSAN Instruction 1-69 and Chapter 41, Sensitive and 
Administratively Controlled Information. NATO Restricted documents are unclassified and are protected 
from public access and release as "For Official Use Only" material.  

 
3. COSMIC Top Secret Documents.  The Department of Commerce does not have the authority to 
store COSMIC Top Secret documents. 

 
4. Container Combinations. The combinations of authorized security containers containing NATO 
classified documents shall be changed on an annual basis in accordance with USSAN Instruction 1-69. 

 
5. Inventory.  NATO material classified Secret and above shall be accounted for and inventoried every 
six months.   

 
B.  Packaging and Transmission of NATO Documents. 
 

1. COSMIC TOP SECRET, NATO SECRET, NATO CONFIDENTIAL and all ATOMAL 
documents shall be double-wrapped in the same manner as equivalent U.S. classified documents, except 
that the inner wrapper shall be marked with the appropriate NATO markings.  Documents classified 
NATO RESTRICTED shall be packaged in the same manner as NATO CONFIDENTIAL and 
above. The outer envelope shall be marked, “Postmaster Do Not Forward. Return to Sender.” 

 
2. Requirements for the transmission of NATO classified information are contained in USSAN 
Instruction 1-69, Attachment to Enclosure 2. 

 
C. Destruction of NATO Information. 
 

1. All NATO holdings must be reviewed on a frequent basis to ensure that the number of documents is 
kept to an absolute minimum necessary for operational purposes.  
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2. All NATO classified information must be destroyed in the same manner as prescribed for U.S. 
classified information in paragraph 2307 of the Security Manual. Handling and destruction of the material 
shall occur by appropriately cleared personnel with NATO access. 

 
2608 Additional NATO Security Guidance and NATO Marking  
 Instructions 
 
The United States Implementation of NATO Security Procedures, USSAN 1-69 Instruction, prescribes the 
security procedures for NATO information. The Office of Security maintains a copy of the instruction. Except 
in those instances where an intelligence source or method would be revealed, portions of United States 
documents containing foreign government information shall be marked to reflect the country or international 
organization of origin as well as the appropriate classification, for example: NATO-S for a NATO Secret 
document, or UK-C for a Confidential document originated from the United Kingdom. For additional 
guidance on classification markings, see Chapter 20, Marking. 
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Chapter 27 -   Foreign Government 
Information  

 
2701 Classification 
 
This chapter describes the standards for safeguarding foreign government information other than NATO 
information. Foreign government information (FGI) is information provided to the United States by a foreign 
government or international organization of governments, or produced by the United States through a written 
joint arrangement, that requires either the information or the arrangement, or both, to be kept in confidence. 
The unauthorized disclosure of foreign government information is presumed to cause damage to the national 
security; therefore, foreign government information shall retain its original classification designation or be 
assigned a U.S. classification level that will ensure a degree of protection equivalent to that provided by the 
originator of the information. The authority to assign a U.S. designation to foreign government information 
does not require original classification authority.   
 
A. Foreign Government Information. 
 

1. Information provided to the United States Government by a foreign government or governments, an 
international organization of governments, or any element thereof, with the expectation that the 
information, the source of the information, or both, are to be held in confidence; 

 
2. Information produced by the United States Government pursuant to or as a result of a joint 
arrangement with a foreign government or governments, or an international organization of governments, 
or any element thereof, requiring that the information, the arrangement, or both, are to be held in 
confidence; or 

 
3. Information received and treated as ``foreign government information'' under the terms of a 
predecessor order. 

 
B. Classified or Restricted Foreign Government Information. 
 

1. Top Secret. Records shall be maintained of the receipt, internal distribution, destruction, access, 
reproduction, and transmittal of Top Secret foreign government information. Reproduction of the 
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information requires the consent of the originating government. 
 

2. Secret. Records shall be maintained of the receipt and external dispatch of Secret foreign government 
information. Other records are not necessary unless required by the originator. Secret foreign government 
information may be reproduced to meet mission requirements.   

 
3. Confidential. Records need not be maintained for Confidential foreign government information unless 
required by the originator. 

 
4. Restricted. Restricted foreign government information shall be safeguarded in a manner that will 
preclude open publication, access, or use for other than official government purposes. Restricted 
documents may be stored in locked file cabinets, desks, or similarly secured containers that will prevent 
access by unauthorized personnel. 

 
C. Unclassified Foreign Government Information Provided in Confidence. Such information shall be 
provided a degree of protection at least equivalent to that required by the government or international 
organization that provided the information. Some foreign governments have unclassified information which is 
protected by law and is provided to the U.S. in confidence. Such information is safeguarded under the 
provision of E.O. 12958. When adequate to protect the information, these standards may be less restrictive 
than the safeguarding standards that ordinarily apply to U.S. Confidential information. If the foreign protection 
requirement is lower than the protection required for U.S. Confidential information, the following requirements 
shall be met. 
 

1. FGI documents shall be provided only to personnel having an established, demonstrable need-to-
know, and whose official duties require access to specific information. Physical control shall be 
maintained over any material that contains foreign government information to prevent unauthorized access 
to the information.   

 
2. Individuals being given access to foreign government information shall be notified of any applicable 
handling instructions. This may be accomplished by a briefing, written instructions, or by applying specific 
handling requirements to the approved cover sheet. 

 
3. FGI documents shall be stored in such a manner to prevent unauthorized access. To the extent 
practicable, foreign government information shall be stored separately from other classified information to 
facilitate its control. To avoid additional costs, FGI documents may be stored in a separate drawer within 
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the same security container.   
 

4. FGI documents shall be transmitted in an approved method for classified information, unless the 
originating government waives this method. U.S. First Class, Express, Certified, or Registered Mail may 
be used for Confidential Foreign Government Information that requires modified handling procedures. The 
use of telecommunications services, including voice (telephonic, point-to-point), facsimile, narrative 
messages, communication facilities, and radio communications, shall consider security methods available 
for the transmission of Confidential foreign government information over this form of media. These 
considerations include, but may not be limited to, physical, administrative, and communications protective 
features and any other supplemental controls established to provide an acceptable level of protection for 
Confidential foreign government information. These protective features shall deter access to Confidential 
foreign government information by unauthorized individuals and restrict public accessibility.   

 
5. Confidential Foreign Government Information that requires modified handling procedures shall be 
destroyed by using strip cut shredders that result in particles no larger than 1/4-inch wide strips or by 
using a shredder authorized for the destruction of classified materials. Such material may also be placed in 
"For Classified Waste Only" burn bags and destroyed via approved burn methods. 

 
6. When foreign government information is being considered for declassification or appears to be subject 
to automatic declassification, the declassifying official shall determine whether the information is subject to 
a treaty or international agreement that would prevent its declassification at that time. Depending on the 
date of the information and whether it is contained in permanently valuable records, the declassifying 
official shall also determine if another exemption identified in the E.O. 12958 applies to the information. If 
the declassifying official believes such an exemption may apply, he or she shall consult with any other 
concerned agencies in making the declassification determination. The declassifying agency or the 
Department of State, as appropriate, shall consult with the foreign government originator prior to 
declassification. 

 
2702 Duration of Classification 
 
Foreign government information shall be protected for the duration indicated by the originator or source. In 
the absence of guidance from the originator, follow paragraph 1805, Duration of Classification under E.O. 
12958, for declassification instructions. 
 
2703 Declassification 
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A. Declassification authorities can declassify foreign government information after coordination with the 
foreign government or international organization of governments that furnished the information or have a 
written joint arrangement with the United States. In the absence of downgrading or declassification 
instructions, foreign government information shall be systematically reviewed in accordance with paragraph 
1906, Systematic Declassification Review. 
 
B. Requests for mandatory review for declassification of foreign government information shall be processed 
under paragraph 1907, Mandatory Declassification Review, and must be coordinated with the foreign 
originator. 
 
2704 Marking 
 
A.  Foreign government documents may maintain their original markings if they meet the identification 
purposes served by U.S. classified marking policies (i.e., so that a prudent, responsible individual can 
reasonably be expected to identify and recognize a document is sensitive and requires special protection and 
control). Otherwise, FGI documents shall be marked, “C/FGI-MOD”  (CONFIDENTIAL FOREIGN 
GOVERNMENT INFORMATION-Modified Handling Authorized).  If remarking a foreign originated 
document or material is impractical, an approved cover sheet is an authorized option.  For specific examples 
marking foreign government information, see paragraph 2010, Other Markings. 
 
B. The written consent of the originating government is required prior to the release or disclosure of any 
foreign government information to any third-country entity.   
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Chapter 28 -   Communications Security 
 
2801 Communications Security Measures  
 
Communications Security (COMSEC) is the system of security measures used to protect classified 
information or material utilizing cryptographic keying material and equipment. COMSEC measures are taken 
to deny unauthorized personnel information derived from telecommunications of the U.S. Government 
concerning national security and to ensure the authenticity of such telecommunications.  COMSEC includes 
cryptography, transmissions security, and physical security of communications security material and 
information 
 
2802 COMSEC Requirements 
 
Classified national security information (NSI) shall not be discussed over, or otherwise transmitted or 
processed by, any form of telecommunications unless approved measures are taken to protect the 
information. Federal telecommunications security policies are developed and issued under the purview of the 
National Security Council (NSC). Implementing instructions are issued by the National Security Agency 
(NSA). The general policy concerning the acquisition and use of telecommunications equipment, facilities, and 
services in the Department of Commerce are contained in the Information Technology Handbook (Chapter 8, 
Telecommunications Policy). This chapter is intended to implement the NSA security requirements governing 
communications security equipment and operations. 
 
2803 COMSEC Roles and Responsibilities 
 
A. Heads of Operating Units. The head of each operating unit is responsible for providing an appropriate 
level of security for offices in their organizations that house or support communications security operations or 
handle information processed and protected by COMSEC systems. 
 
B.  Communications Security Officer. The Department's COMSEC Officer serves as the principal 
representative of the Office of Security to implement the policies and procedures required to protect and 
utilize cryptographic keying material and equipment in the Department. The COMSEC Officer provides 
guidance to operating units to ensure that COMSEC regulations and security measures are planned and 
implemented throughout the Department. The COMSEC Officer also provides guidance to COMSEC and 
alternate custodians in carrying out their duties and responsibilities to include records, reports, and required 
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training. 
C.  Security Contact.  The operating unit’s security contact is responsible for monitoring compliance with 
COMSEC regulations and procedures within his or her respective organization. The security contact shall 
ensure that security violations or infractions that involve COMSEC materials are reported in accordance with 
current NSA directives, and copies are submitted through the servicing security officer to the Office of 
Security. 
 
D. COMSEC Custodian.  Designated COMSEC custodians are responsible for the receipt, custody, 
issuance, safeguarding, accounting, and, when necessary, destruction of COMSEC material for offices and/or 
operating units under their areas of responsibility. The COMSEC custodian is also responsible for maintaining 
up-to-date records and submitting required accounting reports. Appointment to the position shall be identified 
in writing and forwarded through the servicing security officer to the Department’s COMSEC Manager in the 
Office of Security. COMSEC custodians are also responsible for administering the initial briefing and 
debriefing to individual users. The COMSEC custodian shall maintain copies of all briefings and debriefings. 
COMSEC custodians shall undergo required COMSEC training within six months of appointment. 
 
E. Alternate COMSEC Custodian.  In the absence of a COMSEC custodian, a designated alternate 
COMSEC custodian shall perform all the duties noted above for offices and/or operating units under their 
areas of responsibility. Appointments to this position shall be identified in writing and forwarded through the 
servicing security officer to the Department’s COMSEC Manager in the Office of Security. Alternate 
COMSEC custodians shall undergo required COMSEC training within six months of appointment. 
 
F. Individual User. Each individual user is responsible for ensuring appropriate COMSEC equipment is 
used when communicating classified information over telecommunication lines.  In addition, each user must 
verify the security clearance and need-to-know of the recipient of the information.  Personnel are prohibited 
from discussing classified information on a secure phone when the telephone is not placed in the secure mode. 
Prior to COMSEC access, each user shall receive a COMSEC briefing and training on how to properly use 
and protect COMSEC equipment from unauthorized use. When COMSEC access is no longer required, the 
employee shall be debriefed. 
 
2804 COMSEC Inspections 
 
The Department’s COMSEC Manager shall provide oversight to operating units and shall conduct annual 
facility inspections. Inspections ensure that each designated custodian, alternate, and user complies with NSA 
regulations in the proper monitoring, controlling, and safeguarding of COMSEC material and equipment. 
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2805 Reporting COMSEC Security Violations 
 
Specific guidance for reporting COMSEC security violations is contained in NSA Manual 90-2, COMSEC 
Material Control Manual. All violation reports termed "insecurities" by NSA shall be reviewed by the 
servicing security officer prior to forwarding to the Department’s COMSEC Manager in the Office of 
Security in Washington, D.C. 
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Chapter 29 -   Classified Information 
Systems  

 
2901 Information Technology Security Requirements  
 
The Department of Commerce requires all operating units to implement and maintain an Information 
Technology (IT) Security program consistent with the Federal laws and regulations and departmental policies, 
procedures, and standards. IT Security operations are designed to protect and defend the availability, 
integrity, and confidentiality of information and information systems. Operating units must establish protection, 
detection, and reaction capabilities to restore an information system in the event of an intrusion or system 
failure. Operating units that have a need to process or store classified national security information shall have 
each IT system certified and accredited prior to processing or storing classified information. 
 
The National Security and Telecommunications Information System Security Instruction No. 1000 (NSTISSI 
No. 1000) describes the process used to certify and accredit IT systems. The National Information 
Assurance Certification and Accreditation Process (NIACAP) described in this document shall be used as 
the process for accreditation of classified systems in the Department of Commerce. 
 
2902 Periodic Review of Systems 
 
Systems processing classified national security information shall be reviewed every three years for certification 
and accreditation or when major changes are made to the system. System owners shall contact the 
appropriate Designated Approving Authority (see below) to coordinate the review and accreditation process 
no later than the third anniversary of the original certification (or earlier if necessary) to ensure each system 
processing classified information is accredited. 
 
2903 Roles and Responsibilities  
 
This paragraph describes the roles and responsibilities of the Department, operating units, program offices, 
and individuals responsible for safeguarding classified national security information on IT systems processing 
or storing classified information. 
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A.  Heads of Operating Units. As the system owner, the head of each operating unit is responsible for 
ensuring that his or her systems are certified and accredited prior to processing or storing classified 
information. The head of an operating unit shall designate approving authorities and IT Security Officers for his 
or her organization. The name of the IT Security Officer for each operating unit and/or sub-unit will be 
submitted in writing through the servicing security officer to the Office of Security. The IT Security Officer 
shall ensure that system owners properly maintain their respective system’s security throughout the system’s 
life cycle. 
 
B.  Designated Approving Authority. 
 

1. The head of each operating unit shall appoint one or more Designated Approving Authority (DAA).  
The DAA has the authority to review and accredit information processing systems in their respective 
organizations. The DAA will ensure a systems certification team reviews each IT system prior to 
accreditation. Managers of systems that process classified information shall contact their operating unit’s 
DAA to arrange for system certification and accreditation. 

 
2. The DAA grants formal accreditation to operating systems processing classified national security 
information. The DAA has the authority to suspend operations, grant interim approval to operate, or 
approve variances. The approval will be in writing and shall be included in the System Security Plan 
Certification and Accreditation Package, which is the format used by the Department in place of the 
Systems Security Authorization Agreement (SSAA) suggested by the National Information Assurance 
Certification and Accreditation Process (NIACAP). 

 
3. The DAA shall report the findings of security violations and incidents involving classified IT systems to 
the Director for Security. 

 
C.  IT Security Program Manager. The Chief Information Officer is delegated the responsibility to develop 
Department-wide policies, procedures, and other directives for IT Security, including classified systems. The 
IT Security Program Manager serves as the principal representative of the Office of the Chief Information 
Officer to manage and implement the Department’s IT Security Program. The IT Security Program Manager 
provides support to operating units to ensure that IT Security safeguards are planned and implemented 
throughout the life cycle of the classified IT systems in the Department. The IT Security Program Manager 
shall perform the following tasks. 
 

1. Provide support to operating units conducting system certification, and support each operating unit’s 
DAA in system accreditation. 
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2. Review documentation of classified IT systems for completeness and accuracy. 

 
3. Consult with the Office of Security regarding physical and personnel security of classified systems. 

 
4. Ensure that policies and procedures are in place to require security testing and evaluation of classified 
IT systems in support of the certification process. 

 
5. Establish requirements for the Security Education and Awareness Training program activities pertaining 
to classified IT systems security. 

 
D.  Operating Unit IT Security Officer. The IT Security Officer for each operating unit shall be 
responsible for assisting the system certification team in collaboration with the Office of Security.  The IT 
Security Officer shall perform the following tasks. 
 

1. Develop and monitor implementation of IT system security policies and procedures for classified 
systems, including preparation of system security plans and procedures for clearing, purging, declassifying, 
and releasing system memory, media, and output. 
 
2. Assist in the system’s security certification, inspections, tests, and reviews. 

 
3. Ensure that the proper notifications are made and corrective actions are taken when a system incident 
or vulnerability has been discovered. 

 
4. Investigate security violations and incidents involving classified IT systems and report the findings to the 
DAA and to the Office of Security. 

 
E.  IT System Owner. The IT system owner shall perform the following tasks. 
 

1. Ensure that systems under their responsibility are certified and accredited. 
 

2. Maintain the Systems Security Plan Certification and Accreditation Package (SSPCAP) that includes 
all system documentation for each classified system. 

 
3. Ensure that all users have the appropriate security clearances and authorization, and that they are 
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familiar with the system security plan and their security responsibilities prior to receiving access to the 
information system. 

 
4. Develop an evaluation process to assess changes in a classified IT system and its operating 
environment and the operational needs that could affect the accreditation. 

 
2904 Additional Requirements 
 
Additional IT Security requirements for classified systems is provided in Chapter 10 of the Information 
Technology Management Handbook. 
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Chapter 30 - Physical Security Policies  
 
3001 Purpose 
 
The Manual of Security Policies and Procedures (“Security Manual”) implements the policies and 
procedures that govern the management and administration of the personnel, information, and 
physical security programs of the Department of Commerce. Section IV of the Security Manual 
prescribes the policies, procedures, and standards that govern the implementation of physical 
security measures designed to protect personnel, facilities, property, and information in the 
Department of Commerce. The manual also specifies the minimum physical security standards for 
the Department of Commerce.  
 
3002 Application 
 
A. The physical security policies and procedures described in the manual apply to all Department of 
Commerce operating units, offices, facilities, employees, contractors and associates, and others who 
have access to or use departmental facilities and assets. Provisions in this section take precedence 
over physical security policies of any bureau, operating units, or other offices in the Department; 
however, nothing in these regulations shall be construed as contrary to the provisions of any statute 
or Federal regulation. In the event of conflict, specific statutory provisions shall apply. 
 
B. The senior official or manager of each operating unit, office, or facility in the Department is 
responsible for the safety and security of his or her personnel, property, and information.  Managers 
have certain specific security responsibilities that are described in the manual. In addition, each 
employee is responsible for adhering to the security requirements prescribed in the manual. 
Employees or other personnel associated with the Department shall report any incident or condition 
contrary to these requirements to their security contact, servicing security officer, or the Office of 
Security. 
 
C. Requests for exemptions from the provisions of the physical security requirements may be made 
to the Office of the Director of Security to meet unusual situations peculiar to specific 
organizations. A request for an exception must be made in writing and must set forth the 
justification and proposed alternate procedures for safeguarding or affording equivalent protection 
for the persons, property, or facilities involved. 
 
D. Failure to comply with the Department’s physical security policies, regulations, or procedures 
may result in administrative or criminal sanctions to include withdrawal of security clearance and 
disciplinary action that could range from counseling to removal from Federal service. Violations of 
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a criminal statute shall be reported to the Office of Inspector General for possible referral to the 
Department of Justice. 
 
3003 Physical Security Policies 
 
A. To ensure the protection of departmental personnel and assets, physical security programs shall 
be established and implemented in each operating unit based on the minimum standards set forth in 
the manual and other appropriate laws, regulations, and national codes for the protection of life and 
property. These programs shall be administered and monitored continually to ensure their integrity. 
All security standards will be met in new facilities whether constructed or acquired by purchase or 
lease. Every attempt will be made to acquire sites or new facilities that meet physical security 
standards. In the event that one or more standards are not met for a specific building, requests for 
exceptions may be requested by the departmental organization to the Director of Security. 
 
B. Operating units on Federal property under the control of the General Services Administration 
and having a security delegation of authority from GSA must provide for the security and 
protection of personnel and assets within the property. Based on the Presidential Policy 
Memorandum, “Upgrading Security at Federal Facilities,” the head of the operating unit shall 
upgrade and maintain security in their owned or leased facilities to the minimum standards 
specified in the Department of Justice study, “Vulnerability Assessment of Federal Facilities,”   
June 28, 1995.   
 
C. The facility manager, in conjunction with the servicing security officer, shall conduct a survey of 
each facility under his/her jurisdiction to determine the type and extent of security controls 
necessary for each facility or area. Physical security surveys shall include a security evaluation (risk 
assessment) that addresses the criticality of operations, the vulnerability of the facility or area, and 
the probability of loss or damage to facilities or property and danger to personnel. The servicing 
security officer shall assist the facility manager in developing a security plan for addressing any 
recommendations resulting from the surveys, inspections, or self-administered checklists. All 
recommendations shall be coordinated with the Office of Security. 
 
D. The extent of exterior and interior controls will be determined by considering the monetary value 
and mission criticality of the items or areas to be protected, the vulnerability of the facility, and the 
cost of the controls. Normally, the cost of security controls should not exceed the value of the item 
or area to be protected. 
 
E. A restricted area requires special restrictions or controls to safeguard property or material.  
Admittance to a restricted area is limited to personnel assigned to the area and persons who have 
been specifically authorized access to the area. Personnel without an appropriate security clearance 
must be escorted in a restricted area where classified material is produced, processed, or stored by 
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personnel assigned to the area. When uncleared personnel are present in a restricted area, classified 
information must be protected from observation, disclosure, or removal. The security contact or 
office manager is authorized to designate an area as a restricted area after adequate security 
measures are in place. 
 
F. Each employee, contractor, or associate of the Department is required to possess and carry a 
form of identification while in duty status, and will be subject to local restrictions prescribed by the 
facility manager. All personnel in a facility identified as Level IV or V shall display a photo ID on 
their person above the waist at all times. The displaying of a photo ID in other facilities is 
recommended. 
 
G. Identification (ID) forms shall be restricted to those critical to the accomplishment of the 
Department's missions. Special forms of identification for unique purposes or special facilities 
require justification. An example is the Census Bureau’s enumerator ID for special censuses. Any 
proposal for a new form of identification shall be submitted in writing with a detailed justification 
through the servicing security officer to the Office of Security for approval. 
 
H. Each person within a departmental facility, regardless of position, shall be subject to challenge 
by another departmental employee, the servicing guard force, the security contact, the servicing 
security officer, or any law enforcement officer, and shall display appropriate identification when 
challenged. Failure to do so may result in removal from the facility or other administrative action.  
 
I. Department of Commerce facilities house a wide variety of functions and activities that are 
performed by Federal Government employees, departmental associates, official visitors, foreign 
nationals, and the general public. Access to departmental facilities during and after business hours 
shall be controlled as specified in local security procedures. Policies and procedures for access to 
local departmental facilities shall be established by the ranking unit official or senior facility 
manager and shall be in compliance with the policies and minimum standards set forth in the 
manual. Decisions on admittance policy shall take into consideration the sensitivity of the facility, 
the criticality of the operations, existing access controls, including guard forces and their response 
capability, alarm systems, and the investigative process completed on the persons who will have 
access. 
 
J. Department of Commerce facilities are normally open to the public for official business during 
regular business hours; however, access is normally restricted after business hours to protect 
departmental assets. Certain facilities may not be open to the public even during normal business 
hours due to local restrictions. Special access controls must be observed in these facilities. Security 
hours are those hours a facility is closed to the general public where access must be limited to 
individuals essential to the official business of the Department. The facility manager shall institute 
access controls for Department of Commerce facilities during security hours. 
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K. Non-employees such as visitors and family members may be admitted to facilities subject to 
local procedures developed by the facility manager and the servicing security officer provided such 
visits do not disrupt the normal business of employees. Facility managers or servicing security 
officers may utilize a registration form or other written record to obtain an employee’s 
acknowledgment of this responsibility. Areas may be closed to public access when circumstances 
require action to ensure the orderly conduct of government business. The decision to close public 
areas shall be made under GSA Federal Property Management Regulations or local requirements in 
consultation with appropriate security officials. 
 
L. When identification forms are required for admittance to departmental facilities, employees or 
maintenance and contractor personnel shall display an authorized form of identification at all times. 
Some departmental facilities may be closed to employees, contractors, and other persons as special 
circumstances warrant. During such special restrictions, supervisors may need to provide lists of 
essential persons to the facility manager or security officials to arrange for authorization to enter the 
facility. A completed CD-165, Admittance to Department of Commerce Installations During 
Security Hours, or a memorandum may be used for this purpose. Union representatives will 
normally be granted access to their union offices and files if conditions allow.  
 
M. The ultimate decision to control access to a facility rests with the facility official who shall 
consult with the servicing security officer. All access control procedures shall be established in 
accordance with the standards prescribed in the Department of Justice Standards for Federal 
Facilities. If necessary, the facility manager may strengthen the access control procedures in the 
manual. On the other hand, to accommodate unusual operations, facilities, or circumstances, local 
officials may prescribe less restrictive admittance procedures provided they are within the 
guidelines established by the Department of Justice Vulnerability Assessment of Federal Facilities. 
 
N. Personnel should immediately report missing office keys to the issuing office. The servicing 
security officer should conduct a security evaluation to determine if it is necessary to re-key the 
office. Security contacts, facility managers, or other issuing officials should institute a 10-day 
waiting period before the replacement of lost keys. The waiting period will allow time for a lost key 
to be found before expending the time and expense of issuing a replacement. 
 
O. All positions in the Department encumbered as police officers or law enforcement officers 
(LEO) and required to carry firearms in the line of duty will be designated High Risk at a minimum 
and will be processed in accordance with Chapter 10, Position Sensitivity Designation, of the 
manual. Police officers or LEO personnel occupying a position that requires access to classified 
material will be designated Critical-Sensitive. Special departmental investigative processing is 
required for armed guards, and certain other precautionary measures must be taken by selecting 
facility and security officials to reduce the possibilities of mishaps involving firearms. 
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P. Security containers utilized for the storage of classified information shall be controlled by the 
security contact in an operating unit in consultation with the servicing security officer. When 
possible, records of security container use shall be recorded in the Department’s electronic database 
system, Security Information Management System (SIMS). If an operating unit or other 
departmental office does not have access to the system, appropriate records, electronic or written, 
shall be maintained by the servicing security officer or the security contact to ensure the 
accountability of security containers. The Classified Control Point (CCP) in each operating unit is 
responsible for recording information into the SIMS, their own electronic system, or a written 
record, and for assisting the security contact in maintaining such a record. 
 
Q. Prior to procuring new storage containers, managers should make an effort to retire, return, 
declassify, or destroy unneeded classified records, files, or materials to make storage space or 
containers available. Managers shall also check with property management personnel to determine 
if surplus containers are available prior to purchase of new containers. 
 
R. A large number of filing cabinets with security lock-bars and padlocks in the Department have 
been conditionally approved for classified storage up to the Secret level. However, lock-bar filing 
cabinets are easily compromised and do not provide adequate protection for classified information. 
Therefore, these containers must be phased out of use by October 1, 2012. Until October 1, 2012, 
material up to the Secret level may be stored only if the equipment is already in use. These cabinets 
must be systematically phased out and be replaced with newer GSA-approved security containers. 
 
S. Volumes of valuable and critical property pass through shipping and receiving areas daily.  
Managers often create areas for the storage of new or used equipment waiting for distribution. If not 
properly protected, the areas become vulnerable to theft and misappropriation of the stored 
equipment. Storage areas should be located away from shipping and receiving areas and facility 
entry and exit points to make the unauthorized removal of stored items more difficult. 
 
T. Procedures shall be established for the control of incoming property, and shipments shall be 
checked for signs of pilferage or damage. A careful inventory of incoming shipments shall be 
conducted to assure that all items on the bill of lading or other manifests is received. Delivery 
records should be checked against requisitions and purchase orders. Only designated personnel with 
completed background investigations who have been determined to be trustworthy shall be 
authorized to accept or sign for deliveries. Damaged merchandise should be separated and secured 
until disposition can be made. 
 
U. GSA regulations require that all property leaving Federal facilities be accompanied by proof of 
authorized possession or ownership. The form presently in use in the Department for this purpose is 
the Optional Form 7, Property Pass. 
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V. Automated information systems and facilities require physical security measures to ensure 
proper and timely operation, to protect value, to safeguard the integrity of information, and to 
ensure the safety of personnel. Computer systems, facilities, and tape storage areas shall be 
protected from theft, alteration, damage by fire, dust, water, power loss and other contaminants, and 
unauthorized disruption of operation. The extent of physical security measures needed is 
determined by the results of a risk assessment and/or a physical security survey. 
 
W. At a minimum, computer facilities should be designated as a controlled area. A major computer 
facility shall be designated as a restricted area in which access into the facility is limited to 
personnel who are assigned there or who are authorized access by the facility manager. 
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Chapter 31 - Physical Security Planning  
  
3101 Security Planning 
 
A. The heads of operating units and senior managers responsible for Department of Commerce 
facilities shall ensure that security planning is an integral part of any function or project undertaken 
within the Department. Selecting, constructing, or modifying a facility without considering the 
security implications of employee safety and asset protection can result in costly modifications or 
retrofitting, considerable lost time, and liability for the Department. 
 
B. All security standards will be met in new or altered facilities whether constructed or acquired by 
purchase or lease. Every attempt will be made to acquire sites or new facilities that facilitate 
meeting physical security standards. In the event that one or more security standards may not be 
possible for a specific building, requests for exceptions shall be requested by the departmental 
organization to the Director for Security. 
 
C. Physical security programs shall be established and implemented within each operating unit 
based on the minimum standards set forth in the manual and other appropriate laws, regulations, 
and national codes for the protection of life and property to ensure the protection of departmental 
personnel and assets. The programs shall be administered and monitored to ensure their integrity.  
At a minimum a unit physical security program shall include the following elements. 
 

1. A physical security survey for each facility occupied by departmental personnel; 
 

2. Scheduled/unscheduled inspection of facilities to determine if the local security program 
meets required Federal and departmental standards or regulations; 

 
3. A comprehensive and continuing security education and awareness effort to gain the interest 
and support of employees, contractors, consultants, and visitors; 

 
4. An established process of emergency procedures to take immediate, positive, and orderly 
action to safeguard life and property during an emergency; and  

 
5. An appropriate set of security procedures to respond to changing threat conditions. 

 
D. The survey will evaluate the capability of the facility to protect departmental personnel, assets, 
and information. The interior and exterior portions of a facility should be videotaped for the record. 
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3102 Facility Protection 
 
A. The senior facility manager shall determine the level of protection required for each facility 
under his or her control based on the results of a comprehensive security survey of the facility. The 
survey will identify the jurisdictions involved and required responses. Formal agreements with local 
protective service companies or law enforcement agencies may be required to ensure proper 
responses. At a minimum a unit physical security program shall consider the following criteria. 
 

1. Perimeter protection is the first line of defense in providing physical security for personnel, 
property, and information at a facility. 
 

2. Interior controls as the second line of defense are perhaps the most important.  The extent of 
interior controls will be determined by considering the monetary value and criticality of the 
items and areas to be protected, the vulnerability of the facility, and the cost of the controls 
necessary to reduce that vulnerability.  

 
3. Cost of the security controls normally should not exceed the monetary value of the item or 
area to be protected unless necessitated by criticality or national security.  

 
B. Departmental facilities that handle, store, or process Top Secret classified information are 
required to employ guard services or other appropriate response forces to protect that information.  
Guard services may be provided at other departmental facilities after coordination between the 
facility manager and the servicing security officer. A security survey of the facility will determine 
the type and size of guard service.  Any new security guard requirement shall be supported by a 
security survey. 
 
3103 Planning Facility Protection 
 
A. The objective of planning facility protection is to ensure both the integrity of unit operations and 
the security of personnel, property, and information. Security requirements must be integrated into 
the site selection and construction or renovation before moving into a departmental facility. 
 
B. The modification of a facility or addition of security measures after occupying a facility can be 
costly and impractical; therefore, the facility manager and the security officer need to define the 
security measures necessary to support the facility’s mission and work prior to any construction or 
renovation. Coordination shall begin with the designers and architects and continue through the 
contracting process and construction and installation.  
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C. Many Department of Commerce offices occupy space in commercial buildings where GSA 
executes the lease for the Department. In leased office space with multiple tenants, access may not 
be controlled to the same extent as in a facility where the Department is the sole tenant. When the 
Department is the sole tenant, the security contact has more flexibility to plan and implement access 
controls. In most multi-agency tenant buildings, departmental tenants must rely on GSA to provide 
protection for the building. When GSA provides security, departmental security contacts and 
administrative officials must establish a working relationship with the appropriate GSA officials 
and maintain an active role in the security decisions and processes that affect the facility. 
 
3104 Design Factors 
 
A. Introduction. Security systems and procedures shall be considered from the design stage to the 
completion of the project.  Conduit runs, alarm wiring, utility access, reinforcing devices, and other 
necessary construction requirements should be included in the original design and construction 
plans. In addition to the factors listed below, see other chapters in this manual for further guidance 
concerning design and construction of physical security systems. 
 
B.  Facility and Building Location. 

 
1. Access Requirements. The planner must review the mission of the facility and determine the 
level of public access required, the time it will take for personnel to respond to incidents during 
duty and non-duty hours, and the workflow and processes so security can be integrated into the 
facility. 
 
2. Geographical Factors. The planner must consider approach routes, traffic patterns, and 
nearby transportation. If possible, facilities should not be located near high crime, high traffic, 
or industrial areas. 
 
3. Building Configuration. At a facility site, the number of separate buildings should be kept to 
a minimum and grouped close together. Close-in access for vehicles shall be discouraged. 
Barriers or passageways should be constructed to permit employees and property to pass safely 
between buildings.  

 
C. Configuration of Space. 
 

1. Entrances. Facility or office entrances should be kept to the absolute minimum, yet comply 
with fire safety codes. Although employee access, parking, and deliveries are to be 
accommodated, security-maintained entrances shall be engineered with provisions for guard 
posts and access control systems. One entrance with multiple interior routes is preferable to 
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several outside entrances. Plans shall include space for reception desks, barriers, and other 
controls. 

 
2. Access Controls. Locking devices shall be used on all perimeter and interior doors. These 
devices can be either key or electronically operated. Cleaning, maintenance, and protective staff 
need access to do their jobs. Keys, Personal Identification Numbers (PIN), and time zones shall 
be defined to support these functions.  

 
3. Location of Offices and Facilities. Offices or other facilities should be adjacently located 
and on the same or successive floors. Facility managers should try to avoid leasing space that 
has non-departmental leased space between departmental leased space. Sensitive operations 
such as credit unions, imprest funds, or those involved in handling classified or sensitive 
information should be located on upper floors and away from entrances. Related activities, such 
as shipping and receiving should be located in adjacent or nearby locations (see paragraph 3806, 
Shipping/Receiving and Storage Areas). To control access to the spaces, facility managers shall 
install locks on entrances/exits and corridor doors. Perimeter doors and interior rooms will be 
locked when unattended. Key issuance and control programs must be established. 

 
4. Guard Forces. Access controlled by a guard force requires written procedures to define who 
can enter the facility. When a guard service is not used or available, facility managers shall 
establish a liaison with local law enforcement officials and advise them of the security hours 
and who to contact in an emergency. If necessary, facility managers shall arrange for the 
protection of employee parking areas.  

     
5. Property Control. Facility managers shall establish procedures to provide for the control and 
removal of property, equipment, and official records. Signature exemplars of property pass 
holders must be maintained on file and utilized by the guard force to control improper removal 
of property, equipment, and official records.  

 
D. Safety and Fire Protection. Safety and fire protection requirements must be incorporated into 
any construction plans. Operating units must follow accepted fire prevention practices in operating 
and managing buildings. Federally owned buildings are generally exempt from state and local code 
requirements in fire protection. In accordance with Title 40 of the U.S. Code § 619, however, each 
building constructed or altered by a Federal agency must be constructed or altered, to the maximum 
extent feasible, in compliance with one of the nationally recognized model building codes and with 
other nationally recognized codes. Operating units in the Department of Commerce must use the 
National Fire Protection Association (NFPA) codes and standards as a guide for their building 
operations. Managers shall contact GSA and/or appropriate officials regarding GSA requirements, 
NFPA codes, and possible local code requirements and construction standards when constructing or 
altering Federal facilities.  
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E. Utilities. Utility systems shall be protected against unauthorized access. The protection of 
telephone, electrical, heating and cooling systems, water supplies, boilers and generators, and 
valves, regulators, and controls must be planned. 
 
F. Special Activities. Special emphasis shall be placed on security systems and safeguards when 
constructing or modifying special or sensitive activities such as mail rooms, equipment storage or 
shipping and receiving areas, classified work areas, computer rooms, child care centers, and special 
use areas such as warehouses or hazardous materials storage areas. Additional information is 
contained in Chapter 38, Security for Special Functions. 
 
G. Contingency Plans. A contingency plan must be developed for each Department of Commerce 
facility to protect personnel and property in the event of emergencies such as fire, bomb threats, 
civil disturbances, and natural disasters. See Appendix R, Homeland Security Phased Security Alert 
Levels and Appendix S, Bomb Threat Procedures.  
 
3105 Surveys and Inspections 
 
A. Introduction. A physical security survey is an in-depth analysis used to determine security 
measures needed to protect departmental personnel, property, and information. An inspection is a 
check or test against a set of standards or regulations to verify if a security program or facility meets 
those standards or regulations.  Inspections evaluate implementation of regulations, the education of 
employees, security administration, and existing internal management controls. The facility 
manager shall use surveys and inspections to carry out oversight responsibilities. 
 
B.  Physical Security Surveys. 
 

1. Purpose. The facility manager, in conjunction with the servicing security officer, will 
conduct a survey of each facility under his/her jurisdiction to determine the type and extent of 
security controls necessary for each facility or area. Each physical security survey will include a 
security evaluation (risk assessment) that addresses the criticality of operations, the 
vulnerability of the facility or area, the probability of loss or damage to the facility or property 
and danger to personnel, and recommended countermeasures presented on a cost-benefit basis. 

 
2. Checklists. When an on-site visit by the servicing security officer is not possible, the facility 
manager will conduct a self-administered checklist survey and forward a copy of the checklist 
to the servicing security officer. A checklist is a detailed questionnaire, as illustrated in 
Appendices L, N, O, or P that addresses facility security issues. The checklists are furnished as 
general guides since not all of the questions apply to all facilities. All “Yes” answers on a 
checklist are not necessarily a requirement for a secure facility or an indication of a totally 
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secure facility. The facility manager will have to make decisions concerning the applicability of 
each question to the particular facility or space being surveyed.   

 
3. Recommendations. The servicing security officer shall assist the facility manager in 
developing a security plan to address recommendations resulting from the surveys, inspections, 
or self-administered checklists. All recommendations shall be coordinated with the Office of 
Security. 

 
4. Criticality, Vulnerability, and Probability. A survey is not complete until the factors listed 
below have been given full consideration.  

 
a. Criticality. Criticality defines the effect that work reduction or mission loss would have 
on a facility or operation. Work loss or reduction could have a negative impact on national 
security, departmental mission, or a facility's operations. Examples of adverse effects 
include the interruption of a vital function, disruption of operations, or the compromise of 
classified information. A higher classification level of information processed or stored in a 
facility will increase the criticality factor at that facility. 

 
b. Vulnerability. Vulnerability describes the susceptibility of a facility or operation to 
damage, destruction, possible theft, or loss of property. Physical vulnerability factors 
include the size, configuration, construction, and location of the facility. Area vulnerability 
factors include population demographics, the local crime rate, the proximity of law 
enforcement, and emergency response services. 

 
c. Risk. Risk evaluates the potential for damage or loss to a departmental operation, activity, 
facility, or mission. A risk assessment is conducted to determine the probability that an 
action, circumstance, or event could cause loss or damage to a departmental asset. 
Probability of risk is an ever-changing dynamic that depends on the intention and capability 
of an adversary to undertake actions detrimental to departmental interests.  

 
5.  Types of Surveys. 

 
a. Initial Survey. The initial survey is conducted prior to constructing, leasing, acquiring, 
modifying, or occupying a facility or area. It identifies security measures or equipment 
necessary to maintain the level of security required to protect the facility dictated by the 
criticality and vulnerability of the facility. 

 
b. Compliance Survey. After the initial survey, a compliance survey is conducted to ensure 
the completion of specified modifications. This survey shall be conducted before acceptance 
of the property or occupancy.  
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c. Supplemental Survey. A supplemental survey is conducted when significant changes in 
organization, mission, or facility structure occur. The survey is conducted at the discretion 
of either the facility manager or the servicing security officer.  

 
d. Special Survey. The special survey is conducted to examine or resolve specific issues, 
such as the accreditation of a vault used to store Sensitive Compartmented Information 
(SCI) material or an assessment of damage resulting from an incident. Special surveys are 
initiated at the direction of the Director for Security. 

 
6. Conducting Surveys. The servicing security officer shall conduct a survey with the 
assistance of the facility manager. The facility manager will provide a layout of the facility 
depicting interior areas in the facility, access points, parking lots, warehouses, and any adjacent 
areas belonging to the facility. The servicing security officer shall interview program 
management officials to determine the mission and nature of operations, classification or 
sensitivity level of information, and value of assets. He or she should visit the facility or area to 
obtain the information noted below. 

 
a. The facility's address, number of buildings, tenant organizations, approximate population, 
and names of key management officials. 

 
b. The security level of the building as determined by the Department of Justice 
Vulnerability Assessment of Federal Facilities. 

 
c. Type of construction of buildings at the facility.  

 
d. A description of features of the facility and conditions that produce vulnerabilities.  The 
physical configuration of the office or facility storing classified information shall be 
documented. 

 
e. A description of adjacent buildings that could provide access to the facility. 

 
f. A description of the surrounding area, e.g., types of buildings, terrain, vegetation, 
roadways, pedestrian walkways, parking lots, etc., for at least one quarter of a mile in all 
directions. The area should be expanded if significant crime demographics are developed. 

 
g. An analysis of criminal and fire incidents for the jurisdiction(s) in which the facility is 
located covering at least a one-year period. Crime/fire records should be obtained for the 
surrounding area of the facility and compared to the facility records.   
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h. The law enforcement agency, fire department, guard force company or agency, and other 
organizations responsible for emergency response along with its response time. 

 
i. An assessment of the replacement and/or intrinsic value of assets, and sensitive or unique 
equipment. The highest classification level of information processed or stored in the facility 
and the number and types of weapons should be documented. 

 
j. A description of access controls, alarms, guard services, and security containers.  

 
k. Recommendations for improving security and pertinent implementing instructions.  

 
7. Survey Report. The servicing security officer, in coordination with the facility manager, will 
ensure that the survey report is thorough and precise. The survey report shall be submitted to the 
facility or office manager for review prior to completion of the recommendations. A copy of the 
completed survey report shall be maintained by the servicing security officer and a copy 
forwarded to the Office of Security for review. The survey report should include: 

 
a. The rationale for the survey; 

 
b. A security evaluation; 

 
c. A background or history, if applicable; 

 
d. A paragraph describing the environment around the facility; 

 
e. A detailed statement of findings and recommendations for making any necessary security 
improvements; and  

 
f. The exhibits supporting the report such as floor plans, photographs, and specifications. 

 
C.  Physical Security Inspections. 
 

1. Purpose. Inspections, announced or unannounced, are conducted to determine the extent of 
compliance with security regulations and procedures to ensure the protection of the 
Department's assets. The facility manager will periodically conduct self-administered 
inspections of facilities and programs under his/her jurisdiction as necessary to ensure 
compliance with the provisions of the manual. The Office of Security will provide oversight 
through a compliance review and assistance visit conducted by the servicing security officer or 
a compliance review team. The inspections will result in a written report with copies retained at 
the inspection site and with the servicing security officer and the Office of Security. 
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2. Recommendations. The servicing security officer and/or the compliance review team will 
assist the facility or office manager in resolving any discrepancies or implementing any 
recommendations.  

 
3. Types of Inspections. 

 
a. Evaluative or Fact-Finding Inspection. Promotes a positive tone, while taking a broad, 
general look at a facility or program. The inspector has the option to resolve the deficiency 
on the spot or recommend further corrective actions within a non-specified time frame. The 
evaluative inspection can assist management officials in planning or upgrading their security 
programs. 

 
b. Compliance Inspection. Focuses on compliance with established standards or 
regulations and may be admonitory in tone.  

 
c. Penetration Inspection. A deliberate attempt by security officials to breach security 
systems and procedures to test compliance with regulations and procedures and is usually 
conducted for counterintelligence purposes at facilities where highly classified and/or 
critical operations or materials are at risk from hostile intelligence operations. A penetration 
inspection must be approved, in advance, by the Director of Security. 

 
d. Self-Inspection.  Initiated by the facility manager or security contact to evaluate his or 
her own security program. The initiator determines the scope and purpose of the 
self-inspection. Checklists in the manual (Appendices L – Q) can be adapted for self-
inspection surveys. Further guidance on self-inspections can be obtained from the servicing 
security officer, facility manager, or the Office of Security. 

 
4. Frequency of Inspections. The frequency of inspections will be based on the criticality and 
vulnerability of a facility or the level of classification or value of information processed or 
stored at a facility. The following guidance provides the minimum frequency for inspections. 

 
a. Facilities that process or store Sensitive Compartmented Information, Communications 
Security (COMSEC), or NATO information shall be inspected annually. 

 
b. Facilities that process or store Top Secret information shall be inspected every two years. 

 
c. Facilities that produce highly critical or sensitive information, or have been designated 
highly vulnerable to damage, alteration, or disruption, shall be inspected every three years. 
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d. All other Department of Commerce facilities shall be inspected every five years. 
 

e. After-hours room checks shall be conducted randomly or as needed. 
 

5. Conducting Inspections. The following guidance provides the minimum steps for 
conducting inspections. 

 
a. The inspector shall determine the scope, type, and method of inspection. The inspection 
must be scheduled with the office or resident facility manager, and if appropriate, written 
notice shall be provided. The notice should provide the dates, purpose, proposed interview 
schedule, and a request for any additional information, as needed. The inspector should 
review past inspection reports and mission statements and prepare a list of questions or a 
checklist to structure the inspection.  

 
b. Upon arrival at the site and prior to departure, the inspector shall meet with the security 
contact and the facility manager or his or her representative to discuss the inspection. A 
sufficient sampling of data shall be collected from interviews with on-site employees and 
contractors and from touring the facility. The inspector will review the facility’s local 
security procedures. After the review, the inspector shall report all findings to include any 
discrepancies corrected on the spot. 

 
c. After sufficient data is collected, the inspector should analyze all findings, compare them 
with applicable security regulations, list discrepancies and cite regulatory references, 
recommend corrective actions, and write the inspection report.  

 
d. The inspection report shall be produced within 20 working days of completion of the 
inspection. It should be divided into sections consisting of a summary, introduction, scope 
and purpose, overview and methodology, findings and recommendations, and observations. 
The report should be distributed to the security contact and the manager of the facility 
inspected in a timely manner. The report will require a response to any recommendations 
not later than 60 working days from the date of report.  
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Chapter 32 - Exterior Protection 
 
3201 Perimeter Security Measures 
 
A. Perimeter protection is the first line of defense in providing physical security for a facility. This 
can be accomplished by installing fences or other physical barriers, outside lighting, lockable gates, 
intrusion detectors, or a guard force. Perimeter protection also includes walls, lockable doors and 
windows, bars and grilles, fire escapes, and signage. 
 
B. In addition to defining the physical limits of a facility and controlling access, a perimeter barrier 
also creates a physical and psychological deterrent to unauthorized entry. It delays intrusion into an 
area, making the possibility of detection and apprehension more likely. It aids security forces in 
controlling access and assists in directing the flow of persons and vehicles through designated 
entrances.  
 
C. Every vulnerable point should be protected to deter or prevent unauthorized access to the 
facility. The roof, basement, and walls of a building may contain vulnerable points of potential 
entry. A security survey of the perimeter shall address manholes and tunnels, grates leading to the 
basement, elevator shafts, ventilation openings, skylights, and any opening 96 square inches/.061 
square meters or larger which is within 18 feet/5.5 meters off the ground.  
 
D. Security and safety signage will be employed at departmental facilities in accordance with 
mission needs and local municipal ordinances to serve as a notice to the public and a warning to 
intruders that the area is restricted and/or controlled. Multi-lingual signage will be used in local 
areas where it is customary. 
 
E. The facility manager, in consultation with the servicing security officer, determines the extent of 
perimeter controls based on a comprehensive security survey. The survey report should define the 
requirements for perimeter and other controls necessary to adequately protect the facility.  
 
F. Applicable local fire codes will be included in the security survey. Security measures will 
comply with local fire and life safety codes. Any deviation from this policy based on claim of 
sovereignty of the Federal Government will need approval by the Director for Security. 
 
G. The facility manager, the servicing security officer, and the Office of Security will maintain 
security surveys conducted at each departmental facility. When equipment is available, surveys will 
be video taped. This provides a record in case of an accident, fire, or hostile incident. 
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3202 Fencing 
 
A. Fences are the most common perimeter barrier or control. Two types normally used are chain 
link and barbed wire. The choice is dependent primarily upon the degree of permanence of the 
facility and local ordinances. A perimeter fence should be continuous, kept free of plant growth, 
and maintained in good condition. 
 

1. Chain Link. Chain link fencing should be laid out in a straight line to permit unhampered 
observation. It should be constructed of No. 11 gauge or heavier wire mesh (2 inches/5.08 cm 
square) and should be not less than seven feet or 2.13 meters high and have a top guard. It 
should extend to within two inches/5.08cm of firm ground. It should be taut and securely 
fastened to rigid metal posts set in concrete. Anti-erosion measures like surface priming may be 
necessary. Where a fence traverses culverts, troughs, or other openings larger than 96 square 
inches or .061 square meters in area, the openings should be protected by fencing, iron grilles, 
or other barriers to prevent passage of intruders without impeding drainage. Chain link fencing 
is low in maintenance cost, a minimal safety hazard, and has openings small enough to 
discourage the passage of pilfered articles. A three-foot “clear” buffer should be maintained on 
both sides of the fence. This buffer should be kept clear of anything that could interfere with a 
clear line-of-sight down the fence line. 

 
2. Barbed Wire. Standard barbed wire is twisted, double strand, No. 12 gauge wire, with 
four-point barbs spaced four inches or 10.16 cm apart. Barbed wire fencing, including gates 
intended to prevent trespassing, should be no less than seven feet or 2.13 meters in height plus a 
top guard, tightly stretched, and should be firmly affixed to posts not more than six feet or 1.82 
meters apart. Distances between strands should not exceed six inches or 15.24 cm.  

 
B.  Other perimeter barriers include the following devices. 
 

1. Concertina Wire. Concertina wire was developed for the purpose of maiming people who 
attempt to breach a perimeter. Concertina wire will be used only in severe circumstances 
requiring extreme responses due to localized conditions. Concertina wire will not be used to 
protect departmental facilities unless approved by the Director of Security. 

 
2. Top Guard. A top guard is an overhang of barbed wire along the top of a fence, facing 
inward/outward and upward at an angle of 45 degrees. Three or four strands of barbed wire 
spaced six inches or 15.24 cm apart are used, but the length of the supporting arms and the 
number of strands can be increased when required. The supporting arms should be affixed to the 
top of the fence posts and be of sufficient height to increase the overall height of the fence at 
least one foot or 30.48 cm. Where a building of less than three stories is used to form a part of 
the perimeter, a top guard should be used along the outside wall to deter access to the roof.  
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3203 Gates 
 
A. A gate provides a break in a perimeter fence or wall to allow entry. Gates are secured by locks, 
guarded by intermittent guard patrols or fixed guard posts, protected by intrusion alarms, or closed 
circuit television (CCTV) or by a combination of these systems. The number of gates and perimeter 
entrances shall be limited to those absolutely necessary. The main design consideration is to 
accommodate the peak flow of pedestrian and vehicular traffic.  
 
B. Gates should be adequately lighted. Lighting requirements for gates must be coordinated with 
other security measures. Lighting is critical if CCTV cameras are used to monitor the gate. Gates 
shall be locked when not staffed and periodically inspected by a roving guard force. Utility 
openings in a fence that do not serve as gates should be locked, guarded, or protected by a roving 
patrol.  
 
C. Intrusion detection and access control devices may be desirable when the gate is used 
intermittently or when a higher level of protection is desired. Access is granted by coded cards, 
electronic key pads, keys, or biometric systems. 
 
3204 Protective Lighting 
 
Protective lighting is a valuable and inexpensive deterrent to crime. It improves visibility for 
checking badges and people at entrances, inspecting vehicles, preventing illegal entry, and detecting 
intruders both inside and outside buildings. If CCTV is employed to secure exterior or interior 
space, the lighting has to be engineered for the application. The type of lighting (e.g. low-pressure 
sodium, halogen, etc.) has to be selected. Environmental factors include background, pole locations, 
mounting, and climatology. Protective lighting should be located where it will overlap and 
illuminate shadowed areas and be directed at probable courses of intrusion. If justified, emergency 
power for lighting backup should be provided. 
 
3205 Perimeter Intrusion Detection 
 
Protecting the perimeter of a facility that houses expensive equipment, sensitive operations, or 
classified information may require intrusion detection devices. Chapter 33, Interior Protection, 
provides detailed guidance on intrusion detection systems and equipment that can be used for 
perimeter security applications.  
 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

______________________________________________________________________________ 
Section IV – Physical Security 

Chapter 32 – Exterior Protection 
April 4, 2003 

Page 32.4  

 

3206 Doors 
 
A. Doors are prime vulnerable points in the security of any building. A door must be installed so the 
hinges are on the inside to preclude removal of the screws or the use of chisels or cutting devices. 
Pins in exterior hinges should be welded, flanged, or otherwise secured. Hinge dowels between the 
hinge plates and the frame and the hinge plates and the inside door edge should be used to preclude 
the door's removal. The door should be metal or solid wood. If a wooden door does not have a solid 
core construction or contains panels less than 1.375 inch or 3.49 cm thick, it should be covered on 
the inside with at least 16-gauge sheet steel attached with screws to provide additional protection. 
Life safety codes, both national and local, where applicable, must be observed. Intrusion detection 
systems will be employed to protect vulnerable areas if life safety issues arise. Transoms should be 
sealed permanently or locked from the inside with a sturdy sliding bolt lock or other similar device 
or be equipped with bars or grilles. To prevent the spread of fire, transoms should be covered with a 
solid sheet of wood or metal. When necessary, managers should refer to national and local fire and 
life safety codes to apply the appropriate standard. 
 
B. Rolling overhead doors not controlled or locked by electric power should be protected by slide 
bolts on the bottom bar. Chain link doors should be provided with a cast iron keeper and pin for 
securing the hand chain, and the operating shaft on a crank operated door should be secured. A 
solid overhead, swinging, sliding, or accordion-type garage door should be secured with a cylinder 
lock or padlock. Also, a metal slide bar, bolt, or crossbar should be provided on the inside.  Metal 
accordion grate or grille-type doors should have a secured metal guide track at the top and bottom 
and be secured with a cylinder lock or padlock.  
 
3207 Windows 
 
A. Windows are also vulnerable points for gaining access to a building. Windows should be secured 
on the inside using a lock, locking bolt, slide bar, or crossbar with a padlock. The window frame 
must be securely fastened to the building so that it cannot be pried loose. As with glass panels in a 
door, window glass can be broken or cut so the intruder can reach inside and release the lock. If a 
window is not needed for ventilation, glass block will provide maximum security while permitting 
light to pass. Life safety codes must be observed if a window could possibly be used as an escape 
route. 
 
B. Bars or steel grilles can be used to protect a window. They should be at least one-half inch or 
1.27 cm in diameter, round, and spaced not more than five inches or 12.7 cm apart. If a grille is 
used, the material should be No. 9 gauge, two inches or 5.08 cm square mesh. Outside hinges on a 
window should have non-removable pins. The hinge pins should be welded, flanged, or otherwise 
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secured so they cannot be removed. Bars or grilles must be securely fastened to the window frame 
so they cannot be pried loose. 
 
3208 Manholes, Grates, and Storm Drains 
 
Many facilities have manholes and tunnels providing service entrances into buildings. Other 
manholes may provide an entrance to tunnels containing pipes for heat, gas, water, and telephone. If 
a tunnel penetrates the interior of a building, the manhole cover must be secured. A chain and 
padlock can be used to secure a manhole. Steel grates and doors flush with the ground level may 
provide convenient access. These openings may be designed into the facility as service entrances or 
outside elevator entrances or they may provide light and ventilation to the basement level. If the 
frame is properly secured, the grates or doors can be welded into place or they can be secured with 
a chain and padlock. Bolting or spot welding should secure sewers or storm drains that may provide 
an entrance. 
 
3209 Roof Openings 
 
Openings in elevators, penthouses, hatchways, or doors to roofs are often overlooked because of 
infrequent use. Skylights are another source of entry from roofs. These openings can be protected 
like windows with bars or mesh. Such protection should be installed inside the openings to make it 
more difficult to remove.  
 
3210 Shafts, Vents, and Ducts 
 
Ventilation shafts, vents, or ducts and openings in the building to accommodate ventilating fans or 
the air conditioning system can be used to enter a facility. A ventilation fan can be removed or the 
blade bent to make a sufficiently large opening for entry. Bars are recommended to deter such 
access. Screens are generally considered less desirable than bars because screens may interfere with 
the airflow.  
 
3211 Fire Escapes and Building Walls 
 
A. Normally, outside fire escapes do not provide an entrance directly into the building; however, 
they can provide easy access to the roof or openings high above the ground level. Windows or other 
openings off the fire escape should be restricted to being opened only from the inside. The fire 
escape should be a minimum of 12 feet from the ground and/or grade.   
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B. Walls are not normally considered possible points of entry because of their usual solid 
construction; however, they cannot be disregarded because intruders may be able to break through 
them to gain entrance. Reinforcement at critical points may be necessary to deter forced entry.  
 
3212 Facilities in Remote Locations 
 
Large facilities located in sparsely inhabited areas have an inherent form of protection by virtue of 
their isolation. Constructing a fence around the perimeter usually will provide an adequate deterrent 
to entry. Occasional observation by a roving guard force may be necessary depending on the 
sensitivity of the facility. CCTV systems can be especially helpful if guard forces are available to 
monitor them. 
 
3213 Signage  
 
Warning signs or notices shall be posted to deter trespassing on government property. Signs shall be 
plainly displayed and be legible from any approach to the perimeter from a reasonable distance. The 
size and coloring of such signs, lettering thereon, and interval of posting must be appropriate to 
each situation. Refer to 41 CFR Subpart 101-20.3, Conduct on Federal Property. 
 
A. Control Signs. Signs should be erected where necessary to assist in control of authorized entry, 
to deter unauthorized entry, and to preclude inadvertent entry. Persons in or on Department of 
Commerce property shall at all times comply with signs of a prohibitory, regulatory, or directory 
nature and with the lawful direction of security guards or other authorized individuals. 
 
B. Other Signs. 
 

1. Condition of Entry. Signs setting forth the conditions of entry to an installation or area 
should be plainly posted at all principal entrances and should be legible under normal conditions 
at a distance not less than 50 feet from the point of entry. Such signs should inform the entrant 
that packages, briefcases, and other containers in the immediate possession of visitors, 
employees, or other persons arriving on, working at, visiting, or departing from Department of 
Commerce property, are subject to inspection. A full search of a person and any vehicle driven 
or occupied by the person may accompany an arrest if necessary. 

 
2. Restricted Areas. Signs or notices legibly setting forth the designation of restricted areas and 
conditions of entry should be plainly posted at all entrances and at other points along the 
perimeter as necessary.   
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3. Explosives. Signs or notices must clearly indicate that no person entering or while on 
Department of Commerce property shall carry or possess explosives, or items intended to be 
used to fabricate explosives or incendiary devices, either openly or concealed, except for official 
purposes. 

 
4. Weapons Prohibited. Section 930 of Title 18 of the U.S. Code prohibits possession of a 
firearm or other dangerous weapon in Federal facilities, unless authorized by law, and defines 
“dangerous weapons” as a weapon, device, instrument, material, or substance, animate or 
inanimate, that is used for, or is readily capable of, causing serious bodily injury or death. 
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Chapter 33 - Interior Protection 
   
3301 Interior Security Controls 
 
A. The second line of defense of the perimeter is interior controls. When an intruder is able to 
penetrate the perimeter controls and the building exterior, the interior controls must be able to stop 
further penetration. There are few facilities where every employee has access to every area in the 
facility. Accordingly, access to some areas will be controlled. For example, interior controls are 
necessary to protect classified information from unauthorized disclosure, to prevent damage to the 
area or to equipment, to prevent interference with operations, for safety purposes, or for a 
combination of these reasons.  
 
B. Interior controls are applied to specific rooms or physical spaces within a building or facility. 
The facility or office manager is responsible for determining whether interior controls are 
necessary. Office area controls include structural upgrades, key accountability systems, locking 
devices, and access control systems.  
 
C. The extent of interior controls will be determined by considering the monetary value and mission 
criticality of the items or areas to be protected, the vulnerability of the facility, and cost of the 
security controls.  Normally, the cost of security controls should not exceed the value of the item or 
area to be protected.  
 
3302 Area Designations 
 
A. Controlled Area. A controlled area is defined as a room, office, building, or other form of 
facility to which access is monitored, controlled, or restricted. Admittance to a controlled area is 
limited to persons who have official business within the area. The senior facility manager, in 
consultation with the servicing security officer, is authorized to designate an area as a controlled 
area after adequate security measures are in place. The following areas shall be designated as 
controlled areas. 
 

1. An area where classified information or highly sensitive information is handled, processed, or 
stored.  For example, a mailroom is considered a controlled area.  

 
2. An area that houses equipment that is valuable or critical to the continued operations or 
provision of services.  
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3. An area where uncontrolled access would interfere with or disrupt personnel assigned to the 
area in carrying out their official duties.  

      
4. An area where equipment or operations constitute a potential safety hazard.  

 
5. An area that is particularly sensitive as determined by the facility manager. 

 
6. Law enforcement offices.  

 
B. Restricted Area. A restricted area requires special constraints or controls to safeguard property 
or material. Admittance to a restricted area is limited to personnel assigned to the area and persons 
who have been specifically authorized access to the area. Personnel without an appropriate security 
clearance must be escorted in a restricted area where classified material is produced, processed, or 
stored by personnel assigned to the area. When uncleared personnel are present in a restricted area, 
classified information must be protected from observation, disclosure, or removal. The facility 
manager, in consultation with the servicing security officer, is authorized to designate an area as a 
restricted area after adequate security measures are in place. The following areas shall be designated 
as restricted areas. 
 

1. Any area housing Top Secret information (see paragraph 3306, Security Vaults, and 
paragraph 3307, Security Vault Doors, regarding vaults and strongrooms). 

 
2. Any area accredited for the open storage of Secret or Confidential classified information. 
This includes areas where classified information is normally or frequently displayed, such as 
charts, maps, drawings, photographs, equipment, or conference rooms where classified 
information is being discussed. This does not include an office in which classified information 
is discussed or displayed and action can be taken by occupants to prevent disclosure. 

 
3. An area used as a major repository for classified materials or where classified materials of 
substantial volume are produced or handled.  

     
4. A telecommunications center that processes classified information.  

 
5. An area that conducts client-server computer operations or highly valuable or sensitive 
equipment. 

     
6. Law enforcement evidence rooms and weapons/ammunition storage areas as appropriate.  

     
7. Any other area that is highly critical or sensitive as determined by the facility manager.  
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C. Working and Storage Areas for Special Access Programs. 
 

1. SCI Facilities. A protected room or office where Sensitive Compartmented Information 
(SCI) may be stored, used, discussed, and/or processed is called a Sensitive Compartmented 
Information Facility or SCIF. There are two types of SCIFs: working areas and storage areas.  
Prior to formal accreditation, the area must meet the rigid physical security standards set forth in 
Director of Central Intelligence Directive (DCID) 1/21, Physical Security Standards for 
Sensitive Compartmented Information Facilities. The Office of Security provides liaison with 
other government agencies on security matters and coordinates the accreditation of SCIFs 
within the Department. 
 

2. Other Special Access Program Areas. Government agencies outside the Intelligence 
Community may have special access programs that require stringent physical security standards. 
Working and storage areas in the Department where special access program information is 
stored, used, discussed, or processed will be constructed in accordance with standards issued by 
the sponsoring agency. The Office of Security will coordinate the approval process with the 
appropriate agency. To initiate the process, an operating unit head shall submit a written request 
with justification to the Office of Security.  

 
3. Accreditation of Facilities. SCI material can be maintained only in facilities approved by the 
CIA for its receipt, storage, and handling. To request establishment and accreditation of a SCIF, 
a request should be forwarded through the Department’s Office of Executive Support (OES) to 
the Office of Security. The request must include the SCI level of accreditation requested, 
complete address, point of contact, justification, and a description of any automated equipment 
that will be housed in the area. Based on the request, the Office of Security will conduct a 
physical security survey of the facility to be accredited as a SCIF. Recommendations for any 
security upgrades will be provided to the requester. After implementing the recommendations, a 
follow-up inspection will be conducted prior to final accreditation. A final accreditation shall be 
provided in writing to the operating unit head, the operating unit’s security contact, and the 
servicing security officer with a file copy maintained in the Office of Security. 

 
3303 Challenge Authority 
 
Any person within a departmental facility, regardless of position, shall be subject to challenge by 
another departmental employee, the servicing guard force, security contact, servicing security 
officer, or any law enforcement officer, and shall display appropriate identification when 
challenged. Failure to do so may result in removal from the facility or other administrative action.  
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3304 Property Control 
 
Facility and office managers shall establish procedures for the control and accountability of 
property in departmental facilities in accordance with existing Federal property regulations. The 
following documentation is used for property control.  
 
A.  Optional Form 7, Property Pass. 
 

1. GSA regulations require that all property leaving Federal facilities be accompanied by proof 
of authorized possession or ownership. The form presently in use nationwide for this purpose is 
the Optional Form 7, Property Pass. This form is available through Commerce supply stores and 
at GSA Self-Service Supply Centers.  

 
2. The first step in establishing a Federal property control program is to establish a cadre of 
officials who are authorized to sign the Optional Form 7. This list must be updated periodically 
and should be provided to the guard force or to other individuals who control facility entrances. 
The authorized signers should be supervisors or administrative officers who are in a position to 
have some familiarity with the items most likely to be removed from their respective areas. 
They should be instructed in how to fill out the forms, how to clearly identify property, and how 
to maintain an accountability and follow-up program to assure the return of Federal property.  

 
3. The guard force post orders at each entrance should set forth the procedures for checking 
outbound property, for identifying property by serial number and description, for verifying 
authorized signatures, and for retrieving the Optional Form 7 when the property passes their 
post. They should also have instructions on how to deal with individuals who do not have the 
proper documentation when attempting to remove property. The guards should return all 
retrieved Optional Form 7s to the appropriate security official at least every 30 days.  

 
4. The security contact should forward the retrieved Optional Form 7s to the authorized signers 
for follow-up action to ensure that removed Federal property is properly accounted for and 
returned.  

 
5. Security contacts or facility managers may wish to expedite the property control process in 
larger facilities by establishing a sign-in/sign-out log. Such a procedure will permit visitors to 
bring property into the building and leave the building the same day at the same entrance 
without having to obtain a property pass.  

 
B. Other Forms for Removing Property. In addition to the Optional Form 7, the following 
documentation may be used for removing the referenced materials from Commerce facilities.  
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1. CD-50, Personal Property Control. This form is used to request and account for the moving 
or disposal of furniture, office equipment, and other personal property from and between 
Commerce facilities.  

 
2. CD-10, Publications Service Request. This form may be used to document and authorize 
the removal of official printed matter such as supplies of forms, pamphlets, and other 
Department of Commerce published documents.  

 
3. Sales Receipt. A sales receipt or other documentation that provides proof of ownership for 
personally owned property.  

 
3305 Intrusion Detection Systems 
 
A. Purpose. Alarm systems are designed to alert security personnel or other staff of an actual or 
attempted intrusion into an area. These warning systems detect and report intrusions or attempts to 
breach a specific area. All alarm systems require a response capability to provide real protection for 
an area. All systems have weak points by which their effectiveness can be minimized or even 
completely interrupted or circumvented. Proper design and routing of cables can minimize this risk. 
The advantages and limitations of a variety of detection systems are described below.  
 
B. Planning Alarm Installations. Alarms are used to detect approach or intrusion into an area. 
Some alarms are intended for exterior protection and others are suitable only for indoor 
installations.  The following criteria must be addressed in determining the need for an alarm system.  
 

1. Sensitivity or criticality of the operation.  
 

2. Vulnerability of the facility to damage, interruption, alteration, or other harm.  
 

3. Sensitivity or value of the information or property stored at the facility.  
 

4. Location of facility and accessibility to intruders.  
 

5. Other forms of protection in place or available.  
 

6. Response capability of the guard force or local law enforcement units.  
 

7. Number of staff needing access to protected areas. 
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C. Components of an Alarm System. 
 

1. Alarm Panel. An analog computer inside a steel cabinet that receives signals from individual 
sensors and zones. The computer normally uses a telephone line to report administrative and 
alarm activity to a monitoring station.  

 
2. Alarm Sensors. Devices that use magnetic, infrared beam, acoustical, shock, microwave, 
photoelectric, or moisture sensors to detect physical presence in an area.  Each sensor uses a 
different type of technology.   

 
3. Alarm Annunciators. A device that provides a sound and/or a visual signal to activate a 
system’s alarm or indicate a system’s malfunction. Annunciators may be combined in a system 
that announces alarms both locally and remotely.  

 
4. Emergency Electrical Backup. A DC power system that provides a supply of power to 
ensure continued protection in case of electrical (AC) power loss. Normally enough battery 
capacity is provided for up to 48 hours of operation with one hour of annunciation activity. 

 
5. Alarm Addressing. A device used to identify and define zones in the security system. 
Typically, one or more devices may be addressed to a specific zone. All devices on a zone 
should use the same type of technology.   

 
D. Alarm Annunciation. For an intrusion detection system to be effective, the alarm must 
annunciate, or sound, at a time and location that will generate a satisfactory response. Alarm 
devices use transmission lines or radio communications to relay a warning of intrusion or potential 
danger. Types of annunciation include the following devices. 
 

1. Local Alarm System. The local alarm system has circuits within the secured area that are 
directly connected to audio or visual signal-producing devices such as annunciator panels, bells 
or sirens, or a staffed monitoring station located in the protected facility. Devices that do not 
annunciate at a panel should be mounted on the exterior of the building or, in large buildings, at 
interior locations where they will be audible or visible at a reasonable distance. Any alarm 
system should be protected against weather and tampering.  

 
2. Central Alarm System. The central station receiver is connected to an alarm through 
telephone lines, long-range radio, cellular phone systems, or direct wire. Central alarm systems 
can generate a response to a centrally located station such as a local police station or a 
commercial central alarm station service that provides monitoring services. When an alarm is 
activated, the monitoring station initiates a response either by calling personnel designated for 
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the area or by dispatching guards to the location. The response time for alarms of this type 
should not exceed ten minutes.  

 
E.  Types of Alarm Devices. 
 

1. Magnetic Contacts. 
 

a. Magnetic contacts consist of a magnet and a reed switch. When the magnet and the reed 
switch are aligned the contact is secure. When they are not aligned the contact is considered 
open. End-of-line resistors will be used to indicate if a wire is cut when the proper signal is 
not received.  Magnetic switches can either be flush or surface mounted. Surface mounted 
contacts are mounted on the inside of a door or opening to be protected. Flush mounted 
contacts are positioned with the magnet in the area that pivots (e.g. door) and the reed 
switch in the stationary frame surrounding the opening. 

 
b. Balanced magnetic contacts will be used in high-security applications. These contacts and 
magnets are manufactured with matched magnet and reed switch. This ensures another 
magnetic field cannot be used to indicate the protected opening is secured.  

 
2.  Passive Infrared Devices. 

 
a. Passive infrared (PIR) detection devices are best used in an interior environment. Wall 
mounted passive infrared detection devices work best in an expansive area since the infrared 
beams spread with distance. Ceiling mounted passive infrared detection devices should be 
used to provide protection in office spaces. Ceiling mounted devices allow for movement of 
furniture without diminishing the coverage. Configuration of devices should be so that one 
provides coverage for one assigned zone. This provides a definitive location for the alarm. 
All passive infrared passive devices should be supervised through the use of end-of-line 
resistors.  

 
b. PIR detection devices typically have a wire hole or knockout to allow the device to be 
wired. This hole shall be sealed with a flexible sealant such as caulk after it is wired. This 
will prevent insects and moisture from getting into the device. 

 
c. PIR detection devices shall be walk-tested to assure adequate coverage. Normally a red 
light will flash in the detection device when it picks up a heat source. The heat source (e.g. 
human, large dog, etc.) will trigger the light within the designed range of the PIR detection 
device. 
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d. The use of ceiling mounted passive infrared detection devices is highly recommended. 
Such use helps to eliminate blind spots in coverage when offices are internally reconfigured. 
This is especially useful when office furniture is periodically moved. 

 
e. Advantages: Infrared detection devices can be used to activate other security devices, 
such as cameras or microphones. Passive infrared detection devices can also radiate beams 
360 degrees. 

 
f. Disadvantages: Infrared detection devices do not pick up body heat when the ambient 
temperature is below 38 degrees Fahrenheit. 

 
3. Dual Technology Passive Infrared and Microwave Sensors . 

 
a. Dual Technology Passive Infrared and Microwave Sensors use two distinct technologies 
to provide reliable detection. Essentially, a dual technology passive infrared and microwave 
sensor will not generate an alarm unless both the passive infrared and microwave 
technologies agree there is an intrusion. Additionally, the sensors have built in line-
supervision of both technologies in case of unit failure. 

 
b. Advantages: Dual technology passive infrared and microwave sensors are compact and 
easily installed, provide good coverage, are difficult to detect, have high salvage value, and 
are not affected by air currents, temperature, noise, light, or sound. 

 
c. Disadvantages: The initial cost for dual technology passive infrared and microwave 
sensors is high. 

 
4. Audio Alarm Devices. 

 
a. Audio alarm devices use a microphone and a microprocessor to detect the breakage of 
glass. This detection is a two-phase event. The "thud" of the window being hit (400 - 600 
kHz) opens the microphone to see if the glass is actually broken (19,000 kHz). These 
sensors are supervised and are extremely reliable. Water is the only external influence that 
would degrade this type of sensor. 

 
b. Advantages: Audio alarm devices have minimal installation costs, high reliability, and a 
10-year life span. 
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c. Disadvantages: Line-of-sight must be maintained between the audio alarm device and 
the glass protected. The use of heavy curtains may result in more sensors being installed, 
which would add more cost to properly alarm an area. 

 
5. Seismic Detection Devices. 

 
a. Seismic devices are sensitive to vibrations within the wall or structure upon which they 
are mounted. They have many of the same capabilities as microphones. 

 
b. Advantages: Seismic detection devices are easy to install and offer effective protection 
for vaults.  

 
c. Disadvantages: Although vibrations caused by passing vehicles or falling objects may 
trigger seismic detection devices, the devices can be adjusted over a period of time to 
compensate for false readings. 

 
6. Closed Circuit Television. 

 
a. Closed circuit television (CCTV) is not primarily an alarm device but rather a monitoring 
device. It is frequently used as an access control measure or as a supplement to other alarms 
or access control systems. CCTV systems can be used at multiple locations where visual 
monitoring from a remote location is advantageous, such as gates, doors, corridors, 
elevators, and other areas where it is not practical or cost effective to post a guard. When a 
CCTV system is in place, the system signals shall be recorded by a videotape system for 
playback and analysis at a later time. The system shall be used in conjunction with a 
time/date generator that projects a continuous image of the date and time in a corner of the 
monitor screen. System features should include a time-lapse mode for quick playback of 
lengthy periods of taped coverage. Switching or multiplexing equipment must be provided 
in conjunction with the VCR to permit multiple screen recording and playback. When funds 
permit, color monitors should be considered to enhance the quality of personnel 
identification. 

 
b. Advantages: One individual at a central station can monitor several CCTV camera 
locations simultaneously, and the visual image conveys much more information than other 
types of alarm systems. 

 
c. Disadvantages: CCTV monitors do not normally provide an alarm to alert the observer, 
and the attention of persons monitoring television images at central stations can be 
distracted. 
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7. Closed Circuit Television as a Detection Device. 

 
a. CCTV systems can be used as a detection device to trigger alarms under certain 
circumstances, much like space alarms where motion detection is desirable. 

 
b. A signal generator attached to the monitor can be adjusted to project a pattern of light or 
dark rectangles, or windows, which can be adjusted in size and location on the screen. The 
windows can be focused on a fixed object to be protected or alarmed such as a safe or a 
doorknob. When the image of an intruder or moving object enters the window, the 
difference in contrast is detected and triggers an alarm. 

 
8. Capacitance Alarms. 

 
a. A capacitance alarm is used to protect specific objects such as security containers and 
safes. The capacitance alarm uses the metal construction of the container and causes it to act 
as a capacitor or condenser. When a change occurs in the electromagnetic field surrounding 
the metal object, the balance is disturbed and an alarm is activated. The protective field on 
the container is usually kept to a distance of not more than a few inches/centimeters from 
the surface of the safe. This prevents unwanted alarms activated by authorized individuals 
passing within a few feet/meters of the container. Very close proximity or contact with the 
protected object will set off the alarm. 

 
b. Advantages: Capacitance alarms are compact in size, simple to install, easy to operate, 
and provide a high degree of security. Operating in an invisible protective field, capacitance 
alarms make it difficult to determine what is being protected. Several containers in the same 
area can be connected to one system. 

 
c. Disadvantages: Capacitance alarms can only be applied to ungrounded equipment.  
Accidental alarms can occur if someone touches the container. 

 
F. Line Supervision. The telephone or dedicated lines that transmit the alarm signals from the 
protected area to the monitoring station must be protected to prevent interruption of the alarm 
signal. To ensure such integrity, the transmission lines should be electronically supervised.  
 

1. Annunciator panels usually come equipped with relays to detect changes in signal strength, 
although they may not be sensitive enough to detect minuscule changes. Signal line tampering 
can usually be detected if a low tolerance to electrical resistance is maintained in the lines.  
Systems having supervision tolerances under 25 microamperes are quite effective.  
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2. Line supervision can be a weak link in the alarm system and should be given as much 
attention as other components. Accurate and complete records should be kept of all nuisance 
alarms.  

 
3306 Security Vaults 
 
A. Purpose. A vault is a completely enclosed space with a high degree of protection against forced 
entry. Security vaults are commonly used for storing Top Secret information, Special Access 
Program information, classified communications equipment, and materials with a high dollar value. 
 
B. Construction Criteria. 
 

1. Reinforced Concrete Construction. A vault is constructed to rigid specifications. Walls, 
floors, and ceiling will be a minimum thickness of eight inches of reinforced concrete. The 
concrete mixture will have a comprehensive strength rating of at least 2,500 pounds per square 
inch. Reinforcing will be accomplished with steel reinforcing rods, a minimum of 5/8" in 
diameter, positioned in the concrete mixture and spaced horizontally and vertically six inches on 
center; rods will be tied or welded at the intersections. Each reinforcing rod is to be anchored 
into the ceiling and floor to a minimum depth of one-half the thickness of the adjoining 
member. 

 
2. GSA-Approved Modular Vaults. Modular vaults meeting Federal specifications may be 
used in lieu of the above criteria. Modular vaults are flexible, movable, and expandable, and can 
be configured to unique space requirements. Class M vault systems accommodate Class 5 GSA-
approved vault doors and are recommended by GSA for classified information and material, 
data, and security communication devices. The systems are accredited by National Authority for 
use as a SCI facility.   

 
3. Steel-Lined Construction.Where unique structural circumstances do not permit construction 
of a concrete vault, construction will be of steel alloy-type of 1/4" thick, having characteristics 
of high yield and tensile strength. The metal plates are to be continuously welded to load-
bearing steel members of a thickness equal to that of the plates. If the load-bearing steel 
members are being placed in a continuous floor and ceiling of reinforced concrete, they must be 
firmly affixed to a depth of one-half the thickness of the floor and ceiling. If the floor and/or 
ceiling construction is less than six inches of reinforced concrete, a steel liner is to be 
constructed the same as the walls to form the floor and ceiling of the vault. Seams where the 
steel plates meet horizontally and vertically are to be continuously welded together.   
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C.  Security Vault Doors. 
 

1. Security vault doors are classed by their security ratings as established by GSA. All vaults 
shall be equipped with a GSA-approved Class 5 or Class 8 vault door (see Federal Specification 
AA-D-00600C). Within the United States, a Class 6 vault door is acceptable. Normally within 
the United States, a vault will only have one door that serves as both entrance and exit to reduce 
costs. 

 
2. Security vault door criteria in the Department will be that as listed in the DCID 1/21, Physical 
Security Standards for Sensitive Compartmented Information Facilities. For further information 
concerning specifications and installation requirements refer to DCID 1/21, Chapter 31.  

 
3. Every vault door should be equipped with an emergency escape device. The escape device, 
not activated by the exterior locking device, should be accessible on the inside only and should 
be permanently attached to the inside of the door to permit escape by persons inside the vault. 
The device should be designed and installed so that drilling and rapping on the door from the 
outside will not give access to the vault by actuating the escape device. Vault doors conforming 
to Federal specifications will meet this requirement. 

 
4. A decal containing emergency operating instructions should be permanently affixed on the 
inside of the door. Each vault should be equipped with an interior alarm or device (such as a 
telephone, radio, or intercom) to permit a person in a vault to contact the vault custodian or 
guard for assistance. Further, the vault should be equipped with a luminous-type light switch 
and, if the vault is otherwise unlighted, an emergency light. 

 
3307 Strongrooms   
 
A. Purpose. A strongroom is an enclosed space constructed of solid building materials used to store 
sensitive material or high-value items in a shipping and receiving facility. Protection is normally 
supplemented by guards or alarm systems. Rooms that have false ceilings and walls constructed of 
fibrous materials or other modular or lightweight materials cannot qualify as a strongroom.  
 
B.  Construction Standards. 
 

1. Heavy-duty builder's hardware shall be used in construction. All screws, nuts, bolts, hasps, 
clamps, bars, hinges, and pins should be securely fastened to preclude surreptitious entry and to 
assure visual evidence of forced entry. Hardware accessible from outside the strongroom must 
be peened, brazed, or spot-welded to preclude removal.  
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2. Walls and ceilings should be made of plaster, gypsum board, metal, hardboard, wood, 
plywood, No. 9 gauge or heavier two-inch/5.08 cm wire mesh, or other materials of sufficient 
strength or thickness to deter entry and/or give evidence of unauthorized entry. Insert-type 
panels should not be used.  
 
3. Floors should be solidly constructed using concrete, ceramic tile, or wood.  
 
4. Windows should be fitted with 1/2" or 1.27 cm horizontal bars (six inches or 15.24 cm apart) 
and cross bars to prevent spreading. In place of bars, No. 9 gauge wire mesh can be fastened by 
bolts extending through the wall and secured on the inside of the window board. Windows 
should be kept closed and made opaque by any practical method, such as paint on both sides of 
the window, tempered masonite, sheet metal, or wallboard.  
 
5. Where ducts, registers, sewers, and tunnels are of such size and shape as to permit 
unauthorized entry, they should be equipped with man-safe barriers such as wire mesh (No. 9 
gauge, two-inch or 5.08 cm square mesh) or steel bars of at least one-half inch or 1.27 cm 
diameter extending across their width with a maximum space of six inches or 15.24 cm between 
the bars. The steel bars should be securely fastened at both ends to preclude removal, with cross 
bars to prevent spreading.  Trap doors should be dead-bolted inside the room.  
 
6. Doors should be constructed of metal or solid wood. When doors are used in pairs, an 
astragal (overlapping molding) should be used where the doors meet. When the construction is 
of No. 9 gauge, two-inch or 5.08 cm wire mesh, a similarly constructed door can be used; 
however, the wire mesh door should be reinforced with a metal panel at least 36 inches or .91 
meters wide, from floor to ceiling, welded to the inside of the wire-mesh wall to protect the 
locking device from unauthorized access or tampering. 
 
7. Door louvers and baffle plates shall be reinforced with No. 9 gauge, two-inch or 4.08 cm 
square wire mesh fastened to the inside of the door. 

 
8. The doors to strongrooms should have a computerized combination lock meeting Federal 
Specification FF-L-2740.  
 
9. Depending on the value and/or sensitivity of the items contained in the strongroom, 
consideration should be given to the installation of a more comprehensive intrusion detection 
system. 
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Chapter 34 - Identification and Admittance  
      to Facilities 
   
3401 Identification 
 
A. Forms of Identification. 
 

1. All forms of identification for admittance to Department of Commerce facilities must be 
approved by the Director for Security.  

 
2. Forms of identification in an operating unit should be kept to a minimum and be standardized 
to the fullest extent practicable to facilitate accountability and prevent unnecessary proliferation. 
Identification (ID) forms should be restricted to those critical to the accomplishment of the 
Department's missions. Special forms of identification for unique purposes or special facilities 
will need justification. An example is the Census Bureau’s enumerator ID for special censuses.  

 
3. Any proposal for a new form of identification should be submitted in writing with a detailed 
justification through the servicing security officer to the Office of Security for approval.  

 
4. Proposals for special operating unit or facility ID forms are covered in paragraph 3402E, 
Forms of Commerce Identification.  

 
B.  Identification Possession and Display. 
 

1. Each Department of Commerce employee is required to possess and carry a form of 
employee identification while in duty status. All personnel in a facility identified as Level IV or 
V will display their photo ID on their person above the waist at all times. The displaying of the 
photo ID in other facilities is recommended. The wearing of the ID badge is an excellent, yet 
inexpensive form of access control. 

 
2. All non-employees of the Department such as contract personnel, guest workers, research 
associates, and visitors are required to possess and display personal identification. Exceptions to 
this policy must be approved by the servicing security officer or by the Office of Security. 

 
3. All Department of Commerce forms of identification are the property of the Department of 
Commerce.  
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4. No Department of Commerce identification form may be possessed or used unless it has been 
approved and issued by an authorized issuing official of the Department.  

  
C.  Authorized Use. 
 

1. Department of Commerce ID forms are intended for official use only by the bearer. The ID 
forms are used to identify the bearer as an employee or associate of the Department and to 
authorize admittance to departmental facilities subject to local controls.  

 
2. Department of Commerce ID forms are not intended for use as identification in conducting 
personal business. It is understood that from time to time employees will be required to identify 
themselves by name and photograph or by place of employment, for legitimate purposes. The 
Department assumes no liability for the currency or accuracy of data on the identification form 
when used for such purposes. 

 
D. Misuse. The misuse of a Department of Commerce ID form, including use for other than official 
or authorized purposes, repeated loss, failure to carry it while on duty, or refusal to show it when 
entering a controlled area, etc., may result in forfeiture of the card and revocation of the privileges it 
conveys or administrative to include discipline. Holders of Department of Commerce ID forms may 
be required to surrender the ID form at any time by the issuing official or other security authority 
for cause. When this occurs, an escort may be required for entry into departmental controlled space, 
or the individual may be subjected to the same procedures and requirements as a visitor to obtain 
entry. 
 
E.  Lost, Expired, and Damaged Identification Forms. 

 
1. The loss of any form of employee identification must be reported immediately to the issuing 
office, followed by a written report within three working days. The report must include a 
detailed explanation of the circumstances surrounding the loss.   
 
2. The issuing officer may require a waiting period before a replacement ID form is issued, to 
provide time for the lost ID to be recovered or for an investigation into its loss to be conducted.  
The Form CD-487, Visitors’ Pass, should be used in the interim. 
 
3. Each ID form that expires or becomes unserviceable should be returned to the issuing office 
for a replacement.  
 
4. Employees separating from the Department for any reason must turn in, or properly account 
for, their Department of Commerce ID forms. The processing of an employee's final paycheck 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

______________________________________________________________________________ 
Section IV – Physical Security 

Chapter 34 – Identification and Admittance to Facilities 
April 4, 2003 

Page 34.3  

 

may be delayed until the employee has accounted for all Government property issued to him or 
her, including the Department of Commerce ID (see DAO 202-299). 

 
3402 Forms of Identification 
 
A. Video Imaged Identification Card/Building Pass. This form of ID is used where the Video 
Imaging System is available. The vast majority of employees located in metropolitan areas or major 
facilities carry this form of identification. The purpose of this form is to authorize entry to 
Department of Commerce facilities, subject to local procedures and restrictions, and to identify the 
bearer as an employee or associate of the Department of Commerce. It does not convey any 
privilege other than as stated here. In addition, the video imaged ID cards have an electronic strip 
built into the form that replaces separate key cards for entry into specified areas. Such entry may be 
controlled by a centralized computer system.  Individuals may be given access to different areas of 
a facility based on their position or need for access. 
 
B. CD-43, Official Credential. This two-part credential permits an operating unit head to certify an 
employee as being an official representative of the operating unit who is authorized to conduct 
official business on behalf of the unit. Its purpose is to identify the bearer and to establish his or her 
credentials as an official representative of the operating unit or office. The CD-43 will be used by 
employees who have direct contact with public officials or officials of other government agencies 
when they require the cooperation of such officials in carrying out the unit’s mission. Examples 
include inspectors, auditors, or economic development representatives (see Exhibit A). 
 
C. CD-277, Official Investigative Credential. The Official Investigative Credential is a two-part 
credential, prescribed and illustrated in DAO 207-11, Official Investigative Credential and Badge. 
The badge is carried by authorized investigative and law enforcement personnel of the Department.  
Its purpose is to identify and establish the authority of the bearer, usually a Special Agent, 
investigator, inspector, or auditor, who performs law enforcement functions as specified in DAO 
207-11. The credential is annotated to show the bearer's authority to perform enforcement duties 
such as conducting investigations, executing and serving search warrants, serving subpoenas and 
summonses, administering oaths, making arrests, making seizures of property subject to forfeiture, 
carrying firearms, and requiring and receiving information regarding the laws of the United States 
and the Department. Special Agents of certain law enforcement units of the Department are 
authorized to carry the Official Investigative Badge. The credential and badge shall authorize the 
bearer, when in the performance of official investigative or law enforcement duties, to enter any 
Commerce facility on a 24-hour basis without prior approval. The CD-277, Official Investigative 
Credential, will not be used in lieu of the issued identification card for routine access to the facility.  
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D. CD-487, Temporary Visitor Pass. The Temporary Visitor Pass authorizes visitor admittance to 
facilities where access is controlled and where some form of registration is required. The CD-487 
does not display a photograph or other personal data regarding the bearer and cannot be used for 
restricted hours admittance. The pass is usually issued by a guard or receptionist for daytime access 
to a facility. The CD-487 is available through the Departmental forms services. When issued it 
should be stamped with an expiration date not to exceed 90 days from issuance.  See Exhibit B. 
 
E. Other Forms of Commerce Identification. Department of Commerce operating units may 
develop other forms of identification for controlling access in specific facilities such as a single 
building or facility within a building. Use of these forms will be limited to the specified facility or 
purpose and are not authorized for department-wide use. Modifications to Department of 
Commerce ID forms will not be made without prior approval of the Director of Security. 
 
G. Invalid Forms of Identification. 
 

1. Expired Forms. A Department of Commerce ID that has expired is no longer valid, loses the 
privileges it previously conveyed, and is subject to immediate surrender. Each employee is 
responsible for monitoring the expiration date of his or her ID form and for making timely 
arrangements for replacement. Expiration dates shall not exceed five years for Department of 
Commerce employees and one year for non-employees (such as students or long-term visitors). 

 
2. Obsolete Forms. 

 
a. Forms no longer in use due to an expired event or the phasing out of a unit are obsolete.  

 
b. Any form that has been superseded by a more recent version is obsolete.  

 
3403 Procedures for Issuance and Renewal 
 
A. Video Imaged Identification Card/Building Pass. An employee's supervisor may request 
issuance of a Department of Commerce ID form to the employee either through electronic means or 
by a memorandum to the issuing security office. 
 
B. CD-43, Official Credential. 

 
1. This numbered form is issued in blocks to security officers, upon request, by the Office of 
Security.   
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2. The security officer verifies the need for the credential and arranges for the completion of the 
form to include obtaining authorized signatures.    

 
C. CD-277, Official Investigative Credential. The issuance of the CD-277 is prescribed in  
DAO 207-11, Office Investigative Credential and Badge. 
 
3404 Admittance to Departmental Facilities 
 
A. Department of Commerce facilities house a wide variety of functions and activities that are 
performed by Government employees, departmental associates, official visitors, foreign nationals, 
and the general public. Access to departmental facilities during and after business hours will be 
controlled as specified in local security procedures.  
 

1. Policies and procedures for access to local departmental facilities shall be established under 
the purview of the ranking unit official or senior facility manager, in consultation with the 
servicing security officer, and shall be in compliance with the policies and minimum standards 
set forth in the manual.  

 
2. Decisions on admittance policy shall take into consideration the sensitivity of the facility, the 
criticality of the operations, existing access controls, including guard forces and their response 
capability, alarm systems, and the investigative process completed on the persons who will have 
access.  

 
B. Basic Principles for Admission. 
 

1. Official. Admittance to departmental facilities is normally for official purposes only. In 
addition to employees and contractors reporting for work, official business may include 
interagency and other official calls, visits by the general public on commercial or personal 
business with the Department, and official functions such as meetings and ceremonies.  

 
2. Unofficial. Admittance to departmental facilities may include family visits, social functions, 
or other events as prescribed and approved by the facility manager or the security officer. The 
responsibility for the conduct of visitors rests with the sponsor or escort. Facility and security 
officials shall have standing procedures for carrying out such responsibilities.  
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3.  Occasional Use of Public Buildings. 
 

a. Title 44 of the Code of Federal Regulations, Subpart 101-20.4, establishes rules and 
regulations for the occasional use of Federal Government facilities for cultural, educational, 
or recreational activities deemed to be in the public interest. The guidance pertains to the 
public areas such as auditoriums, meeting rooms, courtyards and lobbies of buildings, and 
permits activities as long as they do not disrupt the operation of the building. 

 
b. Such use of Department of Commerce facilities is subject to 41 CFR 101-20.4 and the 
regulations set forth in the manual. Further information regarding this type of activity in 
Department of Commerce facilities can be found in DAO 206-5, "Occasional Use of Public 
Areas in Public Buildings," which also contains provisions for the cancellation of such 
events for security reasons.  

 
C. Identification and Procedures for Admittance. A facility is normally open to the public for 
official business during regular business hours; however, access is restricted after business hours to 
protect departmental assets. The following procedures apply to Department of Commerce facilities 
where the security contact or the senior facility manager has instituted access controls for persons 
entering the facility and a form of identification such as an identification badge with a photograph is 
required as an access control.  
 

1.  Business Hours. 
 

a. Defined. Business Hours are those hours during which the facility is open for conducting 
official business of the Department. Certain facilities may not be open to the public even 
during normal business hours due to local restrictions. Special access controls must be 
observed in these facilities. 

 
b. Commerce Employee Admittance. When identification is required to gain admittance to 
a facility, employees will display one of the authorized Department of Commerce forms of 
identification specified in paragraph 3402, Forms of Identification. Employees with the 
appropriate identification will not require escorts unless required by local restrictions or 
unusual circumstances.  
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c. Admittance of Maintenance and Contractor Personnel, Research Associates, Guest 
Workers, and Foreign Nationals. 

 
(1) Personnel employed by or under contractual obligation to the Department of 
Commerce, who are required to gain access to a Departmental facility for more than 180 
days, may be issued the contractor version of the Video Imaging Identification for 
admittance to departmental facilities, subject to local controls. 

 
(2) A person employed by or under contractual obligation to the Department of 
Commerce, who is required to gain access to a departmental facility for less than 180 
days, shall be issued a Temporary Visitor Pass, CD-487, with an expiration date of 90 
days or less assigned by the issuing official. 

 
(3) Other Foreign nationals may be admitted to Department of Commerce facilities 
provided there are sufficient controls in place to prevent access to areas housing 
classified or sensitive information and restricted technology.  

 
d. Visitor Admittance. Visitors may be admitted to public areas of a departmental facility 
subject to local security procedures. Areas may be closed to public access when 
circumstances require action to ensure the orderly conduct of Government business. The 
decision to close public areas shall be made under GSA Federal Property Management 
Regulations or local requirements after consultation with appropriate security officials.  

 
2.  Security Hours. 

 
a. Defined. Security hours are those hours a facility is closed to the general public where 
access must be limited to individuals essential to the official business of the Department. 
The facility manager shall institute access controls for Department of Commerce facilities 
during security hours. Controls may include locked doors, guard posts, registration logs, and 
other measures to prevent unauthorized access.  

 
b. Admittance of Commerce Employees and Maintenance/Contractor Personnel. 

 
(1) When ID forms are required for admittance to departmental facilities, employees or 
maintenance and contractor personnel shall display one of the authorized forms of 
identification specified in paragraph 3402, Forms of Identification, and will be subject to 
local restrictions prescribed by the facility manager. Some departmental facilities may 
be closed to employees, contractors, and other persons as special circumstances warrant.  
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During such special restrictions, supervisors may need to provide lists of essential 
persons to the facility manager or security officials to arrange for authorization to enter 
the facility. A completed CD-165, Admittance to Department of Commerce Installations 
During Security Hours, other approved form, or a memorandum may be used for this 
purpose.  

 
(2) An employee, maintenance person, or contractor who does not have a Department-
issued form of identification may enter departmental facilities during security hours only 
with prior written authorization of the facility manager or servicing security officer. The 
CD-165, or other approved form, or a memorandum may be used for such authorization. 
The employee shall be bound by any established admittance procedures such as signing 
a register upon entering and exiting the facility. The facility manager or security officer 
may require the employee to be escorted by an authorized person.  

 
c.   Admittance of Research Associates, Guest Workers, Long-Term Visitors, and  
 Foreign Nationals. 

 
(1) Research associates, guest workers, and long-term visitors who are U.S. citizens, 
shall obtain prior approval of a facility manager before admittance to the facility is 
granted. Such access shall be subject to the processing requirements in paragraph 1104, 
Non-Employees, of the manual. Escorts are mandated for areas housing classified or 
sensitive information or sensitive technology. Upon admittance, the person shall register 
with the guard force, if any, or sign a register upon entering and exiting the facility.   

 
(2) Unrestricted access of foreign nationals or other persons who are not associated with 
the Department through employment or contractual obligation is not in the best interest 
of the Department or national security. To prevent such persons from having access to 
sensitive technology or other information without the knowledge of the hosting 
organization, enhanced access controls shall be instituted by the senior facility manager, 
security contact, or servicing security officer. Foreign nationals shall be subject to the 
strictest controls on access and shall be escorted at all times. 

 
d.  Visitor Admittance. 
 

(1) Commerce facilities are closed to the public after business hours. Official visitors on 
Government business may be admitted to facilities subject to local security procedures 
developed by the facility manager and the servicing security officer. These procedures 
will require an escort by an authorized person while the visitor is in the facility. Visitors 
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in the facility during business hours but remaining into security hours must be escorted 
by an authorized person if a facility escort requirement exists. 

 
(2) Where prior approval is required for admittance, the CD-165, Admittance to 
Department of Commerce Installations During Security Hours, or a memorandum, shall 
be submitted to the office overseeing physical security of the facility. An automated 
system with integrated authorization controls may be used as an alternative to a manual 
system. The facility’s security procedures shall describe the routing for any necessary 
approvals.  

 
(3) Employees may escort family members within Department of Commerce facilities 
during security hours provided such visits do not disrupt the normal business of 
employees. The facility manager may require a CD-165 or a memorandum for approval. 
The employee will be held responsible for the family's observance of all pertinent GSA 
and departmental regulations while in the facility. Facility managers or servicing 
security officers may utilize a registration form or other written record to obtain an 
employee's acknowledgment of the responsibility. The Form CD-328, Employee 
Acknowledgment of Responsibility, may be used for this purpose.  

 
(4) Request for exceptions to the visitor admittance policy must be submitted in writing 
through the security contact to the facility manager or servicing security officer. 

 
(5) Identification forms shall be limited to those described in paragraph 3402, Forms of 
Identification. 

 
D. Exceptions to Admittance Procedures. The ultimate decision to control access to a facility 
rests with the facility official who shall consult with the servicing security officer. All access 
control procedures shall be established in accordance with the standards prescribed in the 
Department of Justice Standards for Federal Facilities. If necessary, a facility manager may 
strengthen the access control procedures in his or her facility.  On the other hand, to accommodate 
unusual operations, facilities, or circumstances, local officials may prescribe less restrictive 
admittance procedures under the following conditions provided they are within the guidelines 
established by the Department of Justice Vulnerability Assessment of Federal Facilities.  
 

1. The Office of Security must be advised in writing of the less restrictive procedures within 30 
days of its implementation. 
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2. The senior facility manager is responsible for controlling access and monitoring the conduct 
of individuals who are admitted under such procedures. 

 
3. Identification forms shall be limited to those described in paragraph 3402, Forms of 
Identification, other Government agency forms, or company or institutional identification. 

 
4. All access control and visitor monitoring principles of this manual must be observed during 
such operations. 
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Chapter 35 - Locks and Keys 
   
3501 Security Requirements 
 
The Department of Commerce aims to provide safe and secure workplaces that are open and 
inviting for all departmental employees and visitors, yet maintain accountability of keys, safes, and 
vaults. Requirements for selection of locks to provide security for the respective working 
environments will depend on the assets to be protected and the local conditions. The security of any 
property or facility relies heavily upon locking devices. Locks merely delay entry and should be 
supplemented with other protective devices. An assessment of all hardware, including doorframes 
and jambs, should be included in any physical security survey. Devices, which vary greatly in 
appearance as well as function and application, are described below in paragraph 3502, Types of 
Devices. 
 
3502 Types of Devices 
 
A. Key Locks. Key locks are the most common locks. They include mortise cylinders, rim 
cylinders, padlocks, cylindrical lock-sets, and tubular lock-sets. Although a determined individual 
can open most key locks in a few minutes, locks are used primarily to delay and discourage or deter 
theft or unauthorized access.  
 
B. Computerized Combination Locks. New technology now uses computerized dialers and 
robotics to unlock mechanical combination locks. Facility managers or security contacts should 
refer to the GSA schedule for approved computerized combination locks and specifications.  
 
C. Mechanical Manipulation-Resistant Combination Locks. Manipulation-resistant combination 
locks are no longer available through the GSA procurement system as approved combination locks. 
They still provide a high degree of protection and those already in service may be used to protect 
classified material. Locks requiring major repairs must be replaced with a computerized 
combination lock meeting Federal Specification FF-L-2740. Minor repairs to the lock do not affect 
the storage approval of the container. Some of the more commonly used locks include the 
following. 
 

1. Sargent and Greenleaf (S&G) 8400 MP locks are built-in three wheel combination locks. 
These locks can be installed on safes, security containers, vaults, and doors protecting secured 
areas.  
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2. The Mosler 302 Lock is a built-in, three-wheel combination lock, and can be installed on 
safes, security containers, and vaults, but not on doors. Locks presently in service may remain 
in service until major repairs are required. 

 
D. Combination Padlock. The combination padlock is used primarily on the bar-lock filing 
cabinets. They are approved for storage of classified material up to and including Secret until 
October 1, 2012.  Types of padlocks currently approved for use at Departmental facilities include 
the following locks. 
 

1. S&G Model 8077 is enclosed in a chromed metal shell protecting the body of the padlock.  
The change key hole is located in the back of the padlock. The stated protection afforded by the 
exposed shackle Model 8077 is 30 man-minutes against manipulation of the lock, 30 
man-minutes against radiological attack, and 10 man-minutes against surreptitious entry. 
 
2. S&G Model 8077AB is an updated version of the Model 8077.  There is no protection rating 
available for this lock.  

 
E. Electro-Mechanical Cipher Locks. Electro-mechanical cipher locks are primarily used to 
control entry into an area. Rather than using a key, a person opens a lock by pushing a series of 
numbered buttons. The lock can be activated either electrically or mechanically.  Examples include 
the Simplex Lock (mechanical) and the Continental Model S (electric). Two of the advantages of 
using these locks are easy combination changing and simple operation. These devices are used for 
access control and do not provide a high degree of security when used alone. Some models have 
"time penalty" and error alarm features and can be tied to an existing alarm system. When used in a 
controlled or restricted area that is not manned 24-hours, these locks must be supplemented by a 
built-in combination lock described above. 
 
F.  Electronic Card Key Systems. 

 
1. An electronic access control system uses a card key programmed with a particular code 
which is read by a card reader that communicates with an automated central processor. The card 
reader obtains data from the card by reading punched holes, magnetic strips or spots, imbedded 
wires, or any of several other methods. To open a door, the card is typically inserted into a slot, 
swiped through a groove, or placed in proximity to a sensor, and the coded area is read by the 
system’s reader. If the code is an authorized one, the processor will direct the lock to open.  
 
2.  Card readers fall into two basic categories: on-line and intelligent.  
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a. On-line readers must communicate with a central processor that makes the entry/exit 
decision.  

 
b. The intelligent card reader compares the data on the card with preprogrammed data and 
entry or exit is granted or denied by the card reader itself at the reader location. Intelligent 
readers are also called stand-alone or off-line readers.  

 
3.  Multiple card readers can be used to control access to numerous buildings and rooms on one 
central processor. Most processors are capable of discriminating between time zones and levels 
of status for multiple readers and recording the time, date, location, and frequency of employee 
movements in and out of an area. Many have additional features and capabilities such as 
monitoring alarms, keeping time and attendance records, and communicating with emergency 
and law enforcement agencies.  

 
G. Biometric Systems. Other locking systems are available which use neither keys nor 
combinations. These systems include locks that open by identifying a fingerprint, voiceprint, or 
retinal image. These biometric systems are primarily designed to control access to extremely 
sensitive, special-use areas where positive personal identification is an operational necessity. 
Facility managers or security contacts should consult with local security professionals or contact the 
Office of Security for further guidance on technical specifications.  
 
3503 Changing A Combination 
 
A.  When to Change a Combination. The combination to a lock should be changed when:  

 
1. The container or lock is received or put into service; 

 
2. Any person having knowledge of the combination leaves the organization; 

  
3. There is reason to believe it has been compromised; or  

 
4. The container is taken out of service. 

 
B. Selecting a Combination. When selecting combination numbers avoid multiples of five, 
ascending or descending numbers, simple arithmetical series, and personal data such as birth dates 
and Social Security numbers. Use numbers that are widely separated. This can be achieved by 
dividing the dial into three parts and using a number from each third as one of the combination 
numbers. Numbers should be in high-low-high or low-high-low sequence. The same combination 
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should not be used for more than one container in the same office. Carefully follow any 
manufacturer’s instructions in installing combination numbers.  
 

C. How to Change a Combination. Combination locks have either hand-change or key-change 
capability. 
 

1. Hand-Change Lock. To change the combination in a hand-change lock, remove the disks 
from the lock one at a time, and keep them carefully in order. Change each disk from the old to 
the new combination and replace them in the order in which they were removed. 

 

2. Key-Change Lock. To change the combination of a key-change lock, refer to the 
manufacturer's instructions. Be sure to insert the proper change key into the lock case. A 
different key may not release all disks. To prevent a lockout, try a new combination at least 
three times before closing the shackle or container. 

 

D.  Safeguarding the Combination. 
 

1. Only those persons whose official duties require access to a security container should know 
its combination. The written combination should be protected at the highest classification level 
of material in the container. The combination should be sealed in an envelope and kept by the 
servicing security officer. The SF-700, Security Container Information, will be used for this 
purpose. Instructions appear on the form.  
 

2. Combinations should be memorized. They must not be carried in wallets or concealed on 
persons, or written anywhere other than the SF-700. The SF-700 form will be stored in a 
security container rated for the highest level of classification of the material to be protected. 

  
3. When opening any kind of combination lock, personnel must ensure that no unauthorized 
person can learn the combination by observing the sequence of numbers being entered or dialed. 
It may be necessary to block the view of the dial from anyone standing nearby.   

 
3504 Keys 
 
A.  Types of Keys. 
 

1. Operating or Change Keys. Keys that employees use daily to open locks. 
 
2. Duplicate Keys. Copies of change keys that are usually stored for use in an emergency or to 
replace a lost key. Duplicate keys must be kept to a minimum and be protected to avoid 
proliferation and loss of accountability.  
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3. Master Keys. Keys designed to open all locks of a particular series. Key systems can have 
one grand-master key for the overall system and several sub-master keys for each subsystem.  
Master keys can be used as a convenience, but must be carefully controlled.  

  
4. Construction Keys. Keys that open the locks installed on the doors during the construction 
of a facility.  

  
5. Control Keys. Keys used to remove the cores of locks for changing keys. These keys are 
used only in interchangeable core systems. 

 

6. Restricted Keys. Key blanks controlled by the manufacturer and provided only to authorized 
issuing officials.     

 
B.  Accountability Procedures. 
 

1. The integrity of a key system is important to safeguard property and control access to 
restricted areas. Lost keys minimize the effectiveness of a lock. The facility manager or 
servicing security officer must provide specific guidance for maintaining the facility's key 
system to include storing, issuing, and accounting for all keys of a system. Keys should be 
issued only to persons who have an official need. Keys not issued should be stored in a locked 
container. 

 

2. The loss of a key must be reported immediately to the issuing office, preferably by telephone, 
followed by a written report within three working days with a copy forwarded to the servicing 
security officer. The report must include a detailed explanation of the circumstances 
surrounding the loss. Accountability records must be kept accurately, and the issuing official 
should follow the instructions noted below. 

 

a. When a key to a designated controlled or restricted area is lost, the locks to the area must 
be changed.  

 

b. Access lists for persons authorized to draw master keys shall be maintained.  
 

c. The key storage container shall be checked at least monthly.  
 

d. All keys shall be inventoried at least annually.  
 

3. Requests for issuance of new, duplicate, or replacement keys shall be approved or monitored 
by the facility manager or the servicing security officer.  

 

4. Systems used to account for keys must include the following information: 
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a. Inventory number assigned to each key and lock; 
 

b. Location of each lock (room number); 
 

c. Name of person to whom keys have been issued; 
 

d. Date of issuance; 
 

e. Room numbers that the key will open; and 
 

f. Signature of the recipient to whom the keys are issued.  
 
C.  Protection of Keys. 
 

1.Personnel must never put an identifying tag on their office key ring. If lost, it is an open 
invitation to thieves.  

 

2. Office keys should be kept on one ring and personal keys on another. Personal keys should 
not be tagged or identified since this can lead thieves directly to your house or car.  

 

3. Office keys should not be left on a desk, under a typewriter, or in an unlocked drawer where 
they can be easily taken and copied. Office, car, or house keys should not be placed in a coat 
and left hanging on a coat rack or draped over a chair. Office and personal keys should be kept 
with a person or locked securely in a desk or cabinet.  

 

4. An office key should not be lent to anyone. 
 

5. If office keys are missing, personnel should immediately report the incident to the issuing 
officer or a member of the guard force. A security evaluation should be conducted to determine 
the need to re-key the office.   

  
6. Security contacts, facility managers, or other issuing officials should institute a waiting 
period of 10 work days for the replacement of lost keys. The waiting period will allow time for 
the lost key to be found before expending the time and expense of issuing a replacement key. 
Offices that issue keys should establish alternative procedures for entry by employees during 
the waiting period. 
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Chapter 36 -    Guard Services 
   
3601 Determining The Need 
 
A. Introduction. The security guard force can be the cornerstone of an effective physical security 
program. The effectiveness of an integrated security system of locks, barriers, lighting, cameras, 
intrusion detection systems, and access control systems, while critical to the success of a security 
posture, ultimately depend on the response by a skilled security guard force that provides the 
continuous state of order in the security profile. Guard service can be provided by the Federal 
Protective Services (FPS), a private company under contract to the Office of Homeland Security or 
the Department, or employees of an operating unit.  
 
B. Criteria for Determining Need. Guard services are recommended for, but are not limited to, the 
circumstances listed below.  
 

1. The mission of the facility is particularly critical (e.g., a major computer facility or sensitive 
satellite tracking station). 

  
2. A high level of sensitive information is processed or stored at the facility (e.g., national 
security information or sensitive technology or economic data is processed).  

 
3. An in-house response capability is needed (e.g., the facility contains alarmed vaults or other 
sensitive operations, and off-site guards or police are not close enough for quick response).  

 
4. The facility is vulnerable to theft or damage (e.g., a major warehouse facility or office located 
in a high crime area). 

 
5. Pedestrian or automobile traffic is heavy or congested and requires special controls. 

 
6. The facility is determined to be a Level IV or V Security Facility according to the 
Department of Justice’s, Vulnerability Assessment for Federal Facilities. 

 
C.  Cost Factors. 
 

1. As with any expenditure of funds for security, the annual cost of guard services normally 
should not exceed the monetary value of the protected items. For example, a $20,000 per year 
guard post normally would not be justified to protect $10,000 worth of furniture or to prevent 
the theft of $2,000 computers. High-value items in large quantities could clearly justify the 
expense of a guard force. 
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2. A substantial expense for guard services may be required for crowd or traffic control, for 
safeguarding highly classified or sensitive information, or for protecting materials or functions 
that have high intrinsic rather than monetary value. This is especially true when applied to the 
safety of employees. A guard post at the entrance to a facility may yield substantial benefits in 
terms of improved safety, employee morale, increased productivity, and a better image of the 
Department.  

  
3602 Typical Guard Duties 
 
Once a decision has been made to utilize a guard force, some of the duties more commonly 
performed are indicated below. 
 

•   Entrance Control. Operate and enforce a system of access controls, including inspection 
of ID forms and packages. 

 
•   Roving Patrol. Patrol routes or designated areas, such as perimeters, buildings, vaults, and 

public areas.  
 

•   Traffic Control. Direct traffic (vehicular and pedestrian), control parking, check permits, 
and issue citations. 

 
•   Firearms. Carry firearms as specified and directed in the statement of work for the guard 

contract. 
 

•   Key Control. Receive, issue, and account for certain keys to the facility, its internal and 
external areas. 

 
•   Security and Fire Systems. Monitor, operate, and respond to intrusion and fire alarm 

systems or protective devices.  
 

•   Utility Systems. Monitor, record data, or perform minor operations for building utility 
systems. 

 
•   Facility Rules and Regulations. Monitor compliance with, and enforce, posted applicable 

rules and regulations. 
 

•   Lost and Found. Receive, store, and maintain accountability for found items. 
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•   Law and Order. Enforce local criminal statutes within the jurisdiction designated by the 
commissioning authority when specified in the statement of work for the guard contract. 

 
•   Hazardous Conditions. Report all potentially hazardous conditions in accordance with the 

requirements of the statement of work for the guard contract. 
 

•   Response to Emergencies. Respond to emergencies, summon assistance, obtain 
professional assistance in accordance with procedures in the event of injury or illness to 
anyone on the protected premises, and assist public safety personnel in case of any 
emergency such as fire, bomb threat, assault, or civil disturbance. 

 
•   Flying of the Flag. Monitor flying and replacement of the United States Flag. 

 
•   Reports and Records. Prepare reports on accidents, fires, thefts, and other building 

incidents. 
 
3603 Personnel Requirements  
 
A. Manpower. The facility manager, in consultation with the servicing security officer, determines 
the number of guard posts and hours for each post at a facility. The decision should be based on a 
comprehensive physical security survey such as described in Chapter 31, Physical Security 
Planning. The local crime rate, number of entrances, alarm systems to respond to, and other unique 
factors will determine the number of guard posts and hours of coverage for each facility. For 
departmental facilities that utilize contract guards, the bidding contractor will be responsible for 
calculating the total number of guards required, taking into consideration the number and duration 
of shifts, relief requirements, sick leave, and other administrative factors.   
 
B.  Armed Guards. 
 

1. Guards should be armed only when there are compelling reasons. If guards are armed for a 
deterrent effect, i.e., to prevent crime or other unauthorized activity, responsible officials must 
weigh the advantages against disadvantages such as the danger to innocent personnel if a 
firearm is used by a guard, the possibility of an accidental discharge and the possibility, no 
matter how remote, of irrational behavior on the part of a guard in a weak moment or under 
pressure. 

 
2. The facility manager, in consultation with the servicing security officer and in accordance 
with the guidelines in the Security Manual, shall determine where and under what circumstance 
proprietary or contract guards will be armed. 
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3. When making a decision to arm guards at a facility, the facility manager and the servicing 
security officer should review the factors noted below. If the guard force is contracted, the 
contracting officer should include requirements in the contract statement of work that will task 
the contractor with providing properly selected and trained personnel and maintaining 
appropriate performance and conduct standards based on these factors. 

     
a. Comprehensive firearms training, including judgment shooting and firearms safety; 

 
b. Knowledge of criminal law, proper use of force, and lethal force response procedures; 

 
c. Judgment and emotional stability; 

 
d. Experience and demonstrated ability to retain composure under pressure; and 

 
e. A personal history free of arrests or other criminal activity.  

 
4. The facility manager and servicing security officer are responsible for reporting immediately 
to the Office of Security any information regarding the behavior or actions of any armed guard 
which might raise a question of the guard's compliance with the above factors. For contract 
guards, such information will be forwarded through the Contracting Officer’s Technical 
Representative (COTR) to the servicing security officer. 
 
5. Security background investigative processing is required for all armed guards in the 
Department of Commerce. A reinvestigation will be required every five years for personnel 
serving as employee police officers. See Appendices C and D of the Security Manual for 
processing requirements. 

 
a. The positions for employees in the Department required to carry firearms in the line of 
duty as an armed guard or a police officer will be designated High Risk and will be 
processed in accordance with Chapter 10, Position Sensitivity Designation. Positions for 
employee armed guards or police officers that require access to material classified Secret or 
above will be designated Critical-Sensitive. In addition, employees serving as armed guards 
or police officers will be subject to a Personal Subject Interview by the servicing security 
officer. 
 
b. The Contracting Officer and COTR must ensure that the requirements for the 
investigations and reinvestigations of contract guards required to carry firearms and 
weapons are specified in the contract. 
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6. Personnel serving as an armed guard, a police officer, or a contract guard in the Department 
may carry firearms and/or weapons in the line of duty. Departmental personnel, whether they 
are employees or contract guards, shall carry appropriate certifications of firearms training and 
authority at all times while armed.   

 
a. Departmental employees serving in armed guard or police officer positions will carry the 
appropriate Special Police identification and certification when carrying firearms. 

 
b. Contract guards who are authorized, processed, trained, and certified in accordance with 
GSA regulations shall carry appropriate GSA identification and certification when armed. 

 
7. An officially issued firearm will be retrieved from an individual when that individual 
demonstrates or is suspected of apparent mental or behavioral disorders, spousal abuse, criminal 
activity, drug abuse, or any behavior or activity, which may, by virtue of his or her authority to 
carry a firearm, present an unacceptable risk or hazard to innocent parties. 

 
a. The Director for Security and Deputy Director for Security are authorized and responsible 
to retrieve an officially issued firearm and credential from any Federal employee serving as 
an armed guard or a police officer in situations noted above. 

 
b. The retrieval of firearms for contract guards will be governed by the Statement of Work 
in the contract for a particular facility. The COTR will monitor the process for retrieval of 
firearms from contract guards in conjunction with the contract supervisor. The operating 
unit’s contracting officer shall be notified when such action is required. 

 
3604 Supervision 
 
A.  Supervision is key to effective guard force operations whether proprietary or contract. All guard 
contract statements of work should specify qualifications of suitability, experience, training, and 
certifications to ensure the selection and assignment of suitable supervisory personnel. 
 
B. When there will be three or more duty posts, an on-site supervisor shall be required. When there 
will be fewer than three duty posts, alternative means of supervision such as a roving supervisor 
covering more than one site may be considered. Regardless of the means selected, supervisory 
personnel shall physically visit each post at least once in each four-hour period.  
 
3605 Jurisdiction 
 
A. Background. Jurisdiction is defined, for law enforcement and protection purposes, as the 
legislated authority or delegation of legal authority in a defined territory, to perform law 
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enforcement functions such as investigating criminal acts, making arrests, and prosecuting 
individuals for criminal violations. Jurisdiction confers legal power and all such power not 
delegated to the United States by the U.S. Constitution rests with the states. The states, in turn, may 
delegate such power to counties and municipalities.     
 

1. Exclusive Jurisdiction. Exclusive jurisdiction is power reserved to one agency for the 
exclusive enforcement of specific laws in a defined territory. Where the Federal Government 
has acquired all of the authority of the state and the state has not reserved any of that authority, 
the Federal Government has exclusive jurisdiction. This power is usually confined to military 
reservations, airports, and other exclusively Federal or state installations and is not applicable to 
any departmentally owned or leased spaces.  

 
2. Concurrent Jurisdiction. 

 
a. Two or more entities sharing powers of enforcement have concurrent jurisdiction, such as 
when a state or local government has delegated authorities to the Federal Government but 
has retained the right to exercise any of those authorities itself. Most Department of 
Commerce facilities, whether owned or leased, fall into this category. In the Herbert C. 
Hoover Building, for example, authority is shared by the General Services Administration 
(GSA), which represents the Federal Government, and the Metropolitan Police Department, 
which represents the municipality of the District of Columbia. Another example is the 
United States Patent and Trademark Office (USPTO) in Arlington, Virginia, where 
Arlington County, with authority delegated by the State of Virginia, represents the county 
and GSA represents the Federal Government. There are also a limited number of 
jurisdictions where three agencies, usually county, city and Federal, have concurrent 
jurisdiction.   

 
b.  In concurrent jurisdictions, governmental units usually execute a written agreement, such 
as a Memorandum of Understanding (MOU), to define the powers that will be shared. For 
example, the agency with primary (or original) authority, e.g., a county or a state, usually 
reserves the right to investigate and prosecute major crimes such as murder and rape. This 
power is often delegated to the municipal level. Lesser crimes and crimes pertaining to 
Federal personnel and property such as assault and theft of Federal Government property are 
usually investigated by GSA's Federal Protective Service. 

 
B. Delegations of GSA Authority. In facilities where GSA has delegated its authority to the 
occupant agency, it may also delegate most or all of its enforcement powers. In many cases (such as 
at the Herbert C. Hoover Building), GSA may reserve certain of its investigative and prosecuting 
powers. When jurisdiction is delegated to an agency by the GSA, an agreement must be negotiated 
with the local police to provide law enforcement responses or to continue certain necessary 
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practices. For example, due to strict gun laws in the District of Columbia, GSA has obtained 
permission for Federal Protective Service (FPS) and contract guards to carry firearms between 
Federal facilities. An agency accepting GSA's delegation of authority would have to negotiate a 
similar agreement with the District of Columbia Government. Representatives of the FPS, local 
police, and the Department of Commerce must sign agreements of this type. Guidance and 
assistance for initiating a jurisdictional agreement may be obtained from the Office of Security.  See 
also paragraph 3607B, Facilities with GSA Delegations of Authority.  
 
C. Special Police Commissions. Members of a guard force may be granted a “Special Police” 
commission in some jurisdictions by state or local police. This commission allows the guard to 
exercise certain law enforcement authorities that are specified in the commission. If special police 
officers (SPO) are employed by a proprietary guard force, they must be specifically assigned the 
authorities stipulated by the commission and be trained and certified in accordance with the 
requirements of the commission. If special police officers are required as part of a contract guard 
force, the contract statement of work must stipulate that need, must assign liability for the exercise 
of police powers by guards under the contract, and must require the requisite training and 
certification. The jurisdiction of the Special Police commission is generally limited to the 
referenced facility.  
 
3606 Federal Protective Service  
 
A. In many facilities owned, operated, or leased by GSA, the guard force may be provided by the 
Federal Protective Service (FPS). The FPS is a cadre of trained Federal employees commissioned 
as special police officers whose authority is confined to Federal installations and the routes between 
them.  
 
B. FPS officials will work with security officials representing the prime tenant (agency having the 
greatest number of employees in a building or facility) to accommodate the security needs of the 
tenants.  
 
C. FPS has developed a formula to determine the extent of guard services required for a given 
building or facility, based on a number of factors including building size and population, sensitivity 
of operations, and crime rate in the building and the surrounding area. The Department of 
Commerce pays GSA for the determined amount of protective services as a percentage of the 
STAR Rent Billing (System for Tracking and Administering Real Property, formerly Standard 
Level User Charge, or SLUC) for the facility. In other words, the Department pays GSA a certain 
cost per year, per square foot of usable space, for basic protective services. The cost for additional 
protective services must be borne by the operating unit requesting the service. 
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D. In recent years, the basic FPS concept of protection has evolved from the guard on a fixed post 
to a response-mode using mobile patrols. As a result, GSA-owned or operated buildings normally 
are not assigned guard posts at entry doors. Rather, they would likely have guards on roving patrols 
in the building and also would utilize mobile FPS patrols for response to incidents, at least in the 
twelve major cities with an FPS presence. Security contacts attempting to negotiate protective 
assistance agreements in small cities and towns should contact their servicing security officer for 
additional guidance. 
 
E. If an operating unit requires additional FPS Officers on fixed or mobile posts (e.g., in a lobby to 
control access or in a parking garage to control traffic), it may request such additional services from 
GSA on a reimbursable basis.  
 
3607 Responsibility By Facility Type 
 
A.  GSA-Owned or Operated Facilities. 
 

1. In some facilities owned, operated or leased by GSA, FPS officials may have decided to 
contract for guard services.  In such cases, a contracting officer of the appropriate GSA region 
will procure and maintain guard services for each facility. A Contracting Officer’s Technical 
Representative (COTR) will normally manage the contract. The COTR is usually a GSA official 
with physical security expertise who maintains contact with the prime tenant's security officials 
to determine their needs and who monitor the execution of the terms of the contract for the 
contracting officer.  

 
2. In many larger facilities, a representative of the prime tenant agency, an Agency Technical 
Representative (ATR) may work directly with GSA's contracting officer and COTR to develop 
the contract, write post orders, and monitor performance of the contract.    
 
3. GSA contracting officials are responsible for security and suitability processing, as well as 
for training and certification. It is advantageous for the ATR to work closely with FPS officials 
to provide input as necessary and to monitor the required processing. 

 
B.  Facilities with GSA Delegations of Authority. 
  

1. In facilities where GSA has delegated protection authority to the agency or prime tenant, 
virtually all protection responsibilities are transferred to the agency, including procurement and 
management of guard contracts.  

 
2. Usually, GSA will retain responsibility for physical security surveys, mobile patrols, 
monitoring of alarms, response to incidents, requests for criminal investigations, and fire and 
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facility safety and health inspections. GSA will provide such services at no charge to the agency 
beyond the protection portion of the rent.  

 
3. Under the delegation, the accepting agency is usually responsible for providing the following 
services formerly administered by GSA.  

 
a. Contracting for Guard Services. This is the responsibility of the facility manager, in 
consultation with the servicing security officer, who should work in concert with the 
appropriate contracting officials. The Office of Security will conduct the necessary 
suitability processing in accordance with the Chapter 10, Position Sensitivity, and Chapter 
11, Investigative Processing.   

 
b. Security Clearances. If the security guards require a security clearance, the operating 
unit must follow procedures detailed in the National Industrial Security Program Operating 
Manual (NISPOM), Chapter 43, Industrial Security, and Chapter 12, Eligibility for Access 
to Classified National Security Information.  

 
c. Crime Prevention Assessments and Presentations. The operating unit may elect to 
have the servicing security officer conduct these services or to contract with local security 
firms or law enforcement agencies.  

 
d. Maintenance of, and Response to, Security Systems in Place. Local contractors are 
generally available to perform such maintenance and response, or GSA may be able to 
provide such services on a reimbursable basis in metropolitan areas.  

 
e. Reporting of all Serious Criminal Incidents. All serious criminal incidents (such as 
murder or high-value theft) must be reported immediately through their servicing security 
officer to the Office of Security. Additionally, GSA requires that all such incidents be 
reported to the appropriate FPS office with jurisdiction over the Federal building.  

 
4. Department of Commerce facilities that have accepted GSA delegations have the option of 
reimbursing GSA for some or all of the referenced protective services. 

 
C.  Facilities with Proprietary Guard Forces. 
 

1. Introduction. A proprietary guard force consists of employees of an agency or tenant 
organization who have been hired exclusively for the protection of the assets and personnel of 
that organization.   
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2.  Advantages: 
 

•   Loyalty to the organization. 
 

•   Greater incentive or motivation to perform due to usually greater compensation, benefits, 
and promotion potential.  

 
•   Lower turnover. 

 
•   Greater control over performance, supervision, training, staff selection, and  

  communications. 
 

•   Higher morale resulting from more effective input to employee career tracks. 
 

•   Better law enforcement liaison.  
 

3.  Disadvantages: 
 

•   Higher salary, equipment, and overhead costs. 
 

•   The need for position slots. 
 

•   Additional logistics and salary ramifications of union affiliation. 
 

•   Recruiting problems (time lags and decreased flexibility in filling vacancies). 
 

•   The need for additional management resources to run the program. 
 

•   The possible need for Special Police commissions. 
 

4.  Processing Requirements for Proprietary Guards. 
 

a. Position sensitivity and suitability requirements can be found in Chapter 10, Position 
Sensitivity, of this manual.  

 
b. Security clearance investigative requirements are specified in Chapter 11, Investigative 
Processing, of this manual. 
 
c. Paragraph 3603, Personnel Requirements, describes the process for establishing armed 
guard posts at departmental facilities.  
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3608 Contracting for Guard Service 
 
After deciding to contract for guard services and determining the nature and extent of the required 
guard services, the COTR (usually the servicing security officer) develops a statement of work that 
describes the contract effort required. The work statement will usually contain the elements listed 
below. 
 
A. Scope of Work. A general description of the contract (e.g., guard services, the premises, and the 
management and equipment required). 
 
B. Contract Effort Required. A detailed description of productive man-hours and supervisory 
man-hours. 
 
C. Services Required. Basic duties of guards, by post, and work scheduling procedures (i.e., nature 
of coverage and duration of shift and relief assignments). 
 
D. Supervision.  Duties of contract manager, on-site supervisor, and key contractor personnel.  
 
E.  Authority and Jurisdiction.  Permits and licenses required, weapons permits, and bonding.  
 
F.  Liability.  The contractor is fully liable for the conduct of his employees.  
  
G. Regulations and Procedures. GSA and agency procedures for protection, including the 
following documentation. 
 

1. Officer's Duty Books.  
 

2. Rules and Regulations Governing Conduct on Federal Property (41 CFR Part 101-20.3).  
 

3. Federal Protective Service Uniformed Force Operations Handbook (PAS P 5930.17), U.S. 
General Services Administration, July 1, 1997. 

 
H.  Supplies, Materials and Equipment.  
 

1. Inventory of material furnished by the Federal Government, such as electrical and mechanical 
equipment, furniture, safes and weapons cabinets, telephones, typewriters, and books and 
supplies.  
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2. Rules for property accountability, instructions for use of property, and requirements for 
safeguarding supplies, materials, and equipment.  

 
I.  Items Furnished by the Contractor. 
 

1. Uniforms, insignia, and accessories.  
 

2. Equipment, including flashlights, batons, belts, whistles, notebooks, and safety apparel.  
 

3. Radios, including frequencies, permits and licenses, base stations, and detailed performance 
specifications for the site.  

 
4. Firearms, including permits and licenses, holsters and ammunition, issuance and control 
procedures and records, storage cabinets, loading and unloading instructions and safety 
procedures, and training and certification requirements.  

 
J. Qualifications of Personnel.  Desirable qualities in guards are developed through training and 
become instinctive through experience. The basic qualifications are to comprehend and comply 
with written and oral instructions. A guard should be at least 21 years old, have at least a high 
school diploma or equivalent and have two years experience demonstrating the following 
characteristics. 
 

1. Mature judgment. 
 

2. Reliability and dependability. 
 

3. Tactfulness and self control. 
 

4. Ability to observe, recall, and report. 
 

5. Ability to retain composure and perform under pressure, and to know when to call for  
assistance. 

 
6. Ability to meet and deal effectively with the general public and with visiting dignitaries. 

 
7. Ability to give instructions clearly and concisely, firmly but diplomatically. 

 
8. Good general health and physical fitness. 

 
9. Contractors should be required to certify that their guards have:  

 
a. No physical defects that would hamper the performance of assigned duties;  
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b. Freedom from serious illness or communicable disease;  

 
c. Binocular vision, correctable to 20/20;  

 
d. Hearing within normal speech range and volume; 

 
e. Unimpaired use of hands, arms, legs and feet, and ability to run, lift, and climb stairs; 

 
f. Ability to wear and use all protective equipment; and  

 
g. Mental alertness and emotional stability.  

 
K.  Suitability Requirements. 
 

1. The contract should contain suitability standards and instructions regarding forms to be 
submitted and procedures for processing and determining suitability for employment.  

 
a. For contracts where no security clearance is required, position sensitivity and suitability 
requirements are covered in Chapter 10 and 11 of this manual.  

 
b. If a security clearance is required, the investigative processing is described in the 
NISPOM guidance and Chapter 12, Access to National Security Information, and Chapter 
11, Investigative Processing.  

 
2. Determinations of fitness or suitability for purposes of performing the duties of the contract 
are generally decided by the contracting officer or COTR, and should be based on the following 
criteria. 

 
a. Violations of rules and regulations. 

 
b. Neglect of duty. 

 
c. Disorderly conduct. 

 
d. Theft, vandalism, immoral conduct, or criminal activity. 

 
e. Sale, consumption, possession, or being under the influence of drugs or intoxicants. 

 
f. Improper use of authority or Federal Government property. 
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g. Weapons or safety violations. 
 

h. Recurring tardiness or attendance problems. 
 

i. Failure to report or take proper action on security problems. 
 
L. Armed Guards. See paragraph 3603 B, Armed Guards, regarding the responsibilities of 
officials who plan to establish armed guard posts at their facilities. Special departmental 
investigative processing is required for armed guards and employee police officers, and certain 
other precautionary measures must be taken by selecting facility and security officials to reduce the 
possibilities of mishaps involving firearms. See also Appendix T, Firearms/Weapons/Use of Force 
Policy, regarding departmental firearms policy and investigative processing. 
 
M.  Access to Classified Information. 
 

1. Determining the Need for a Security Clearance. 
 

a. If a contract guard is expected to handle or otherwise have direct access to classified 
information or equipment, especially if such access is expected to be recurring, the position 
will require a security clearance at the appropriate level as prescribed in paragraph 3608 
M.3, below. There is no waiver from this requirement.  

 
b. If a guard does not normally require access to classified information, but is incidentally 
exposed to classified information such as during the discovery of an occasional security 
violation, then no security clearance is required. The guard will be debriefed by the 
servicing security officer if they encounter classified information. 

 
2. Level of Clearance. The level of clearance is determined by the highest classification of 
material handled or routinely accessed by the guard. 

  
3. Obtaining Security Clearances. If a guard force requires access to classified information, 
the contract must then include a completed Form DD-254, Contract Security Classification 
Specification. The facility manager coordinating the guard force contract should check with the 
servicing security officer and procurement officials regarding completion of this form. The 
contract must stipulate the same security processing requirements for any subcontracts.  

 
4. Handling Classified Information. The contract should specify the following elements. 

 
a. Required security clearances and level of access required.   

 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

______________________________________________________________________________ 
Section IV – Physical Security 
Chapter 36 – Guard Services 

April 4, 2003 
Page 36.15  

 

b. Whether the contractor will require a Facility Clearance under the National Industrial 
Security Program regulations, and at what level of access. 

 
c. Applicable requirements for safeguarding classified information.  A reference to Chapter 
17, Safeguarding National Security Information, of this manual will satisfy this requirement.  
A copy of this manual should be included in the documentation provided to the contractor. 

 
d. The guard force responsible for safeguarding a departmental office, facility, or operation 
shall comply with all pertinent Federal and departmental regulations.  

 
N. Plainclothes Guard Services. Facility managers and servicing security officers may determine 
that certain controls are required for a facility, but that a uniformed guard presence projects a more 
forceful image than desired. Most contractors can provide trained security personnel in civilian 
clothes, usually slacks and a blazer, to perform access control and reception services. This can be 
accomplished by adding a requirement to the contract for the services of plainclothes security 
guards. Most jurisdictions do not allow the use of armed plainclothes security guards.   
 
O. Supervisory Requirements. Supervisors must be individuals of unquestioned integrity who 
have demonstrated exceptional qualities of maturity and judgment with at least two years of field 
experience. See paragraph 3604, Supervision. 
 
P. Training Requirements. The contract should specify, in detail, training to be provided by the 
contractor, to include the following items. 
  

1. General duties, such as conduct, appearance, use of radios and equipment, first aid, and 
emergency duties.  

 
2. Physical protection, such as crime prevention, patrol techniques, and responses to alarms.  

 
3. Enforcement, such as laws and regulations, search and arrest techniques, and preservation of 
evidence.  

 
4. Special problems, such as bomb threats and searches, hostage situations, or civil disturbances.  

 
5. Crimes, including criminal and civil law, burglary, robbery, arson, and responses to crimes in 
progress.  

 
6. Firearms, including safety, policy, and procedure for use of lethal force, judgment shooting, 
and a detailed specification of the qualifications standards to be met. See Appendix T, 
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Firearms/Weapons/Use of Force Policy. The contractor is responsible for obtaining all required 
training and certifications. 

 
7. Special training for supervisors, as necessary, based on unique requirements. 

 
8. Special requirements of the agency or facility, such as operation of access control systems, 
special response procedures for sensitive areas, emergency evacuation plan, agency and security 
chain of command, and dignitary protection may be required.  

 
Q. Reporting Work. The contract should specify in detail the procedures for recording and 
verifying the contractor's hours of work and a schedule of penalties or deductions for failure to 
properly perform the required work.  
 
R. Appendices to the Contract. Appendices to the contract should include the information listed 
below. 
 

1. A summary of building or facility data, vehicle and equipment requirements, suitability and 
security determinations, provisions for facility inspection, and a summary of productive and 
supervisory hours. A second appendix, in the form of a matrix summarizing post hours by day, 
week, and month, is also helpful.  

 
2. A description of each post, to include:  

 
a. Location and whether fixed or roving;  

 
b. Days, hours and shifts of duty, including total weekly hours; and  

  
c. Requirements for firearms, radios, or other equipment.  

 
3. A summary of Offered Hourly Rates, usually in matrix form with blanks to fill in for each 
year of the contract (original plus up to four one-year extensions) to permit calculation of costs 
when the bidder submits productive and supervisory hourly rates.  

 
3609 Guard Force Standard Operating Procedures 
 
A. Security force personnel must know what is expected of them.  One of the most important 
elements in an effective security force is written Standard Operating Procedures. Procedures should 
be written in clear, simple language and formatted so information is easily accessible and quickly 
located. Developed by the servicing security officer, the COTR or ATR, or a GSA contracting 
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official, procedures should be reviewed by the project manager and/or the site supervisor for 
suggested revisions based on the local site. The orders should be reviewed and updated annually.  
 
B. Standard Operating Procedures should include general orders, post orders, and special orders. 
 

1. General Orders. The policies, procedures, and other basic information that apply to all 
posts.  

 
2. Post Orders.  Operational guidelines for specific posts that contain specific instructions for 
the guards to follow.  

 
3. Special Orders. Short term or limited scope instructions that cover special events of a 
limited duration, unusual, or non-recurring activities. 

 
3610 Guard Force Management 
 
Successful operation of a guard contract requires constant and careful supervision to assure that all 
aspects of the contract requirements continue to run smoothly. After initial negotiations, the COTR 
or ATR should perform the services listed below on a continuing basis.  
 

• Maintain liaison with Federal Protective Service officials (e.g., contracting officers and 
officials of the contract firm, including project managers, and other on-site officials). 

 
• Monitor the performance of the guard force to assure that post assignments are timely and 

efficiently made; time sheets are kept accurately; property is accounted for; Post Orders are 
up-to-date, properly distributed and read; and all provisions of the contract are being met. 

 
• Assure that all guards have received basic training, weapons training, any special agency or 

facility requirements, and are carrying the proper identification and certification of training.  
 

• Monitor the performance of all guards on post, including roving patrols, to ensure 
compliance with SOPs. 

 
• Assess penalties for non-performance of the statement of work. 

 
• Ensure timely submission of all guard force forms, reports, and other documentation 

required by FPS and/or the contract. 
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Chapter 37 - Storage and Destruction 
  Equipment 
  
3701 Physical Protection and Storage of Materials 
 
A. Employees or others having custody of classified or sensitive information or Federal 
Government property are responsible for its safeguarding and proper handling. The policy and 
procedures for the safe handling of such information are set forth in Chapters 23, Custody and 
Accountability, and 24, Storage, of the Security Manual detailing the physical storage and 
destruction requirements for such material.  
 
B. Many types of storage equipment are used to store classified and sensitive information, weapons, 
controlled substances, valuable equipment, and negotiable documents or funds. Only equipment 
described in this manual or specifically approved by the Office of Security may be used to store 
such materials. 
 
C. To minimize the possibility of compromise of classified information or attempts to break into 
and enter security storage equipment, such items as money, weapons, narcotics, and precious metals 
will not be stored in any security storage equipment in which classified information is stored.  
 
D. The heads of operating units and departmental offices are responsible for ensuring that 
authorized equipment is utilized for the protection of classified and sensitive information and 
property, and that employees are made aware of such requirements.  
 
3702 Security Containers 
 
Security containers used to store classified information at the Secret level and above will be 
controlled through the Department’s electronic database system, Security Information Management 
System (SIMS), where possible, or by other database systems. Each operating unit is responsible 
for entering information into this electronic system and for assisting the security contact in 
maintaining a record of controlled information. 
 
A. Approved Containers. Federal specifications for security containers are developed by the 
Interagency Advisory Committee on Security Equipment (IACSE), which also approves equipment 
listed on GSA's Federal Supply Schedule. A security container approved by GSA for storing 
classified information will bear a label affixed to the exterior attesting to its storage capability.  
Approved containers are those rated Class 1, Class 5, or Class 6 on the GSA's Federal Supply 
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Schedule list. Older containers will normally have such an approval label affixed to the inside of the 
control drawer, however, the label may be missing from some containers as a result of age, damage, 
rehabilitation, or other modification.  
 
B.  Types of Security Containers. 
 

1. Class 1 containers, insulated for fire protection and available in 2- and 4-drawer models, are  
authorized for storage of classified material up to, and including, Top Secret.  The protection 
provided is:  

 
         30 man-minutes against surreptitious entry; 
         20 man-hours against lock manipulation; 
         20 man-hours against radiological attack;  
         10 man-minutes against forced entry; and  
         1 man-hour against fire damage to contents.  
 

2. Class 5 containers are not insulated for fire protection and are available in 2-,  4-, and 5-
drawer models. These containers are authorized for storage of classified material up to, and 
including, Top Secret.  It is certified for:  

 
         30 man-minutes against surreptitious entry; 
         20 man-hours against lock manipulation; 
         20 man-hours against radiological attack; and  
         10 man-minutes against forced entry.  
 

3. Class 6 containers afford the same protection as the Class 5, however, there is no certified 
forced entry protection. These containers are designed with 2-, 4-, or 5-drawers and are 
authorized for storage of classified material up to, and including, Top Secret.  It provides the 
following protection:  

 
         30 man-minutes against surreptitious entry; 
         20 man-hours against lock manipulation; 
         20 man-hours against radiological attack; and  
         No forced entry test requirement.  
 

4. Map and Plan Security Cabinets. Security cabinets that are manufactured in both Class 5 
and Class 6 models. The Map and Plan security cabinet can be equipped with individually 
locked compartments and is authorized for storage of classified material up to, and including, 
Top Secret. 
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5. Money Safes. Class 5 containers that come with or without a channel base. For information 
related to the storage of funds, see paragraph 3803, Protection of Funds, and Appendix P, 
Disbursing Office and Imprest Fund Checklist. Additional information can be obtained from the 
Department's Cash Management Handbook and the Treasury Department’s Manual of 
Procedures and Instructions for Cashiers. 

 
6. Weapons Storage Containers. Class 5 containers that come with a standard 7-drawer 
configuration.  

 
7. Vaults. Storage container that is used for the storage of classified information, providing the 
vault meets the construction standards specified in DCID 1/21, Physical Security Standards for 
Sensitive Compartmented Information Facilities. Prior to constructing or utilizing such a 
facility, managers must consult with their servicing security officer for certification of the vault 
for storage of classified information.  

   
C. Procuring Storage Containers. Prior to procuring new storage containers, managers should 
make an effort to retire, return, declassify, or destroy unneeded classified records, files, or materials 
to make storage space or containers available. Managers should also check with property 
management personnel to determine if surplus containers are available prior to purchase of new 
containers.  
 
D.  Conditionally Approved Containers. 
 

1. For a number of years, a large number of filing cabinets with security lock-bars and padlocks 
have been conditionally approved for classified storage up to the Secret level. Lock-bar filing 
cabinets are easily compromised, however, and do not provide adequate protection for classified 
information. Therefore, these containers must be phased out of use by October 1, 2012.  Until 
October 1, 2012, material up to the Secret level may be stored only if the equipment is already 
in use. These cabinets must be systematically phased out and be replaced with newer 
GSA-approved security containers.  

  
2. Older containers manufactured by Remington-Rand and Shaw-Walker are approved only for 
the storage of information up to the Secret level. These models should be systematically phased 
out of service as resources permit.   
 
SAFETY NOTE: GSA determined that several Remington-Rand and 
Shaw-Walker cabinets, which were rated as fire retardant or fire resistant, 
contain asbestos that can be released into the atmosphere through normal 
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use.  Those models should be identified and given priority consideration for 
replacement.  Managers should call their servicing security officer if they 
have any questions about the identity of these containers.  

  
E. Non-approved Containers. A filing cabinet is a container designed as a file storage unit with no 
inherent security features. Currently, there are no filing cabinets on the market that are approved by 
the Department for the storage of classified information. 
 
F.  Accountability of Storage Equipment. 
 

1. The security contact or servicing security officer must maintain a record on any vault, secure 
room, or container used to store classified information. The SF-700, Security Container 
Information, shall be used for this purpose. 

     
2. To identify each vault or container, the security contact or servicing security officer will 
externally mark each container and vault door with a number or symbol. This will aid in the 
accountability process and will facilitate the maintaining of combinations by safe and room 
number. 
 
3. The container should not have any external marking to indicate the type of contents or 
classification level of information stored within the container or vault. 
 
4. Access to the combination of a vault or container used for storing classified information may 
be given only to those individuals who have the appropriate clearance and need-to-know. 

 
G. Moving Security Containers. When security containers are moved from one location to 
another, even within the same building, the precautions listed below must be taken. 

 
1. The security contact shall be notified of all container moves and coordinate the move with the 
responsible official. The security contact shall inform the servicing security officer of the move 
within 24 hours of the move. 

     
2. Security containers must be securely locked, clearly and distinctly marked to show the new 
destination, and be accompanied by an appropriately cleared employee of the office or facility 
while in transit.  
 
3. Containers of classified information must be stored within a locked or otherwise secured 
room.  Under no circumstances should the container be left unattended. 
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4. The Classified Control Point (CCP) will update the SIMS database to reflect the new location 
of the security container. 

  
H.  Repairing Security Containers. 
 

1. Persons who repair or drill security containers, vault doors, and locks must be cleared for 
access to the highest level of classified information stored within the container or must be 
escorted and continuously watched while working on the container.  

 
2. Although repaired containers cannot be used to store Top Secret information, GSA-approved 
containers can be returned to their original state of security for storage up to the Secret level by 
meeting the following conditions. 

 
a. All damaged or altered parts must be replaced. 

 
b. When a container is drilled adjacent to or through the dial ring, the lock must be replaced 
with a computerized combination lock meeting Federal Specification FF-L-2740. The 
drilled hole must be repaired with a tapered casehardened steel rod (dowel, drill bit, bearing) 
with a diameter and length slightly larger than the hole. When the rod is driven into the hole, 
a shallow recess should remain at each end of the rod that is no less than one-eighth inch or 
3.175 mm or more than three-sixteenths inch or 4.76 mm deep. This will permit a 
substantial weld on the inside and outside surfaces. The outside of the drawer head must 
then be puttied, sanded, and repainted in such a way that no visible evidence of the hole or 
its repair remains on the outer surface after replacement of the damaged parts.  

 
c. Containers that have been drilled or repaired in a manner other than that described above 
cannot be restored to their original state of security integrity. The “Test Certification Label” 
and the “General Services Administration Approved Security Container” label, if any, must 
be removed. The container must not be used for storing classified information and a notice 
to this effect must be marked on the front of the container. Labels can be obtained from the 
Office of Security. 

 
I. Disposing of Excess or Obsolete Containers. Prior to surplusing a storage container, the 
security contact or container custodian must remove all drawers and search inside to ensure that 
classified material is not inadvertently left in the container. The combination must be reset to the 
factory setting 50-25-50. A written statement must be placed on the container attesting to the fact 
that the container was checked and the combination reset.  
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3703 Destruction Equipment 
 
To properly destroy classified or sensitive material, personnel should use equipment appropriate for 
the type of material being destroyed. See paragraph 2307, Destruction of Classified Material, for 
further guidance regarding the destruction of classified information.   
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Chapter 38 - Security for Special Functions 
  
3801 Safeguarding Critical Functions and Facilities 
 
A. Due to the diversity of missions within the Department and the wide variety of physical facilities 
and types of spaces throughout the country and overseas, this chapter cannot address all of the 
possible applications of the security principles and procedures required to protect those facilities. 
Therefore, it is the responsibility of facility managers and operating unit directors to apply, or adapt 
where authorized, the standards, methods, and minimum requirements prescribed in this chapter to 
particular sites or situations required by local conditions. 
  
B. An office head may determine that a certain function is critical to his or her mission, and 
therefore, requires special safeguards or protection. This might include functions that are required 
for continuous operation, would be difficult to restore, involve valuable or sensitive equipment or 
documents, or present safety hazards.  
 
C. Security measures for safeguarding such critical functions might include segregation of the 
operation from adjacent areas, surveillance by camera or guard, electronic access control systems, 
construction of a strongroom, implementation of an employee identification system, placement of a 
receptionist at an entrance, use of visitor control logs, or installation of cipher locks. These 
measures are discussed in detail elsewhere in this manual.  
 
3802 Printing/Reproduction of Classified Information  
 
Access to pressrooms, darkrooms, copier, composition, binding, and proofreading rooms shall be 
restricted when classified production is in progress. Only appropriately cleared persons shall be 
permitted in the area. Cleared escorts may be necessary to assure such segregation from unclassified 
operations.  
 
3803 Protection of Funds 
 
A. Cash-handling operations or facilities should be located on an upper floor, and as deep as 
practical within a building. This will preclude easy access from the street and within the building.  
 
B. Reasonable precautions should be taken to safeguard government funds. For example, the 
handling of funds should be screened from public view to the extent practical. Rather than holding 
large amounts of cash, personnel should obtain advances through the Departmental credit card 
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program or in the form of traveler’s checks. Personnel should avoid attracting attention when 
performing sizable cash transfers by doing so in an inconspicuous and non-routine manner.  
 
C. Contract guard services should be used to escort or move large amounts of funds between the 
fund activity and the depositories. An even higher degree of safety can be achieved by using 
electronic fund transfers to the maximum extent practicable. Alternates and local sub-cashiers 
should be protected by providing separate cash boxes or safe drawers.  
 
D. The intermingling of funds with classified material or items of intrinsic value should be avoided.  
Personnel should consider having a witness when locking a storage container when the fund will be 
unattended during the workday and at the close of business.  
 
E. The number of employees allowed access to the storage container and the lock combination 
should be limited and listed. Procedures to follow in the event of a holdup or other emergency 
situation should be prepared. 
 
F.  For fund operations on a larger scale, the following options should be considered. 
 

1. Install a panic or holdup alarm to annunciate locally or at a guard post or monitoring service. 
 

2. Monitor transactions with closed circuit television cameras. 
     

3. Install bullet resistant partitions and holdup packets of prerecorded bills in high crime areas. 
 
G. An inspection checklist on the security of funds storage areas and equipment can be found at 
Appendix P, Disbursing Office and Imprest Fund Checklist.  
 
3804 Firearms 
 
See Appendix T, Firearms/Weapons/Use of Force Policy, for procedures on the safeguarding and 
storing of firearms. See also Chapter 36, Guard Services, regarding the proper equipment for the 
storage of firearms and ammunition. 
 
3805 Controlled Substances Stored for Medical, Research, or 
 Evidentiary Purposes 
 
A. Controlled substances (opiates, opiate derivatives, stimulants and depressants, and narcotic 
drugs) must be stored in an approved security container listed in the Federal Supply Schedule. The 
container must have a built-in, GSA-approved, three-position, dial-type changeable combination 
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lock and be of such weight, size, construction or installation as to minimize the possibility of 
removal or forced or surreptitious entry. Classified material shall not be stored with controlled 
substances.  
 
B. The container must be kept in a locked room and strict control must be placed on the keys. A 
room containing large quantities of substances having a high street value should have supplemental 
security measures such as an alarm system and/or a guard presence or response.  
 
C. Controlled substances shall be inventoried at a frequency to be determined by the facility 
manager in consultation with the Contracting Officer’s Technical Representative (COTR) and the 
servicing security officer. Discrepancies shall be reported verbally to the security contact or 
servicing security officer immediately. A written report detailing the discrepancies and subsequent 
actions shall be submitted by the COTR through the facility manager to the servicing security 
officer within five days of the discovery with a copy forwarded to the Office of Security.  Inventory 
records for the three most recent inspections will be kept on file and available for review. 
  
 3806 Shipping/Receiving and Storage Areas 
 
A. Introduction. Volumes of valuable and critical property pass through shipping and receiving 
areas daily. Managers often create areas for the storage of new or used equipment waiting for 
distribution. If not properly protected, these areas become vulnerable to theft and misappropriation 
of the equipment stored there. Security for such areas and material requires consideration of the 
basic procedures described below. 
 
B. Physical Premises. Areas where materials are shipped and received must be located near 
exterior access points, including loading docks and driveways. Such areas should be well lighted, 
have controls on doors to both exterior areas and interior spaces, and should be equipped with 
surveillance devices and/or guards or other protective measures. Storage areas should be located 
away from shipping and receiving areas and facility entry and exit points to make the unauthorized 
removal of stored items more difficult. See Chapter 37, Storage and Destruction Equipment, for 
detailed information on planning and design. See also other guidelines for protection of shipping 
and receiving areas in the Department of Justice’s, Standards for Protection of Federal Facilities 
(Appendix K). 
 
C.  Access Controls. 
 

1. The guard force should maintain updated access lists to ensure unauthorized personnel are 
kept out of the shipping, receiving, and storage areas. Persons unknown to the guard should be 
asked for identification and be required to establish their authority to be in the area. 
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2. Employee locker and "break" areas should not be located convenient to storage areas in order 
to reduce opportunities for pilferage. Controls should be established to screen packages being 
removed by employees.  

 
3. Vendors and contractor personnel shall be subject to the following screening procedures.  

 
a. A pass or identification system may be established for shipping and receiving areas.   

 
b. Trash collectors, repair personnel, and others who have trucks, tool kits, carts, and other 
containers shall be subject to inspection procedures to prevent removal of items hidden in 
those containers.  

 
4. Storage areas shall be protected by such security measures as high security locks or other 
access control systems, perimeter and/or interior alarms, and other design measures.  
 
5. Vehicles shall be controlled on entry and exit and be kept under observation, preferably by a 
guard on a post in the immediate area. At the very least, such areas shall be monitored by means 
of a CCTV system with a rapid guard response from within the building. 

 
a. Delivery vehicles shall be logged in by a guard. The record should reflect the vehicle 
identification, time of entry and exit, and name of the firm, and the driver. Privately owned 
vehicles, which should not be permitted in such areas unless absolutely necessary, should be 
subject to similar controls and shall be required to have permits.  

 
b. Notices shall be posted in dock and parking areas stating that all vehicles are subject to 
search.  Vehicles should be watched carefully by guards to prevent unauthorized loading of 
property into them. Periodic vehicle searches will have the effect of deterring such 
unauthorized activity.  

 
D.  Property Control and Accountability. 
 

1. Procedures shall be established for the control of incoming property, and shipments should be 
checked for signs of pilferage or damage. A careful inventory of incoming shipments should be 
conducted to assure that all items on the bills of lading or other manifests are received.  
Delivery records should be checked against requisitions and purchase orders. Only designated 
personnel who have a completed background investigation and are determined to be trustworthy 
shall be authorized to accept or sign for deliveries. Damaged merchandise should be separated 
and secured until disposition can be made.  
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2. Supplies shall be physically protected from unauthorized access and pilferage. Special secure 
storage provisions shall be made for sensitive or valuable shipments, including secure rooms 
and containers. Open storage areas will require special protective measures, such as patrols by 
guards, closed circuit television camera coverage, or alarm devices. Shipping and receiving 
platforms should be kept free of trash or surplus items. Material stored in the open should be 
neatly stacked and positioned in a manner that will permit observation by guards or other 
security personnel.  

 
3. Accountability procedures shall be established for stored items. Periodic comprehensive 
inventories should be conducted and action taken to trace shortages or correct noted 
discrepancies. Inventories should be subject to audit by unbiased personnel, and weaknesses 
should be noted and accompanied by recommendations for improvements. 

 
4. Outgoing material shall be subject to the same strict controls and accountability procedures as 
deliveries received.Materials shall be kept in secure holding areas pending delivery. Procedures 
should be established for receipting deliveries to the carrier or messenger; their signatures 
should be maintained in a card file if practicable. Procedures should also be established to verify 
the arrival of shipments at their points of destination.  

 
E. Additional guidance on material storage and inventory techniques can be found in Appendix Q, 
Shipping/Receiving Warehouse Facilities Checklist, of this manual. 
 
3807 Mail Room 
 
A. The U.S. Mail must be protected at all times. Only GSA-approved security containers should be 
utilized to store registered/certified mail. The Mail Room should be located at the perimeter away 
from facility entrances, high-personnel density areas, and areas containing critical services, utilities, 
distribution systems, and other assets. A preferred location for the facility may be near the loading 
dock. 
 
B.  The following design criteria should be incorporated in Mail Room construction. 
 

1.  Separate room. 
 
2. Reinforced walls and ceilings. 
 
3. Protection of door-hinges peened to prevent removal if mounted on outside of door. 
 
4. Equipped with one or more secondary locks. 
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5. Adjoining rooms locked or blocked. 
 
6. Windows and ventilation openings should be covered with steel bars or No. 9 gauge wire 
mesh. 

 
3808 Child Care Facilities 
 
A. General. Congress directed that each agency of the Federal Government, each facility operated 
by the Federal Government, and each facility operated under contract with the Federal Government 
may allot space in such a building for child care services to children of employees (see Section 
490b of Title 40, Public Building, Property, and Works). Through its licensing agreements, the 
General Services Administration (GSA) provides guidance, assistance, and oversight for the 
development of child care centers in such facilities to promote the provision of economical and 
effective child care for Federal workers. 
 
B. Accreditation. For guidance concerning the development and construction of Federal child care 
centers, the GSA publication, Child Care Center Design Guide, PBS 3425-13, U.S. General 
Services Administration, June 1998, contains criteria for planning and designing child care centers 
in GSA-owned or controlled facilities. After one year of operation, a child care center must receive 
accreditation from the National Academy of Early Childhood Programs. They must also comply 
with state and local licensing regulations.   
 
C. Safety and Security of Facilities. When establishing child care centers, the heads of each 
operating units or senior facility managers shall consult with their servicing security officer to 
ensure that safety and security features are included in the plans for the child care center. Senior 
facility managers may refer to appropriate sections in the GSA publication noted above when 
designing safety and security features. In addition, other security conditions noted below shall be 
followed when developing the child care center. 
 
D. Center Location. The following information provides general guidance for the design of child 
care centers in Federal office buildings. 
 

1. The child care center should be separated from public areas by buffer zones or barriers, such 
as fences or screens, particularly in high security risk areas. Buffer zones may be created by 
using large open turf areas, tree rows, perimeter hedges, berms, or any combination of these.  
Buffer zones allow the staff to observe individuals as they approach the center and shield the 
children from unwanted wind, noise, and disruptions.   

 
2. The center may be located in minimum and low risk facilities. Note: Child care centers will 
not be located in high risk buildings (e.g., courthouses). Entrances shall be at least 100 feet from 
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a facility entrance or loading dock, and the center shall be placed 100 feet away from vehicles 
unless there are compensating blast design measures. 

 
E.  Child Care Center Security Measures. 
 

1.  Mandatory. 
 

a. The child care center location must be readily identifiable and accessible to emergency 
response personnel.  

 
b. For emergency purposes, at least one parking space must be provided as near to the center 
entrance as possible. 

 
c. The location must allow for all exits and entrances to be secured.  Normal movement 
should be restricted to one main entrance and an additional service entry. 

 
d. The location must be a defendable space with a secure perimeter and controlled access. 

 
2.  Recommended. 

 
a. The location should allow the center to be near the facility guard station.  

  
b. A separate drop-off and pick-up site shall be provided that is not used for any other 
building purpose. 
 
c. Between the child care center and the mail room or other high hazard area, there should 
be blast resistance for a medium package device. 

 
F.  Child Care Center Personnel Security Requirements. Based on the Crime Control Act of 
1990, as amended, child care center workers employed in Federally owned or lease facilities must 
obtain a favorable background investigation before being allowed to work in a child care center. 
However, child care center workers may be hired provisionally as long as another employee that 
has a favorable background investigation completed supervises the provisional employee at all 
times while caring for children (see 42 U.S.C. § 13041 concerning Child Care Worker Employee 
Background Checks and paragraph 1104 F.). 
 
G. Electronic Security Systems. GSA defines and provides the electronic security systems for 
each child care center under their control. All Department of Commerce owned and operated 
centers will comply with the following GSA requirements. 
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1. Video cameras are required when the center entrance is not visible by the building security 
staff, if the entry door has no glazed areas allowing center staff to identify arriving individuals, 
or if the security risk assessment prescribes video monitoring at the entrance. 

 
2. An annunciator shall be installed at the entry door. 

 
3. Electronic security system, including alarms, cameras, hardware, shall be monitored either by 
FPS or facility guard service within the building or at the Director’s office and FPS law 
enforcement personnel off-site. 

 
4. An electronic key pad shall be installed at the entry door with large buttons to ensure ease of 
use accessibility to persons with disabilities (for authorized entrance without staff monitoring).   

 
5. All entry points shall be alarmed and include delayed alarm locks at exit doors. Egress doors 
not intended for children’s use should be equipped with electronic magnetic locks. 

 
6. Duress alarms shall be installed as prescribed by the security risk assessment. 

 
7. Emergency alarm signals should be audible and visible and monitored by the FPS, or the on-
site facility guard service. 

 
H.  Fence and Enclosure Criteria.  
 

1. Play yards must be enclosed by fences to define the play yard, allow ease of supervision of 
the children, and protect them from unauthorized individuals or stray animals. 

 
2. The transparent or opaque nature of the fence and fence height will depend upon the location 
and environmental conditions of the center and the requirements identified by the risk analysis. 

 
3. When the play yard can be viewed, a six-foot high fence must enclose the perimeter. 

 
4. When the play yard is adjacent to hazards, roadways, or is in a high security risk 
neighborhood, the perimeter of the play yard must be enclosed with an eight-foot high fence 
that screens view from the play yard. 

 
I.  Safety Issues. 
 

1. The perimeter of the building and play yards should be treated as a controlled filter with only 
one primary means of public access and egress.      
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2. All service and emergency egress points should be controlled, with access limited to 
authorized individuals.  

 
3. The entry approach should be designed to be visible by center staff personnel who are inside. 

 
4.  The reception area should be positioned adjacent to the entrance and the Director’s office. 

 
 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

______________________________________________________________________________ 
Section IV – Physical Security 

Chapter 39 – Computer Systems and Facilities 
April 4, 2003 

Page 39.1  

 

Chapter 39 - Computer Systems and 
      Facilities 
  
3901 Protection of Automated Information Systems 
 
A. Automated information systems and facilities require physical security measures to ensure 
proper and timely operation, to protect their value, to safeguard the integrity of information, and to 
ensure the safety of personnel. Computer systems and facilities and tape storage areas shall be 
protected from theft, alteration, damage by fire, dust, water, power loss and other contaminants, and 
unauthorized disruption of operation. The extent of physical security measures needed is 
determined by the results of a risk analysis and/or a physical security survey. Additional guidance 
for protection of automated information systems is provided in Chapter 10, Information Technology 
Security Programs of the Department’s Information Technology Management Handbook. 
 
B. The guidance and standards presented in this chapter are intended to protect physical assets and 
information, whether the information is classified, sensitive, or non-sensitive. The standards are 
directed generally at the dedicated computer facility. A computer facility is a single room or 
interconnected series of rooms that houses computer operations exclusively. Such operations 
consist of one or more computers with peripheral and storage units, central processing units, and 
communications equipment.  
 
C. Security for microcomputers and other office automation equipment is covered later in this 
chapter. A security checklist for microcomputer users is in Appendix N, Physical Security Checklist 
for Personal Computer Users.  
 
3902 Facility Design 
 
A. A new computer facility can take advantage of new security systems and technology more 
readily than an existing facility because the installation of the security system would be more 
practical and cost-effective. The manager responsible for planning a new facility or the major 
renovation of an existing facility should review the considerations listed below. In addition to 
planning for security in the design phase, fire protection, and life safety provisions should be 
integrated into the design as well. 
 
B. The facility should be located in the interior of the building and above ground level, preferably 
on the third floor or higher, for security and environmental reasons. The facility should be located.  
It should be separated from hazardous areas to decrease the possibility of fire, water damage, or loss 
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of power. Hazardous areas include mechanical rooms, laboratories, electrical or transformer rooms, 
printing rooms, trash bins, cafeterias, and parking areas.  
 
C. The computer facility should be located away from high visibility, high traffic areas, such as 
entrances, lobbies, cafeterias, credit unions, and other support facilities. The hours of operation and 
identities of facility occupants should not be posted for public viewing. Additionally, the location of 
a computer facility should not be listed on a building directory. 
 
D. To avoid having a computer facility unattended, a snack area and rest rooms may be located 
within the facility.  However, these areas must be separated from operational areas. Food, drinks, 
and smoking should be prohibited near the computer equipment.   
 
E. Computer facilities should be designated at a minimum as a “Controlled Area.” A major 
computer facility should be designated as a “Restricted Area” in which access into the facility is 
limited to personnel who are assigned there or who are authorized access by the facility manager. 
See paragraph 3302, Area Designations, for further information regarding controlled and restricted 
areas.  
 
3903 Walls and Windows 
 
A. Walls forming the perimeter of the facility should be slab-to-slab or true floor to true ceiling. 
They should be constructed of substantial materials such as masonry or heavy plywood to prevent 
the spread of fire and surreptitious entry. The interior walls can be constructed of drywall or plaster 
board partitions.  
  
B. From a security standpoint, windows are undesirable. If unavoidable, windows should be 
covered to prevent viewing of the facility's equipment, layout, and security protection hardware or 
systems.  Also, they should be inoperable or secured to prevent opening. Windows at or below 
ground level should be protected with metal bars, metal screening, or alarm devices. Fastening 
devices should be located on the inside. Security alarms, panels, and sensors should not be visible 
from the windows.  
  
C. An opening in the perimeter walls, other than a door or window, which is larger than 96 sq. 
inches or .06 sq. meters should be screened or grilled to prevent physical access to the facility.  
 
3904 Doors and Locking Hardware  
 
A.  The number of doors should be limited to the minimum number required by:  
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1. The Code for Safety to Life from Fire in Buildings and Structures, National Fire Protection 
Association Publication 101, 2000 Edition. 
 
2. Codes established by GSA's Public Buildings Service; and/or  

 
3. Local building codes, as necessary.  

 
B. A fire protection engineer can survey facilities, preferably in the design stage, to determine 
whether any doors can be permanently secured. All locked exit doors should be identified with 
signs prescribed by the applicable codes.  
 
C. Perimeter doors should be constructed of solid wood or metal and without windows.  Hinges 
should be mounted on the inside. If not, the hinges should be welded or peened to preclude 
removal. An astragal (a projecting strip on the edge of a door) should be mounted to protect the 
space at the lockset between the door and the strike. For doors with emergency exiting hardware, 
the astragal should be the full height of the door to preclude access to the panic bar by using a wire 
or other tool.  
 
D. Perimeter doors should be locked when the facility is not attended or operational. High-security 
locking hardware should be used to secure the doors. A mortise lock or interlocking deadbolt rim-
lock is recommended. Dead bolt latches should extend at least one inch or 2.54 cm into the strike 
plate or doorframe. Master keying should be minimized to promote effective key control. An 
automated information processing facility is a prime example of the need to minimize the number, 
control the distribution, and continually account for master keys as noted in paragraph 3504, Keys.  
 
E. During hours of operation, a mechanical or electronic push-button combination lock or a 
card-activated access system should be used to save wear on the high security locking hardware. 
When using the combination lock, ensure that someone standing nearby cannot observe the 
combination being entered. Refer to Chapter 35, Locks and Keys, for more information on locks 
and locking systems.   
 
F. Other options include a wide variety of card reader locks. High-security areas may require 
supplemental measures such as a guard post and a visual identification access control system.  
 
3905 Access Control 
 
A. Access to a computer facility must be controlled, but acceptance of security measures and 
cooperation by occupants are essential for effective access control. Access should be limited to 
personnel responsible for operation, maintenance, or management of the computer and its support 
systems. Users do not normally need access to the computer room.   
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B. Physical access control systems incorporate elements such as proximity sensing card readers, 
biometric systems, electronic card key readers, push-button combination locks, key locks, and 
identification badge systems. Since each system comes in a variety of designs, the computer facility 
manager, in close consultation with the servicing security officer, should explore systems from a 
variety of vendors to find the type to meet the needs of the facility.  
 
C. Visitors to a facility should provide photo identification and complete the visitor register.  
Visitors should be escorted at all times in a facility that processes sensitive or classified 
information.  
 
D. Refer to paragraph 3908, Personal Computers and Office Automation Equipment, regarding 
access to microcomputers and other office automation equipment.  
 
3906 Fire Protection 
 
A. In virtually every computer facility, some kind of fire protection system is necessary. In addition 
to having fire extinguishers at hand and in well-marked locations, installation of a fire detection and 
suppression system must be considered. System specifications should be based on the size of the 
facility, the type and amount of hardware in place, the criticality and sensitivity of the operations, 
applicable codes, and cost. Such a system must be properly maintained and tested periodically. 
Detection systems of choice are ionization-smoke and fixed-temperature heat.   
  

1. The primary suppression systems are water sprinklers. Water sprinkler systems are of the dry 
or wet type. The dry system maintains water pressure at a valve, not in the pipes or at the 
sprinkler heads. The dry system mitigates any concern for leakage or spontaneous release.      

  
2. Halon systems are supplemental to water systems. Halon systems in place may remain 
subject to conditions.  Maintenance of the system may continue as long as the service does not 
require replacement of Halon. Halon may no longer be manufactured and any remaining stock 
will not be used. Should the system be activated, or as a part of routine maintenance need 
suppressant, the replacement must be a Clean Agent. Use of any Clean Agent, which replaces 
Halon, requires costly modification to the system. Replacing this system would be more 
economical. Water sprinklers can be used as the single fire protection system, GSA does not 
require a supplemental suppression system.   

 
3. Portable fire extinguishers should be installed in the computer facility to put out small or 
smoldering fires of any type. The common types of extinguishers are CO², dry chemical, or 
water. Select dry chemical to ensure coverage for types A, B, and C fires.  The extinguishers 
should be located at points that are easily accessible in an emergency. A visible marker should 
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be placed high enough above the extinguisher to be seen over the computer equipment. 
Guidance for extinguisher management may be found in NFPA 10, Standards for Portable Fire 
Extinguishers, and Chapter 2, Fire Protection, GSA/PBS, 5099.2, Safety and Environmental 
Management Program. 

 
B. The facility's fire protection system, including detectors, water pumps and exit signs, should 
have a dedicated power source. The system should also have emergency and/or battery backup 
power sources. Conversely, the external facility alarm system should annunciate within the 
computer facility for the safety of personnel working inside. When activated, it should 
automatically cut the power to the computer equipment and air handling system, but not the lights.  
Sensors should be installed in the ceiling, below the raised floor, and in return air ducts. These 
sensors should detect both heat and smoke. Testing of the system should be conducted at least 
annually.  
 
C. Fire alarm systems notify occupants and a response force of an emergency condition. To be most 
effective, a local alarm must be centrally located in the facility and be loud enough to be heard 
above the normal noise levels in all areas of the facility. Most fire codes require an 85 decibel (db) 
sound level within ten feet/3.05 meters of each aural device. Any fire alarm system must make 
provisions to notify aurally and/or visually impaired persons. The alarm should also be designed to 
initiate a response from the local fire department. To accomplish this, a guard force, a contract 
monitoring station, an automatic dialer, or the fire department, can monitor the alarm. The computer 
facility manager must make provisions for unimpeded access to all parts of the facility to minimize 
any damage resulting from delays in getting fire fighters or equipment to the scene.   
 
3907 Data Storage Areas 
 
Storage media must be protected to preserve the value and integrity of the information or to prevent 
its disclosure. Having the data storage area and the computer system in the same facility is 
convenient but it increases the vulnerability to loss if the fire suppression system is activated.  
Storage areas are safer when located away from the computer facility. Access of personnel into data 
storage areas should be controlled the same as that for a computer facility. Also, the same fire 
protection, environmental controls, and housekeeping practices should be provided. 
 
3908 Personal Computers and Office Automation Equipment 
  
A. Personal computers and office automation equipment have proliferated throughout the 
Department. They are becoming more portable and compact. Information that was once on paper is 
now in electronic form and placed on disks. The disks are either removable or built-in. Where once 
we were only concerned with locking up paper, we now must protect computer hardware, software, 
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and information. The person who uses the computer is responsible for the following protective 
measures. 

 
• Managing passwords in accordance with the “DOC Policy on Password Management” to 

control user authentication to IT systems. 
 
• Preventing unauthorized access to equipment. When leaving the room where the equipment 

is located, individuals should lock the door. Where practical, a locking device that anchors 
the unit directly to the desk may be used. Other devices include keyboard locks that disable 
the electronics, and cabinet locks to secure the equipment out of sight. 

 
• Ensuring that all hardware is marked with identifying information and reporting unmarked 

equipment to the unit’s property custodian. This will assist in deterring thefts and will 
facilitate tracing missing items for recovery.  

 
• Locking removable diskettes and hard drives in secure containers. Users should make 

back-up copies of important files stored on their PC workstation. 
 

• Keeping an inventory of computer equipment and removable diskettes. Supervisors and 
managers should establish a system of accountability and direct the unit property custodian 
to periodically conduct inventories of the equipment. 

 
• Not storing excess, unassigned, or unused equipment in the open or in isolated areas. Such 

equipment should be stored in secured rooms or cabinets, readily available but out of view 
of unauthorized persons. Assigned equipment must be protected by locking office doors 
when visual protection is not available or practicable. 

 
• Utilizing property passes for the control of all property being removed from the facility or 

building.  See Chapter 33, Interior Protection, for details on property control. 
 

• Not releasing hardware components for repairs without a written repair order that includes a 
description of the equipment and the identity of the person who requested the repair. 

 
• Checking the identification of all repair personnel and other vendors. Do not let them roam 

in the computer area alone, even if they are known. A transmitter chip easily installed by a 
hostile repairman can transmit every computer transaction to a remote receiver.  
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• Reporting thefts immediately to the servicing security officer or guards and to the 
Information Technology Security Officer. Be able to report the make, model, serial number, 
and description of the equipment. 

 
B.  A Physical Security Checklist for PC Users is attached at Appendix N. 
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Chapter 40 - Shipboard and Aircraft 
      Security 
 
4001  Shipboard Security 
 
A. The purpose of this chapter is to provide security guidance to the National Oceanic and 
Atmospheric Administration (NOAA) program directors, managers, employees, and Uniform 
Service personnel of the NOAA Corps Officers to effectively secure departmental vessels at sea and 
in port. All vessels must institute physical security programs in accordance with the security 
requirements contained in Chapter 30 and 31 of this manual to protect life, property, and 
information from loss, damage, or misuse. Protective measures on vessels will include personnel 
and equipment under the operational or administrative control of the Department of Commerce. 
Operating units may use this guidance to provide more stringent requirements for their own use.  
 
B. Vessels involved in projects that require access to sensitive or classified information will 
implement appropriate safeguards to protect such information based on requirements contained in 
Section III, National Security Information, of this manual. 
 
4002 Responsibilities 
 
A. The Director, NOAA Corps Operations (NC), is responsible for implementing departmental and 
NOAA policies as they relate to NC shipboard administrative and operational activities. 
 
B. The Joint Director, Marine Operating Center Atlantic and Marine Operating Center Pacific, is 
responsible for ensuring the implementation of operational and administrative policies aboard 
vessels of the NOAA fleet berthed, in-port or underway.  
 
C. Servicing security officers are responsible for providing guidance, assistance, and support to 
NOAA for implementing security policy requirements.  
 
D. The commanding officer of a vessel is responsible for shipboard security and will continually 
review, inspect, and evaluate established shipboard security measures to ensure compliance and 
consistency with established security policies and procedures. 
 
E. All personnel embarked on a departmental vessel are subject to whatever actions the 
commanding officer may take to ensure the safety and security of the vessel, the crew, its 
passengers, and cargo. 
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4003 Shipboard Security Program 
 
A. A ship under the administrative or operational control of the Department is considered a facility.  
Shipboard security programs will be established for all Department of Commerce, NOAA, and NC 
vessels to assure that each vessel is protected by the minimum-security requirements. Such a 
program may consist of a qualified 24-hour gangway/security watch, a shore-based security force 
that regularly checks the ship, or a periodic inspection procedure whereby each vessel’s command 
may be contacted within a reasonable timeframe. The nature and extent of the security program and 
appropriate procedures shall be established and documented by the commanding officer or a 
designated representative.  
 
B.  Factors that influence a shipboard security program include the following elements. 
 

1.  General threats   
 
2.  Specific threats 
 
3.  Criminal activity 
 
4.  Terrorism 
 
5.  Piracy 
 
6.  Destruction of Government Property 
 
7.  Espionage 
 
8.  Sabotage   

  
4004 Active Vessels 
 
A. Commanding officers of active vessels will ensure the protection of its personnel, cargo, 
equipment, and property through the implementation of physical security safeguards contained in 
Chapters 30 and 31 of this manual and pertinent NOAA and NC directives, regulations, and orders. 
 
B. Each vessel command will maintain a list of key shipboard personnel and their telephone 
numbers for use in an emergency situation. Ship and watch officers will post this list in a 
convenient place for use. 
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4005 Inactive Vessels 
 
A. Inactive ships may be fitted with sensors designed to detect fire, flooding and intrusion. These 
sensors must be connected to alarm systems capable of ensuring shore-based personnel are alerted 
for immediate response. 
 
B. Shore-based security monitors will dispatch personnel to investigate all alarm soundings.  
Reports will be made of each alarm sounding and be maintained at shore-based commands. 
 
4006 Aircraft Security 
 
A. All Department of Commerce aircraft, its cargo and equipment, and persons under operational or 
administrative control of the Department shall be protected in accordance with this chapter and 
Chapter 30 and Chapter 31 of this manual in order to protect life and property against espionage or 
sabotage, crime, attack, or misuse. 
 
B. Operating units are required to establish security programs for all departmental, NOAA, and 
NOAA Corps aircraft. This manual will be used as a basis to establish appropriate requirements as 
determined by respective directors or operating unit officials.  
 
C. Projects requiring access to sensitive or classified information will require implementation of 
appropriate safeguards by the responsible officials to protect such information based on guidance 
contained in Section II, Personnel Security, and Section III, National Security Information, of this 
manual. 
 
D. The purpose of this guidance is to provide security measures to departmental personnel; National 
Weather Service (NWS) personnel; NOAA Corps Officers; and NOAA program directors, 
managers, and employees to assure aircraft owned or leased by the Department are safe and secure 
at home and abroad. 
 
4007 Responsibilities 
 
A. Department of Commerce directors are responsible for implementing departmental, NOAA, and 
Federal regulations pertaining to aircraft administrative and operational activities. 
 
B. The Joint Director, Marine Operating Center Atlantic and Marine Operating Center Pacific, is 
responsible for implementing operational and administrative policies aboard aircraft in flight and 
parked on the ground. 
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C. The servicing security officer is responsible for providing guidance, assistance, and support for 
implementing security policies and procedures. 
 
D. The senior Department of Commerce employee involved in the operation or administration of an 
aircraft has full responsibility for aircraft security and will continuously review, inspect, and 
evaluate established aircraft security procedures. 
 
E. All personnel embarked on a departmental aircraft are subject to whatever actions the pilot may 
take to ensure the safety and security of the aircraft, the crew, its passengers, and cargo. 
 
4008 Aircraft Security Programs 
 
A. An aircraft under the administrative or operational control of the Department is considered a 
facility.  Security programs will be established for all Department of Commerce, NOAA, and 
NOAA Corps flight programs to assure that each aircraft is protected by the minimum-security 
requirements. The nature and extent of the security program and appropriate procedures shall be 
established and documented by the appropriate operational officials or their designated 
representatives. 
 
B.  Factors that influence an aircraft security program include, but are not limited to: 
 

1.  General threats   
 
2.  Specific threats 
 
3.  Criminal activity 
 
4.  Terrorism 
 
5.  Piracy 
 
6.  Destruction of Government Property 
 
7.  Espionage 
 
8.  Sabotage   

 
4009 Aircraft Security 
 
A. Commanding officers/pilots of departmental, NOAA, and NOAA Corps aircraft will implement 
unit, program, or laboratory physical security safeguard procedures to protect personnel, cargo, 
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equipment, and property while the aircraft is parked on the ground. Additionally, all pertinent 
NOAA, NWS and NOAA Corps directives, Federal Aviation Administration (FAA) Regulations, 
and Executive Orders will be implemented. 
 
B. All departmental aircraft will be secured and guarded as deemed necessary by the senior pilot or 
senior official responsible for the use and operation of the aircraft. Department aircraft should be 
stored in an approved FAA aircraft hanger available and prudent, to protect against damage from 
sun and weather. The hanger will be secured and alarmed if not guarded, and provisions made to 
alert personnel assigned to the aircraft if an alarm is detected. 
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Chapter 41 -  Sensitive and Administratively 
Controlled Information  

 
 

 
 
 
 

UNDER CONSTRUCTION 
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Chapter 42 - Counterintelligence 
 

4201 Purpose 
 
This chapter provides general guidance for servicing security officers, security contacts, and 
employees concerning the Department’s counterintelligence (CI) policy, procedure, and activities. 
Counterintelligence terms are defined in Appendix A, Glossary of Security Acronyms and Terms. 
 
4202 Authority 
 
The provisions of this chapter comply with the applicable Executive Orders, public laws, statutes, 
directives, and regulations issued within the Federal Government, which pertain to 
counterintelligence programs and activities in the Department. In accordance with Department 
Organization Order 20-6, the Director for Security will implement a Counterintelligence program. 
To ensure the existence of a comprehensive CI program and the consistent application of CI 
policies and procedures, CI efforts will be established at the Department and operating unit levels.  
Pertinent references include: 
 
• Executive Order 12333, United States Intelligence Activities, December 4, 1981. 
• PDD/NSC-12, Security Awareness and Reporting of Foreign Contacts, August 5, 1993. 
• PDD/NSC-24, U.S. Counterintelligence Effectiveness, May 3, 1994. 
• PDD-39, U.S. Policy on Counterterrorism, January 24, 1997. 
• PDD-62, Combating Terrorism, May 22, 1998. 
• PD/NSC-63, Critical Infrastructure Protection, May 22, 1998. 
• Director of Central Intelligence Directive 1/7, Security Controls on the Dissemination of 

Intelligence Information (June 30, 1998). 
• Security Policy Board Issuance 6-97, National TSCM Policy, September 16, 1997. 
• Gathering, transmitting, or losing defense information (18 U.S.C. § 793). 
• Gathering or delivering defense information to aid foreign government (18 U.S.C. § 794). 
• Disclosure of classified information (18 U.S.C. § 798). 
• Economic espionage (18 U.S.C. § 1831). 
• Theft of trade secrets (18 U.S.C. § 1832). 
• Coordination of counterintelligence activities (50 U.S.C. § 402a.). 
• Offenses concerning control of subversive activities (50 U.S.C. § 783). 
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4203 Application 
 
This chapter of the Security Manual implements the Departmental Counterintelligence Program 
(DCIP). The principal aim of the DCIP is the identification and exploitation, or neutralization, of 
adversarial, foreign collection threats targeting departmental persons, facilities, information, or 
activities. Unless specifically noted otherwise in this chapter, all previous departmental counter-
intelligence guidance is hereby rescinded. The provisions of the DCIP apply to all Departmental 
organizations and personnel, including contractors, experts and consultants, guest workers, and 
research associates/scientists who have on-going, official association or who work directly on 
activities, projects or programs of the Department, hereinafter referred to collectively as “DOC 
persons.” 
 
4204 The Threat 
 
In the decade since the demise of the Soviet Union, radical changes have occurred in the sources 
and nature of the espionage threat directed against the United States. The massive targeting of our 
military-industrial complex has been significantly reduced, replaced with patient and long-term 
collection strategies against our scientific and technological bases. Even more pervasive is the 
persistent targeting of the U.S. economy. Adversaries ranging from small emerging nations to 
older established nations striving to restructure aging economies have increased the overall 
espionage threat to levels exceeding those of the Cold-War era. The Department of Commerce 
resides at the center of the U.S. economy. Furthermore, the Department is the principal U.S. 
Government policy developer and enforcement arm for the control of critical technologies. 
Together, these two roles make the Department a prime target of adversaries seeking to 
compromise economic data and strategies and to acquire advanced U.S. technologies. 
 
4205 Counterintelligence Policy 
 
A. The DCIP resides in the Office of Security based on DOO 20-6, Director for Security. As the 
senior Departmental CI Official (DCIO), the Director for Security provides executive leadership 
and oversight to the DCIP. The DCIO serves as the principal department staff member 
representing the Department to all external counterintelligence organizations, boards, committees, 
and councils. Delegation of this function is at the discretion of the DCIO. 
 
B. The DCIP consists of several sub-functions. These functions are listed below and their 
definitions can be found in Appendix A, Glossary of Security Acronyms and Terms. 
 

1.  Counterintelligence inquiries. 
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2.  Threat Analyses, Notification, and Education. 

 
3.  Counterintelligence Vulnerability Assessments. 

 
4.  Technical Surveillance Countermeasures. 

 
5.  Foreign Contact Reporting. 

 
6.  International Treaty/Agreement Support. 

 
7.  Counterintelligence Community Liaison. 

 
8.  Counterintelligence Support to Critical Infrastructure Activities. 

 
9.  Counterintelligence Support to Information Systems Protection Operations. 

 
10. Counterintelligence Support to Counterterrorism. 

 
11. Counterintelligence Support to Other programs. 

 
D.  Program Coordination. 
 

1. The DCIO ensures that departmental CI activities are coordinated with appropriate elements 
of the U.S. Intelligence Community. 

 
2. On matters involving departmental activities in foreign countries, the DCIO ensures that CI 
activities are coordinated with the CI element of the U.S. State Department’s Diplomatic 
Security Service. 

 
3. All legal matters pertaining to counterintelligence will be thoroughly coordinated with the 
Department’s Office of the General Counsel. 

 
E.  Policy Promulgation and Applicability. 
 

1. DCIP policy may be promulgated only by the DCIO. All operating units will develop 
internal procedures implementing DCIP policy. Procedures developed by the operating units 
will be reviewed and approved by the DCIO prior to implementation. 
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2. The provisions of the DCIP apply to all departmental organizations and personnel, including 
contractors, temporary/part-time employees, guest researchers/scientists, and consultants. The 
term "DOC person" means any one or all of the above categories of personnel. 

 
4206 Counterintelligence Inquiries 
 
A.  General. 
 

1. Procedures contained in this chapter are intended to provide guidance to servicing security 
officers, operating unit security contacts, and departmental personnel at large. In certain 
instances, more detailed guidance may be provided to servicing security officers and security 
contacts on specific issues or activities. 

 
2. Unforeseen or special circumstances may necessitate the alteration of these procedures 
without advance notice. 

 
3. Requests for exception to these procedures will be addressed, in writing, to the Office of 
Security.  Requests will be appropriately classified and will include: 

 
a. A statement identifying the procedure to which the exception is requested; 

 
b. A statement justifying the request; and 

 
c. The date when the exception is needed and the anticipated date when full compliance 
with the procedure will occur. 

 
Note: An exception to this policy is intended to provide the requestor with the ability 
to continue conducting business while concurrently developing and implementing a 
solution that provides full compliance with departmental policy. Exceptions to CI 
policy are only temporary. 

 
B.  Counterintelligence Inquiries. 
 

1. A counterintelligence inquiry will be initiated when one of the following circumstances 
exists: 

 
a. A Department of Commerce person is known or suspected of having contact with a 
member of a foreign intelligence service. 
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b. A Department of Commerce person is known or suspected of having contact with a 
citizen of a country that has been designated as a CI-sensitive country. The CI-sensitive 
country list is available from the Counterintelligence Branch of the Office of Security. 

 
c. A Department of Commerce person is known or suspected of having traveled to a CI-
sensitive country and has failed to report the travel. 

 
d. An incident occurs that involves a Department of Commerce person, and/or occurs 
within a departmental facility or installation, in which there are indications of possible 
espionage, sabotage, subversion, or terrorism or support any of the foregoing. 

 
e. When information exists that a Department of Commerce person has not complied with 
this policy. 

 
f. At the request of an external, authorized investigative organization, such as the Federal 
Bureau of Investigation (FBI). 

 
g. At the direction of the Secretary, Deputy Secretary, Chief of Staff, or the DCIO. 

 
2. Department of Commerce personnel who are aware of a circumstance as described in 
paragraph 4205 B.1 a. through e. above are required to report the matter to their security 
contact, servicing security officer, or directly to the CIPB. Without exception, all reports in 
accordance with this requirement will be made either in person or via secure means only.  
Failure to report violations or non-compliance with this policy constitutes a violation of policy.  

 
NOTE: The Incident Reporting Information Management System (IRIMS) will not be 
used to report incidents of possible CI interest. 

 
3. Only members of the CI Program Branch will conduct CI inquiries, unless directed 
otherwise by the DCIO. 

 
4. The nature of CI inquiries requires extreme discretion both in the interest of the privacy of 
the subject as well as in the interest of national security. The Director for Security will approve 
all requests for access to CI investigative files by persons or organizations external to the 
CIPB. Disputes will be referred through the supervisory chain to the DCIO for resolution.  
Requests for access to CI files must be in writing with a justification for access. 

 
5. Adverse information about an employee developed during the course of a CI inquiry will be 
reported to the Office of Security. 
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6. Information developed during the course of a CI inquiry, which meets the reporting 
threshold reflected in 50 U.S.C. § 402 (a), will be referred to the FBI. 

 
7. During the conduct of a CI inquiry, CI Program Branch members are authorized to: 

 
a. Administer oaths and interview subjects, witnesses, and sources for information; 

 
b. Access, review, and copy an employee’s personnel and security files or other 
departmental records relevant to the inquiry; 

 
c. Conduct local record checks and other required external inquiries; 

 
d. Implement technical CI activities when such actions will enhance the investigative 
process, or when such actions are necessary to confirm or refute information which is 
critical to the inquiry; and 

 
e. Initiate non-alerting processes for acquiring, reviewing, downloading, and/or copying an 
information system’s data and/or software which is key to the inquiry, or which has been 
used, is being used, or will be used by personnel that may be a subject, witness, or source 
of the inquiry. 

 
8. All CI inquiries will result in one of the following conclusions: 

 
a. The matter is referred for further investigation; 

 
b. The Office of Security resolves the issue through the personnel security process; 

 
c. Formal action is taken against the subject of the inquiry; or 

 
d. The matter is appropriately reported and the case is closed pending additional 
information that might support further inquiries or other action. 

 
4207 Threat Analysis, Notification, and Awareness 
 
A.  Threat Analysis and Notification. 
 

1. The Counterintelligence Program Branch is responsible for maintaining current information 
about known or potential threats to Departmental persons, facilities, information, or activities 
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stemming from the activities of foreign intelligence services, international industrial espionage, 
or domestic or international terrorism. 

 
2. The CI Program Branch is not specifically responsible for threat analysis with regard to 
criminal activity, workplace violence issues, or cyber threats, but can assist in such 
determinations. Threat information outside the scope of the CI Program Branch will be 
immediately referred to the appropriate Office of Security program manager or to the Chief 
Information Officer. [Note: Threat analyses supporting Secretarial/Deputy Secretarial travel 
will include information on any issue that may pose a threat to the safety of the party.] 

 
3. The CI Program Branch will ensure proper and timely dissemination of threat information to 
all elements within the Department. Notification of threat information will be made to the 
servicing security officer, who will then be responsible for dissemination to the appropriate 
security contacts. 

 
a. Unclassified threat information is routinely disseminated by the CI Program Branch to 
servicing security officers via e-mail or by other secure means if the information is 
sensitive and requires increased protection. 

 
b. Classified threat information will be made available to servicing security officers via 
secure voice, secure facsimile, or other secure automated information systems if available. 

 
c. Threat studies conducted for Secretarial/Deputy Secretary travel will be provided to the 
Executive Protection detail leader, or to an individual designated by the Director for 
Security. 

 
d. Threat analysis support can be provided by the CI Program Branch upon request by 
either the servicing security officer or the operating unit’s security contact. Requests will 
be made in writing through the servicing security officer to the Office of Security, and will 
be classified appropriately. The location or function and the available threat information 
will dictate the classification of the analysis. The CI Program Branch will make all attempts 
to meet the classification needs requested, but cannot guarantee that the final product will 
be unclassified or classified at any particular level. Each request will identify what is 
needed (formal briefing, informal discussion, hard-copy report, educational awareness 
information, etc.), why it is needed, date required, and the intended audience. 

 
e. The Director for Security will make a determination as to the priority of the request 
based on program sensitivity, existing tasks, and resource availability. If a request cannot 
be met, the requestor will be contacted and the issue(s) resolved. 
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f. The CI Program Branch can develop or facilitate access to material for threat awareness 
educational purposes. 

 
g. Requestors should allow at least a 30-day lead-time when requesting formal briefings or 
final written studies. 

 
B.  Counterintelligence Awareness. 
 

1. The success of the DCIP and departmental security efforts depends upon the 
counterintelligence awareness of all employees.  This includes the threats they could face, the 
precautions they should practice in view of any potential threats, and departmental policy 
governing their actions. 

 
2. Employees who fall into one or more of the categories indicated below will attend a CI-
awareness briefing on an annual basis. 

 
a. Employees with access to classified national security information. 

 
b. Employees with access to data or technologies that are known or considered to be an 
interest of a Foreign Intelligence Services (FIS). 

 
c. Employees who have on-going contact with a representative of a designated CI-sensitive 
country. 

 
d. Employees who travel to designated CI-sensitive countries. [Note: Defensive travel 
briefings, which are required of certain employees for travel to select countries, do not 
qualify as an individual’s annual CI awareness session.] 

 
e. Servicing security officers and security contacts are responsible for conducting or 
ensuring that CI awareness sessions are conducted. A representative of the CIPB may be 
available to attend these sessions as the DCIP spokesperson, time and travel funds 
permitting. 

 
3. CI awareness sessions should be conducted multiple times during the year to ensure that all 
employees have ample opportunity to attend. The CI Program Branch will provide guidance on 
the substance of these sessions as well as assistance in obtaining materials for use during these 
sessions. CI awareness sessions may be conducted at the classified or unclassified levels, or 
both may be done in separate sessions. The servicing security officer or security contact will 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 

_______________________________________________________________________________________________
Section V – Other Security Activities 

Chapter 42 – Counterintelligence 
April 4, 2003 

Page 42.9 
 

make this determination in consideration of the clearance levels of the supported employee 
population, the availability of an appropriate facility, and the awareness needs of the 
employees. 

 
4208 Counterintelligence Vulnerability Assessments 
 
A. A Counterintelligence Vulnerability Assessment (CIVA) is a thorough analysis of a 
Departmental facility, system, property, activity, or specified information holding to determine the 
degree to which the entity is susceptible to an identified threat. Unless there is an identified threat, 
vulnerability assessments are not conducted. The CIVA is typically a follow-on service, conducted 
after a threat analysis has identified an actual threat condition. The comparison between the threat 
condition and actual day-to-day circumstances provides the analyst with the necessary insight that 
will allow a sound judgment to be made regarding the possible nature and degree of harm that a 
threat condition can inflict. An inherent part of the CIVA is the development of recommendations 
on the employment of countermeasures necessary to counter identified vulnerabilities. 
 
B. A CIVA may be conducted based on a request from a servicing security officer or security 
contact, or when the DCIO determines that a sufficient threat potential exists that warrants the 
conduct of a vulnerability assessment. 
 
C. The servicing security officer or security contact will request the conduct of a CIVA, in writing, 
to the Office of Security. The request will contain basic information identifying the location, 
activity, or facility on which the CIVA will be conducted, the nature of the threat (if unknown to 
the CI Program Branch), and the timeframe in which the CIVA is to be conducted. The Director 
for Security will assess the request in terms of priority, available/required resources, and the 
timeframe in which the service is requested. 
 
D. The composition of the CIVA team will vary according to the entity being assessed. Typically, 
the team will be headed by a CI specialist together with an analyst, a member of the requesting 
organization’s security office, and subject matter experts from the location, activity, or facility 
being assessed. Subject matter experts from other security disciplines within Office of Security 
may also be called upon to participate. 
 
E. A CIVA is conducted at the location, facility, or activity of the suspected vulnerability. The 
assessment may include multiple facilities, locations, or activities. The team members will require 
complete access to all data regarding the subject as well as access to personnel employed at, or 
engaged in, the subject. Special access must be identified in the request for the service, if required. 
Team members will require dedicated workspace, telephone/facsimile support, and information 
systems support in the identified facility, location, etc. 
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F. The CIVA team leader will initiate the assessment with an entrance briefing to the managers of 
the activity or facility being assessed. The host servicing security officer or security contact should 
identify the attendees for the initial briefing. The entrance briefing will cover the purpose of the 
assessment, protocols and procedures, support required from the host organization, anticipated 
timeframe for the conduct of the CIVA, and anticipated interruptions to the work force, if any. At 
the conclusion of the CIVA on-site period, the team leader will conduct an exit briefing and 
provide the findings that have been determined up to that time. 
 
G. The final CIVA product will be provided to the requestor within four to six weeks from the 
conclusion of the on-site period. 
 
4209 Technical Surveillance Countermeasures 
 
A. In accordance with national policy governing technical surveillance countermeasures (TSCM) 
as issued by the U.S. Security Policy Board (SPB), the Office of Security will develop and 
implement a departmental TSCM program. TSCM is an inherent function of counterintelligence, 
therefore the responsibility for the TSCM activities will reside within the CI Program Branch. All 
matters pertaining to the conduct of TSCM activities will be directed by the Director for Security, 
consistent with SPB TSCM Procedural Guides 1 through 3. 
 
B.  The Director for Security will ensure that a TSCM capability exists which can: 
 

1. Conduct physical, electronic, and visual search techniques necessary to identify and protect 
Departmental persons, facilities, information, or activities that are vulnerable, through design 
or circumstance, to hostile technical surveillance activities; 

 
2. Acquire and employ TSCM technologies, techniques, methods, and measures to identify and 
neutralize hostile technical surveillance activities; 

 
3. Collect, analyze, and disseminate data regarding the technical surveillance threat to the 
Department, its persons, facilities, information, or activities; 

 
4. Provide state-of-the-art support by ensuring that all TSCM personnel are accredited, and that 
the individuals receive continuing, advanced training necessary to maintain the level of 
technical expertise prescribed by TSCM Procedural Guides 1 through 3; 

 
5. Review and/or develop practices and procedures for routine departmental functions that will 
allow departmental persons to ensure their activities are in compliance with this chapter; and 
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6. Provide recommendations to the DCIO concerning significant issues that involve either the 
conduct of a TSCM service, technical vulnerabilities to the Department, or the discovery of an 
unauthorized device.   

 
C.  Request Procedures. 
 

1. All requests for TSCM support will be addressed to the Office of Security and classified at 
the Confidential level at a minimum. 

 
NOTICE: Advance coordination may be made verbally, but only via secure means. When 
requesting or coordinating a TSCM service, requestors will not use any communication 
medium that is located within the room/area that is to be the subject of the TSCM 
service. 

 
2.  As a minimum, the request must identify: 

 
a. The specific room/area to be serviced; 

 
b. The function of the facility, the nature of, or the cause for, the request; 

 
c. The name of the point of contact; and 

 
d. The time frame in which the service is desired. 

 
3. The workload and availability of assets of the CI Program Branch may necessitate the 
service being conducted at a time other than when originally requested. 

 
D.  Requirements. 
 

1. A TSCM service will be performed at least annually in any room, office, suite, facility, etc., 
storing or processing Sensitive Compartmented Information (SCI) or in which SCI discussions 
occur. 

 
2. A TSCM service will be conducted in all SCI facilities (SCIF) when there is a suspected 
compromise of information or when unauthorized personnel are left unattended within the 
perimeter of the SCIF. 

 
3. Annual TSCM services will be conducted in all offices in which routine Top Secret 
discussions occur. 
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4. Annual TSCM services will be conducted in offices or areas that are routinely used to 
process information or to discuss information which: 

 
a. Addresses sensitive aspects of controlled U.S. technology; or 

 
b. Details a U.S. position on trade, treaty negotiations, or sensitive aspects of current 
treaties or trade agreements. 

 
5. A TSCM service will be conducted due to threat conditions when determined by the 
Director for Security. 

 
E. In Department of Commerce facilities, TSCM services will be coordinated by the CI Program 
Branch. Any exceptions to this policy will be approved by the Director for Security, in writing, 
prior to conducting the service. Requests for exceptions will be forwarded to the Office of Security 
at least 30 days prior to the proposed date of service. 
 
4210 Foreign Contacts 
 
A. The principal concern of most CI programs is espionage against the host organization. The 
Department’s mission, responsibilities, and activities often demand close and sometimes-continual 
contact with foreign nationals. The DCIP seeks to apply national, Departmental, and personal 
safeguards to the conduct of this business, not to restrict it. Adversarial foreign intelligence 
services (FIS) also understand very well the nature of the Department’s mission. The enormous 
degree of exposure that departmental persons have with foreign nationals creates vulnerabilities for 
the Department and opportunities for a foreign intelligence service. The routine contacts are 
excellent venues for FIS officers to conduct the spotting and assessing, necessary in identifying the 
right individual for recruitment. 
 
B.  Contact with foreign nationals can occur in several ways.  The most common are the following. 
 

1. Purposeful contact due to legitimate business reasons, whether inside or outside of the 
United States. 

 
2. Incidental contact whether in or outside of the United States. The various types of incidental 
contacts are too numerous to list. Generally, incidental contact is one in which the 
departmental person did not initiate the contact, there is no departmental purpose to the 
contact, and no follow-up meeting was suggested by the other party. Although seemingly 
innocent, incidental contact has been the start of many espionage cases; hence, it is always in 
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the best interest of the departmental person to maintain a constant vigilance of the actions 
occurring around them as well as their own actions in regard to contact with foreign nationals.  

 
C. PDD/NSC-12, Security Awareness and Reporting of Foreign Contacts, Paragraph 6.1BI, 
requires the reporting of contacts with foreign nationals as well as the maintaining of records about 
these contacts. Departmental procedures for reporting foreign contacts are contained in Chapter 17, 
National Security Information Policies. 
 
D. Office of Security interest in foreign contacts is twofold. Certain countries have been 
designated as CI-sensitive and certain subject matter or technology has been designated as being of 
interest to certain foreign intelligence services. 
 
E. Foreign contact reporting is accomplished through the Department’s Personnel Assurance 
Program (see Section II, Personnel Security). Arrangements between the CI Program Branch and 
the Personnel Security Officer serve as the means by which information concerning foreign 
contacts of interest is forwarded to the Branch. Servicing security officers, security contacts, or 
other individuals are authorized to report directly to the CI Program Branch. In such cases, the CI 
Program Branch will forward information to the Personnel Security Officer. 
 
4211 International Treaty/Agreement Support 
 
A. International treaties and agreements can provide a foreign intelligence service with excellent, 
overt opportunities to operate within the United States. Typically, these arrangements provide 
sanctioned, foreign access to critical government facilities and/or to critical U.S. 
industries/technologies. Unfortunately, some international agreements have been the basis for 
compromise of sensitive and classified information and activities. The key to this critical failure 
can be attributed to one recurring theme, improper consideration of CI concerns during the 
planning and, in particular, the implementation phases of international treaties and agreements. 
 
B.  Departmental persons engaged in any aspect of international treaties or agreements are required 
to report their involvement to the CI Program Branch. The Branch is required to assess the threats 
to the Department, while ensuring that proper safeguards are implemented and are consistent with 
national security objectives and concerns. 
 
C. The CI Program Branch will serve as the departmental liaison to external organizations for all 
counterintelligence matters, with regard to the Department’s involvement in international treaties 
or agreements. 
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4212 Counterintelligence Community Liaison 
 
A. Maintaining liaison with counterparts in the Federal Government, states/communities, and 
private industry is essential to the DCIP’s success. Active liaison by servicing security officers 
with their local law enforcement offices and with supporting FBI offices is encouraged. 
 
B. The Counterintelligence Program Branch serves as the principal departmental liaison to Federal 
counterintelligence elements. 
 
C. All employees will immediately notify the CI Program Branch if they have been contacted by 
any organization external to the Department, whether Federal or state, for any issue relating to 
counterintelligence, counterterrorism, contact with a non-U.S. citizen, or threats to departmental 
facilities, persons, property, or activities. 
 
4213 Counterintelligence Support to Critical Infrastructure  
 Protection 
 
A. PD/NSC-63, Critical Infrastructure Protection, Paragraph 6.1BI, establishes the broad policy 
and the organizational framework for addressing protection of the country’s critical infrastructures 
such as telecommunications, banking and finance, energy, transportation, and essential 
government services. 
 
B. The Chief Information Officer (CIO) serves as the Department’s program office for Critical 
Infrastructure Protection (CIP). 
 
C. The CI Program Branch support to the CIP consists of the following activities: 
 

1. Threat analyses. 
 

2. Vulnerability assessments. 
 

3. CI inquiries. 
 

4. Technical CI support. 
 
D. The CI Program Branch’s support to the CIP can be initiated at the request of the CIP program 
office or internally initiated by the CIPB based on the receipt of credible threat information. 
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E. The CIP program office can request support by contacting the CI Program Branch to discuss 
support requirements.  Once agreement is reached, the CIP program office will submit a written 
request to the Office of Security. 
 
4214 Counterterrorism 
 
A. PDD-39, U.S. Policy on Counterterrorism, and PDD-62, Combating Terrorism, Paragraph 
6.1BI, establish and define U.S. policy with regard to combating terrorism. Terrorism is defined as 
"The calculated use of violence or threat of violence to inculcate fear; intended to coerce or to 
intimidate governments or societies in the pursuit of goals that are generally political, religious, or 
ideological." 
 
B. Combating terrorism is divided into two basic sub-components, antiterrorism (AT) and 
counterterrorism (CT). 
 

1. Antiterrorism. Defensive measures used to defend against and/or defeat terrorist strikes. 
These measures can include, but are not limited to, physical security devices such as barriers, 
fences, guard forces, access controls, surveillance systems, and security education. In the 
Office of Security, responsibility for implementing antiterrorism policies and procedures rests 
with the Physical Security Program. 

 
2. Counterterrorism. Proactive measures that are taken to defeat terrorists and prevent an act 
of terrorism before it is committed. Inquiries or investigations, threat analysis, and threat 
alerting mechanisms are included. In the Office of Security, responsibility for implementing 
counter-terrorism policies and support rests with the CI Program Branch. 

 
C. The CI Program Branch threat analysis will be an ongoing effort to identify potential terrorist 
interest in departmental persons, facilities, information, or activities. 
 
D. The CI Program Branch will establish and maintain an effective liaison program with the 
Federal counterterrorism community to include representing the Department at community boards, 
committees, working groups, and task forces. The CI Program Branch will ensure the timely 
receipt and dissemination of pertinent information and intelligence to departmental recipients. 
 
4215 Counterintelligence Support to Departmental Activities 
 
A. The DCIP supports all departmental activities. Operating unit security contacts and servicing 
security officers should identify functions, missions, and activities that could be candidates for CI 
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support. Together the CI Program Branch and the servicing security officer concerned will review 
this information and determine the nature and extent of CI support. 
 
B. From time-to-time, the Department’s activities and programs may come under the scrutiny of a 
foreign intelligence service. In such cases, any one of the activities or programs will benefit greatly 
from having a previously completed CI assessment. 
 
4216 Counterintelligence Activities in the Operating Units 
 
A. In the Department, the counterintelligence function has been centralized in the Office of 
Security.  CI personnel are not assigned to the operating units, nor are they assigned to regional or 
field security offices. The CI Program Branch serves as both the CI policy office as well as the 
Department’s CI investigative element. This is not, however, at the exclusion of the operating 
units.  Issues and incidents mandating CI involvement occur in the operating units. Servicing 
security officers implement the DCIP, in part, in their respective areas of responsibility.  
 
B. The core issues of CI concern must be an integral part of the routine security curriculum at each 
of the operating units.  These core issues are: 
 

1.  FIS activity; 
 

2.  Economic espionage; 
 

3.  Employee education and awareness; 
 

4.  Illicit technology theft/transfer; and 
 

5. Terrorist interest and/or targeting. 
 
C. Generally, identification of issues # 1 through # 4 and implementation of issue # 5 will be 
accomplished by Office of Security servicing security officers and by operating unit security 
contacts. Resolutions of issues # 1 through # 4 and product support for issue # 5 fall under the 
purview of the CI Program Branch. 
 
D. If servicing security officers or security contacts learn of any information regarding issue B.1. 
through B.5. above, they should contact the CIPB immediately in order to obtain additional 
procedural guidance. 
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E. Servicing security officers or security contacts must conduct internal CI awareness training, 
utilizing approved materials.  Contact the CI Program Branch for assistance. 
 
F. The CI Program Branch is available to conduct a CI needs-assessment on any activity to assist a 
servicing security officer or a security contact in defining the CI needs of their organization. 
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Chapter 43 -  Industrial Security 
 
4301 Purpose 
 
This chapter sets forth the policies and procedures for Department of Commerce participation in 
the National Industrial Security Program. The National Industrial Security Program Operating 
Manual (NISPOM) and the NISPOM Supplement serve as sole guidance for the Department’s 
Industrial Security Program. Uniform, standardized security policies are outlined in the National 
Industrial Security Program Operating Manual and the NISPOM Supplement. This chapter 
supplements NISPOM guidance for the Department of Commerce.   
 

4302 Authority 
 
Established by Executive Order 12829 on January 6, 1993, the National Industrial Security 
Program provides for the protection of classified information pursuant to Executive Order 12958 
or it successor or predecessor orders, and the Atomic Energy Act of 1954.   
 
4303 Application 
 
The National Industrial Security Program (NISP) was created to develop a uniform program of 
baseline security requirements and standards for which all agencies, departments and contractors 
will adhere to, and for which they will be measured. Through the NISP, the Department of Defense 
extends access to national security information to cleared Department of Commerce contractors 
and cleared Federal advisory committee members who have appropriate security clearances. The 
provisions of the NISPOM and NISPOM Supplement apply to all departmental operating units, 
offices, contractors and associates, and others who access to national security information through 
contractual obligations. 
 
4304 Roles and Responsibilities 
 
A. Director for Security. The Director for Security or his designee shall provide the following 
functions. 
 

1. Furnish assistance and guidance to contracting and program personnel relating to the 
security requirements of any procurement action involving classified or sensitive information. 
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2. Furnish assistance and guidance to committee control officers relating to processing requests 
for security clearances for members of Federal advisory committees (see Chapter 11, 
Investigative Processing) and facility security clearances under the NISP. 

 
3. Receive and process requests for verification of facility security clearances for prospective 
contractors or employers of advisory committee members. 

 
4. Process and grant security clearances for designated contractors and/or consultants as 
determined by the Director for Security in accordance with Chapter 11, Investigative 
Processing. 

 
5. Assist the contractor, contracting officer, and contracting officer’s technical representative 
(COTR) in the development of security classification guidance. 

 
6. Represent the Department in all NISP matters with other Federal departments, boards, 
committees, etc. 

 
B.  Contracting Officer. The contracting officer shall accomplish the following responsibilities. 
 

1. Coordinate with the COTR and the security contact to assure protection of classified 
information in the possession of contractors and pertaining to contracts. 

 
2. Obtain verification from the Office of Security of a facility security clearance through the 
security contact and the servicing security officer prior to the disclosure or release of any 
classified information to a contractor. 

 
3. Review and approve the Contract Security Classification Specification, DD Form 254, to 
include the following actions. 

 
a. Submit all DD Form 254s to the security contact.  The security contact will forward the 
form to the servicing security officer for certification. 

 
b. Issue a DD Form 254 (revised) whenever a modification or additional classification 
guidance is found necessary. 

 
c. Review, in coordination with the responsible office initiating the procurement action or 
the COTR, the existing classification specification during the term of the contract and at 
least once every two years. The security contact will forward any revised classification 
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guidance to the servicing security officer. 
 

d. Issue a final DD Form 254 upon completion of the contract. The final DD Form 254 
shall provide disposition instructions for any classified information the contractor may 
possess which pertains to the departmental contract. 

 
4. In coordination with the servicing security officer, authorize the contractor, upon receipt of 
written justification, to retain classified information in accordance with the NISPOM.  

 
5. Authorize release of classified information by contractors at seminars, meetings, and 
symposiums when such authorization is required in the performance of the contract and after 
coordination with the Office of Security through the servicing security officer. 

 
6. Identify and certify a visitor's security clearance and need-to-know prior to access to 
Department of Commerce contractor facilities where classified information will be disclosed. 
The security contact will forward visit requests from foreign nationals involving the release of 
classified information through the servicing security officer to the Office of Security for 
approval. 

 
7. In coordination with the security contact and the servicing security officer, identify and 
certify a contractor's security clearance and need-to-know for access concerning requests by 
Department of Commerce contractors for their employees to visit the facility of another 
contractor, a military installation, or another Federal Government agency where classified 
information will be disclosed. 

 
8. Immediately report to the Office of Security, through the security contact and servicing 
security officer, the public release of classified information or the disclosure of classified 
information that occurred for which prior written approval of the contracting officer or 
appropriate visit authorization was not received. 

 
9. Review and approve or disapprove requests for classified documents provided by the 
Defense Technical Information Center submitted on DD Form 1540, Registration for Scientific 
and Technical Information Services. 

 
10. Provide written justification for requests from contractors through the security contact and 
servicing security officer to the Office of Security for requests to obtain national security 
clearances for contractor employees who are immigrant aliens. 
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C.  Servicing Security Officer.  The servicing security officer shall: 
 

1. Maintain records of contractor/consultant personnel in their units subject to the NISP; 
 

2. Provide assistance and guidance to the committee control officer, contracting officer, and 
COTR with respect to industrial security matters in their organization; 

 
3. Initiate the processing of personnel and facility security clearances within their organization; 

 
4. Coordinate the personnel security processing of contractors and consultants; and 

 
5. Ensure that all contractor and consultant personnel have been briefed on the procedures for 
handling and safeguarding classified information. 

 
4305 Determination of Facility Clearance and Personnel Clearance  
 of Contractors or Consultants 
 
A. Verification of Facility Security Clearance. Prior to the disclosure of any classified 
information to a contractor, the responsible COTR must obtain verification that the contractor's 
facility is in possession of a valid facility security clearance equal to or higher than the level of 
classified information to be disclosed in the performance of the contract. Requests for verification 
shall be submitted in writing and contain the following information: 
 

1.  Name and location of the contractor facility; 
 

2. Brief description of the work to be performed; 
 

3. Level of access to classified information required; 
 

4. A statement as to whether or not the facility is to receive, generate, use, and/or store 
classified information in the performance of the contract; 

 
5. The estimated volume of classified information, segregated by classification level, to be 
provided to, and/or generated by, the contractor; and 

 
6. The name and telephone number of the point of contact at the contractor facility who is 
knowledgeable and responsible for the contract. 
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B. Verification of Personnel Security Clearance. The Office of Security shall provide security 
clearance verification for Department of Commerce contractors, experts, and consultants. 
 
4306 Processing Requirements 
 
A. For each classified contract, the Supply, Equipment or Service Order Form, CD 45, must 
include a statement that the contractor will require access to classified information and/or will 
generate classified information in the performance of the contract. 
 
B. All classified contracts require verification of facility security clearance. 
 
C. The office responsible for initiating the procurement request will prepare the Contract Security 
Classification Specification, DD Form 254, and forward it to the contracting officer for review and 
approval. Committee control officers shall prepare the DD Form 254 for advisory committee 
members requiring access outside of Department of Commerce facilities and forward it to the 
Office of Security through the servicing security officer for review and approval. Supplemental 
instructions for preparation of the DD Form 254 are available from the Office of Security. This 
action should be taken sufficiently in advance to permit forwarding a copy with each Invitation For 
Bid (IFB), Request For Proposal (RFP), or Request For Quotation (RFQ). 
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Chapter 44 -  Emergency Preparedness  
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Chapter 45 -  Overseas Security  
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Appendix A 
Glossary of Security Acronyms 

and Terms 
______________________________________________________________________________ 
 
A.1 SECURITY ACRONYMS 
 

CCP   Classified Control Point 
CI    Counterintelligence 
CIK   Crypto Ignition Key 
CIO   Chief Information Officer 
CIP   Critical Infrastructure Protection 
CIPB   Counterintelligence Programs Branch 
CIVA   Counterintelligence Vulnerability Assessment 
COMSEC  Communications Security 
CT    Counterterrorism 

 
DAA   Designated Approving Authority 
DAS   Deputy Assistant Secretary 
DCIO   Departmental Counterintelligence Official 
DCIP   Departmental Counterintelligence Program 
DCS   Defense Courier System 
DOC   Department of Commerce 

 
FIS    Foreign Intelligence Service 
FRD   Formerly Restricted Data 

 
GAO   General Accounting Office 

 
IA    Information Assurance 
ISOO   Information Security Oversight Office 
IT    Information Technology 
ITSO   Information Technology Security Officer 

 
NATO   North Atlantic Treaty Organization 
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NDP   National Disclosure Policy 
NIACAP  National Information Assurance Certification & Accreditation Process 
NISPOM  National Industrial Security Program Operating Manual 
NSA   National Security Agency 
NSI   National Security Information 

 
OADR   Originating Agency Determination Required 
OCA   Original Classification Authority 

 
RD    Restricted Data 

 
SIMS   Security Information Management System 

 
TA    Threat Analysis 
TSCM   Technical Surveillance Countermeasures 

 
 
A.2 SECURITY TERMS 

 
Access - (1) A condition or equipment mode that allows authorized entry into a protected area without 
alarm by electronically or mechanically deactivating a sensor or sensors.  (2) The ability and means to 
approach, store or retrieve data, or to communicate with or make use of a resource of an automated 
data processing system.  (3) The ability and opportunity to obtain knowledge of classified information.  
An individual is considered to have access to classified information if he or she is admitted to an area 
where such information is kept or handled and security measures do not prevent that individual from 
gaining knowledge of such information.   
 
Access Control – (1) An aspect of security that utilizes hardware systems and specialized procedures 
to control and monitor the movement of individuals, vehicles, or materials into, out of, or within 
designated areas.  Access to various points may be a function of authorization level, time, or a 
combination of the two.  (2) The use of physical security as a means of controlling movement into or out 
of secured areas.   
 
Access Control System – An electronic, electro-mechanical, or mechanical system designed to 
identify and/or admit authorized personnel to the secure area.  Identification may be based on any 
number of factors such as a sequencing of combinations, special keys, badges, fingerprints, signature, 
voice, etc.  These systems are for personnel access control only and are not to be used for the 
protection of stored information or materials. 
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Accreditation – A formal declaration by a Designated Approving Authority (DAA) that a system is 
approved to operate in a particular security mode using a prescribed set of safeguards at an acceptable 
level of risk. 
 
ADP Facility – A facility, room, or area where computer processing and related activities occur.  
 
Adjudication – The adjudicative process is an examination of a sufficient period of a person’s life to 
make an affirmative determination that the person is eligible for a security clearance. 
 
Agency – The "Executive agency" as defined in 5 U.S.C. § 105, and any other entity within the 
executive branch that comes into the possession of classified information. (E.O.12958) 
 
Alarm Station – (1) A manually activated device installed at a fixed location to transmit an alarm signal 
such as a concealed holdup button in a bank teller's cage, in response to an alarm condition. (2) A well-
marked emergency control unit, installed at a fixed location usually accessible to the public, used to 
summon help in response to an alarm condition.  The control unit contains either a manually activated 
switch or telephone connected to fire or police headquarters, or a telephone answering service. See 
also remote station alarm.   
 
Annunciator – (1) A device that signals a change of protection zone status in a security system.  An 
annunciator may log alarms or display a continuous status for each alarm sensor in a system.  
Annunciators include CRT displays, sometimes called an alarm receiver, alarm monitor or alarm device. 
 (2) The component of an alarm system that announces a change of status of the system, usually in the 
form of audible and/or visual signals.  
 
Asset – Any person, facility, material, or information that has a positive value to the Department of 
Commerce and which is controlled by the Department of Commerce.  
 
Astragal – A member fixed to, or a projection of, an edge of a door or window to cover the joint 
between the meeting of stiles to prevent access to the lock mechanism.    
 
Balanced Magnetic Contact Switch – A two-part sensor that generates an alarm condition when a 
change in the magnetic field between the parts is detected.  Usually mounted on a door and doorframe 
to detect opening of the door.  A balanced magnetic contact switch provides better protection against a 
defeat attempt than a standard magnetic contact.    
 
Barbed Wire  – Wire, usually of 12 gauge, to which pointed barbs have been added, usually at four 
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inch/10.16 cm intervals.  Barbed wire is often strung along the tops of fences and walls as a deterrent to 
entry.   
 
Battery Backup – A standby battery that is kept fully charged for use during a primary power failure.  
The Battery Backup is an essential element of all electrically operated security systems. 
 
Bolt – That part of a lock which, when actuated, is projected (or "thrown") from the lock into a 
retaining member, such as a strike plate, to prevent a door or window from moving or opening. 
 
Breach – The successful defeat of security controls resulting in a penetration of the system. 
 
Bureau – The operating units of the Department are organizational entities outside the Office of the 
Secretary charged with carrying out specified substantive functions (i.e. programs) of the Department 
(refer to DOO 1-1). 
 
Card Access – A type of access control system that uses a card with a coded area or strip, on or 
inside the card, to activate a lock or other access control device.  To activate the device, the card is 
inserted into or through a slot where the data in the coded area is read.  If the code is accepted, a signal 
will be transmitted to unlock the device or perform some other access control function.  See definition 
of Card Reader for more information on types. 
 
Card Reader – A device that reads the information on a card key.  Card readers may obtain data 
from access cards by reading punched holes, magnetic spots, stripes or wires, or any of several other 
methods that use punched, embossed, or embedded information.  The reader may be an integral part of 
the lock or it can be located in the immediate vicinity.  Card readers fall into one of two categories, on-
line or intelligent.  On-line readers must communicate with a central processor that makes the entry/exit 
decision and transmits a signal back to the locking device.  The intelligent card reader compares the 
data on the card with preprogrammed parameters and entry or exit is granted or denied by the card 
reader itself at the reader location.  Intelligent readers are also called stand-alone or off-line readers.  
 
Central Station – (1) An organization or business established for the purpose of monitoring 
subscribers' alarm systems from a centralized monitoring location rather than at the individual sites. 
Communication with subscriber alarm systems is generally by telephone line, but may be by wireless or 
direct wire.  The central station notifies police or fire services immediately upon receipt of an alarm.  All 
alarms are recorded and investigated.  Central stations may utilize WATS lines to extend services on a 
regional or national basis.  (2) The control point of a monitoring system that is supervised by security 
personnel. 
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Central Station Alarm System – An alarm system that uses a central station as distinguished from a 
proprietary alarm system where the alarm monitoring is done on-site.   
 
Certification – Comprehensive evaluation of the technical and non-technical security features of a 
system and other safeguards, made in support of the accreditation process, to establish the extent to 
which a particular design and implementation meets a set of specified security requirements. 
 
Change Key – A key that will operate only one lock or a group of keyed-alike locks, as distinguished 
from a master key.  See also keyed-alike cylinders and master key system.   
 
Classification – The act or process by which information is determined to be classified information 
(E.O.12958). 
 
Classified National Security – (hereafter “classified information”) Information that has been 
determined pursuant to E.O. 12958 or any predecessor order to require protection against 
unauthorized disclosure and is marked to indicate its classified status when in documentary form. 
 
Closed Circuit Television (CCTV) – A television system, usually hard-wired, used for proprietary 
purposes and not for public or general broadcast.   
 
Combination – The group of numbers that represent the biting of a key and/or the tumblers of a lock 
or cylinder.   
 
Combination Lock – A keyless lock that requires the turning of a numbered dial to a preset sequence 
of numbers for the lock to open.  It is usually a three-position, manipulation resistant, dial-type lock, 
although cipher locks with push buttons are also referred to as combination locks. 
 
Compromise – A probable compromise occurs when 1) classified material is recovered outside of a 
controlled area or 2) when the probable controlled area or facility is unattended and not properly 
secured.  In either case, a compromise occurs when the material is accessible to persons who do not 
possess an appropriate security clearance or a need-to-know.  An actual compromise occurs when 
with the conditions identified above, it is determined that the classified information has been released or 
disclosed to an unauthorized person(s) or party(ies), and that damage to national security is deemed 
likely or determined to have occurred as the result of this unauthorized disclosure.  An actual or 
probable compromise of classified information constitutes a security violation.  A compromise of 
classified information occurs whether the act was intentional or unintentional. 
 
Confidential – The designation applied to information, the unauthorized disclosure of which reasonably 
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could be expected to cause damage to the National Security. 
 
Confidential Source – Any individual or organization that has provided, or that may reasonably be 
expected to provide, information to the United States on matters pertaining to the national security with 
the expectation that the information or relationship, or both, are to be held in confidence (refer to 
E.O.12958). 
 
Controlled Area – A specifically designated area, such as a room, office, building or facility where 
classified information has been authorized for handling, storage, discussion, or processing, and 
supplemental controls have been established which access is monitored, limited, or controlled in 
accordance with the DAO 207-1, Security Programs. 
 
Cooperative Administrative Support Unit (CASU) – An organizational unit established within a 
multi-tenant Federal building to manage administrative services for those tenants.  The tenant agencies 
within the building agree to establish the CASU by consolidating the various administrative functions 
common to most of the tenants. 
 
Counterintelligence – Information gathered and activities conducted to protect against espionage, 
subversive, terrorist and/or other intelligence activities, sabotage, and assassinations conducted for, or 
on behalf of, foreign powers, organizations, or persons.  Personnel, physical, document, and 
communications security programs are unrelated to counterintelligence activities and programs unless an 
association is established through counterintelligence functions. 
 
Counterintelligence Community Liaison – The institution of official ties and relationships between 
U.S. and foreign counterintelligence organizations. 
 
Counterintelligence Inquiries – Any investigative actions taken to determine the nature and 
circumstances of incidents subject to counterintelligence purview. 
 
Counterintelligence Support to Departmental Counterterrorism and Antiterrorism Activities – 
Counterintelligence activities designed and conducted to identify, exploit, and neutralize real or potential 
threats of terrorist activities. 
 
Counterintelligence Support to Information Systems Protection Programs – 
Counterintelligence activities conducted to protect Departmental information systems and the 
resident data from unauthorized surreptitious penetration. 
 
Counterintelligence Vulnerability Assessment – The process for determining whether or not a 
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particular employee, facility, system, item of property, or Department activity is susceptible to an 
identified threat. 
 
Damage to National Security – Harm to the national defense or foreign relations of the United States 
from the unauthorized disclosure of information, to include the sensitivity, value, and utility of that 
information (refer to E.O.12958). 
 
Dedicated Line  – (1) A power or transmissions line with a single function, such as data transmission or 
to a single source such as an outlet for a computer. (2) A non-shared telephone line to an individual 
subscriber from a central station. 
 
Defeat – The successful unauthorized bypassing of an alarm sensor or system so that a protected area 
can be entered without detection.  
 
Degausser – A device that erases magnetically encoded information from recording tapes, data disks, 
card keys, recording heads, and other magnetized items.   
 
Designated Approving Authority (DAA) – An official with the authority to formally assume 
responsibility for operating a system at an acceptable level of risk. 
 
Deterrent – Any physical or psychological device or method that discourages action.  In the physical 
security arena, locks or window grilles are physical deterrents and the presence of a guard or 
surveillance camera are psychological deterrents.   
 
Disable – To temporarily or permanently place an alarm sensor or system out of service.   
 
DOC Persons – Any organization or person, including contractors, guest researchers/scientists, 
experts, consultants and trainees/students, who has an on-going official association or that works 
directly on activities, projects, or programs of the Department of Commerce. 
 
Economic Espionage – Foreign power-sponsored or coordinated intelligence activity directed at the 
U.S. Government, U.S. corporations, establishments, or persons, which involves:  (1) the unlawful or 
clandestine targeting or acquisition of sensitive financial, trade, or economic policy information, 
proprietary economic information, or critical technologies, or (2) the unlawful or clandestine targeting or 
influencing of sensitive economic policy decisions.” 
 
Electric Eye – A detector, or detector system, which uses a photoelectric cell to trigger an alarm when 
the light path between it and its transmitter is interrupted. 
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Eligibility for Access – A favorable adjudication of an appropriate investigation of the subject’s 
background. 
 
Entry On Duty (EOD) – The first day that a new employee or contract employee enters employment 
or reports to his/her duty station for work. 
 
Espionage – The gathering, transmitting, or losing of information respecting the national defense with 
the intent or reason to believe that the information is to be used to the injury of the United States, or to 
the advantage of a foreign nation. 
 
Facility – A physical structure housing for assets necessary to perform a particular function, e.g., a 
storage facility, a meteorological facility. 
 
Facility Code  – A code used in alarm or access control equipment that identifies the customer or 
location of the equipment.   
 
Fiduciary – One, such as an agent or director, that stands in a special relation of trust, confidence, or 
responsibility in certain obligations to others, pertaining to, or consisting of money that is not convertible 
into coin or specie but derives its value from public confidence or government decree; of or concerning 
fiat money.  
 
Foil – An electrically conductive ribbon used for a sensing circuit.  Foil is normally between .001" or 
.0254 mm and .003" or .0762 mm in thickness, and from .125" or 3.175 mm to 1" or 25.4 mm in 
width.  It is most commonly used on windows and other glass applications.  The metal strip, also called 
tape, completes an electrical circuit that, if broken, causes an alarm condition. 
 
Foreign Contact Reporting – The acquisition, maintenance, and reporting of information concerning 
instances of official and unofficial contact between Department employees and non-U.S. citizens. 
 
Foreign Government Information – Information provided to the United States Government by a 
foreign government or governments, an international organization of governments or any element 
thereof, with the expectation that the information, the source of the information, or both, are to be held 
in confidence (E.O.12958). 
 
Foreign Intelligence Service(s) – The collective term associated with a foreign country’s internal 
security forces and foreign intelligence collection capability.  The term is used to refer to all aspects and 
intelligence disciplines that the service under discussion may possess. 
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Foreign National –  TBD 
  
Grille – A ridged screen or grate mounted over an opening to prevent entry.   
 
Holdup Alarm – An alarm that originates from a point where holdup protection is required such as a 
bank teller window or store cash register.  It is usually a silent alarm to protect the cashier.   
 
Holdup Alarm System – An alarm that employs a holdup alarm device in which the signal transmission 
is initiated by the action of the intruder. 
 
Infrared Motion Detector – A passive, low power, area protection device that detects a change in 
ambient temperature within the coverage pattern caused by the movement of a body.  Sensor circuitry 
generates an alarm when a moving object causes a change in radiated energy levels within the coverage 
area.  These units are more sensitive to objects moving across the beam pattern than to objects moving 
towards the sensor.  Also called passive infrared. 
 
Information – Any knowledge that can be communicated or documentary material, regardless of its 
physical form or characteristics, which is owned by, produced by or for, or is under the control of the 
U.S. Government.  "Control" means the authority of the agency that originates information, or its 
successor in function, to regulate access to the information. (E.O.12958). 
 
Information Assurance (IA) – Information operations (IO) that protect and defend information and 
information systems by ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation.  This includes providing for restoration of information systems by incorporating protection, 
detection, and reaction capabilities. 
 
International Treaty/Agreement Support – The conduct of CI activities to protect U.S. and 
Departmental interests in the course of international treaties to which the Department is a U.S. 
participant, or when an agreement exists between the Department and a foreign entity. 
 
Ionization Smoke Sensor – A device able to detect minute smoke particles in the air and provide 
early warning of a developing fire.  These detectors use one or more chambers containing minuscule 
amounts of radioactive material that ionizes the air in the chamber.  Smoke particles entering the 
chamber are attracted to the ionized air and the electrical balance between two electrodes is upset 
initiating an alarm. Most ionization smoke detectors are fail-safe in that an alarm is initiated if the sensing 
circuit malfunctions or power fails. 
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Keeper – The strike plate, mounted in a doorjamb, which receives and retains the bolt of a lock 
mechanism.   
 
Key – (1) An object that carries the mechanical code configuration that unlocks a locking mechanism. 
(2) A system for transforming a cryptogram or cipher to plain text.   
 
Line Supervision – A method of securing an alarm data line by introducing a continuous impedance or 
electronic code to the circuit.  Breaking or tampering with the line initiates an alarm. 
 
Local Alarm – An alarm that annunciates at the location of a locking device to discourage or announce 
intrusion attempts.  The alarm usually uses a bell, siren, lighting system, or combination of such devices.  
It usually turns off automatically after a pre-set time, although some require a manual shutoff.  A local 
alarm may also be linked to a central station or other remote location.   
 
Magnetic Contact – A type of sensor that protects a moveable barrier or object such as a door or 
window.  The device consists of two parts, mounted close together (1) the switch on the door or 
window frame and (2) the magnet opposite the switch on the opening portion of the door or window.  
In operation, when the two devices are in close proximity, the magnet holds the switch closed (or 
open).  Separating the two halves (by opening the door or window) alters the magnetic field causing the 
switch to open (or close) the circuit and initiate an alarm.  
 
National Security – The national defense or foreign relations of the United States (refer to 
E.O.12958). 
 
Microwave – (1) Radio waves that have a wavelength less than 30 centimeters and operate at a 
frequency of 1000 MHz and higher.  (2) A type of sensor that uses microwaves to detect motion. (3) A 
data transmission medium for alarm data.   
 
Motion Detector – A sensor that detects movement within a protected area by comparing sequential 
energy transmissions or reflections, or ambient energy field levels.  Motion detection systems include 
infrared, microwave, and ultrasonic sensors.   
 
Multiplex Alarm System – An alarm monitoring system that multiplexes the alarm data reporting.  
Multiplexing is a communications mode that permits transmission of several signals on a single circuit.  
Multiplexing is advantageous in large security systems because considerable alarm input information can 
be transmitted continually without the need for extensive wiring from each sensor to the central station.   
 
Monitor – (1) A video display unit for use with closed circuit television (CCTV).  (2) A central alarm-
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processing device that receives alarm signals and displays system status.   
 
Mortise Lock  – A lock with a threaded cylinder and a bolt operated by a knob or lever, designed to 
be recessed into the edge of a door in a cavity specifically cut out to receive it, which engages a keeper 
or strike plate set into the door jamb.     
 
Need-to-Know – The determination by an authorized holder of classified information that access to the 
information is required by another appropriately cleared individual to perform official duties. 
 
Nuisance Alarm – Activation of an alarm sensor by some influence for which the sensor was designed 
but which is not related to an intrusion attempt.   
 
Open Storage – The storage of sensitive or classified information on shelves or in locked or unlocked 
non-approved containers when authorized personnel do not occupy the facility 
.   
Operating Unit – The operating units of the Department are organizational entities outside the Office of 
the Secretary charged with carrying out specified substantive functions (i.e. programs) of the 
Department (refer to DOO 1-1). 
 
Original Classification – An initial determination that information requires protection against 
unauthorized disclosure in the interest of national security (refer to E.O.12958). 
 
Original Classification Authority (OCA) – An individual authorized in writing, either by the 
President, or by agency heads or other officials designated by the President, to classify information in 
the first instance (refer to E.O.12958). 
 
Panic Bar – A quick release exit bar mounted on a door to permit fast opening in a fire or panic 
situation.  Also called a crash bar. 
 
Photoelectric Alarm – A kind of motion detector that uses a focused beam of light (usually ultraviolet) 
to detect an intruder. Any interruption in the light path will set off the alarm.  The beam is usually aimed 
so that an intruder would have to break the beam in order to move through the protected area.  
Sometimes called an electric eye.   
 
Pressure Mat – A thin rubber or vinyl mat that senses intrusions designed for placement under rugs or 
similar floor coverings.  Pressing (stepping) on the mat closes normally open built-in electrical strip 
switches and initiates an alarm signal.  May also be used for non-security applications such as a doorbell 
actuator.  
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Program Manager – A program manager is a senior security specialist within the Office of Security 
who is responsible for managing a Departmental security program.   The program manager’s duties 
include providing guidance, subject matter expertise, and policy to other program mangers, security 
specialists, and bureau or operating unit security contacts. 
 
Redundant – A circuit or system designed to have backup capability in the event of component or 
equipment failure.  Redundant systems have standby components off-line and ready for automatic or 
manual switchover in the event of primary failure.   
 
Remote Station – (1) A secondary or auxiliary alarm control located at some distance from the central 
control station.  (2) A digital keypad or card reader that permits local entry/exit. 
 
Restricted Area – A room, office, building, or facility to which access is strictly and tightly controlled. 
 Admittance to a restricted area is limited to personnel assigned to the area or persons who have been 
authorized access to the area.  Personnel assigned to the area must escort visitors to a restricted area 
and un-cleared personnel and all classified and sensitive information must be protected from 
observation, disclosure, or removal.  The servicing security officer is authorized to designate restricted 
areas after appropriate security measures are in place. 
 
Re-key – The process of modifying standard key locks or card readers to function with a new key set 
or facility code. 
 
Rim Cylinder – A cylinder typically used with surface-applied locks and attached with a back plate 
and machine screws.  It has a tailpiece to actuate the lock mechanism.  
 
Risk Analysis – An analysis of system assets and vulnerabilities to establish an expected loss from 
certain events based upon estimated probabilities of the occurrence of these events.  See Security 
Survey.   
 
Sabotage – The willful destruction or injury of, or defective production of information, material or 
property of the government.  
 
Safe – A container, usually equipped with a mounted combination lock, specifically designed for the 
protection of money and other highly negotiable materials or assets.   
 
Secret – The designation applied to information, the unauthorized disclosure of which reasonably could 
be expected to cause serious damage to the national security.  



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 
 

 

Appendix A – Glossary of Security Acronyms and Terms 
April 4, 2003 

Page A.13 

 
Secure Room – A room that offers the same or greater protection than a security container authorized 
for the storage of classified material, through the use of guards, alarms, or locking devices.  
 
Security Contact – A security contact is an employee within a bureau or operating unit (non-OSY 
personnel and non-security specialist) whose position’s secondary responsibility is to implement and 
administer the Department’s security programs within the operating unit, for programs, projects, field 
sites, facilities, aircraft, or ships.  
 
Security Hours  – Hours during which a facility is not normally open for business or public access and 
during which more stringent access controls apply.  Also called Restricted Hours or After Hours. 
 
Security Specialist – A security specialist, as defined by OPM Standards, is a person within the GS-
0080 series whose primary duties include analytical, planning, advisory, operational, or evaluative work 
which has as its principal purpose the development and implementation of policies, procedures, 
standards, training, and methods for identifying and protecting information, personnel, property, 
facilities, operations, or material from unauthorized disclosure, misuse, theft, assault, vandalism, 
espionage, sabotage, or loss.  A security specialist at times is called upon to provide specialized 
program guidance, support, or perform compliance reviews. 
 
Security Infraction – A security infraction occurs when classified information is not properly 
safeguarded in accordance with the DAO 207-1, Security Programs, but does not result in the actual or 
probable compromise of the material. 
 
Security Survey – A fundamental evaluation and analysis of security-related devices, equipment, 
services, and procedures in use in a given location, including recommendations for security 
improvements.  The three basic elements examined in a security survey are criticality, vulnerability, and 
probability.  A security survey is a form of risk analysis.  
 
Security System – A term applied to the totality of a facility's security equipment and related 
procedures, i.e., locks, security containers, guards, access controls, alarms, etc.   
 
Security Vault – An area approved by the agency head, which is designed and constructed of 
masonry units or steel, lined construction to provide protection against forced entry.  A GSA-approved 
modular vault may be used in lieu of the above.  Vaults shall be equipped with a GSA-approved door 
and lock. 
 
Security Violation – A security violation occurs when in the judgment of the investigating official, 
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failure to safeguard classified information could result in the actual or probable compromise of the 
material. 
 
Secure Compartmented Information (SCI) – Collaterally classified information involving intelligence 
sources, methods, and analytical processes.  In accordance with the Director of Central Intelligence, 
due to its sensitive nature, SCI requires limited access and strict control of its dissemination.  SCI is also 
known as "Codeword" information. 
 
Secure Compartmented Information Facility (SCIF) – A SCIF is an accredited area, room, group 
of rooms, buildings, or installation where SCI may be stored, used, discussed, and/or electronically 
processed. 
Servicing Security Officer – A servicing security officer is a senior security specialist of the Office of 
Security who is stationed at either a bureau or operating unit facility or an Administrative Support 
Center (ASC), and is responsible for providing guidance and oversight to operating unit senior 
managers, program officials and security contacts on Departmental security programs and provides 
security administration services within their jurisdiction.   
 
Senior Agency Official – The official designated by the agency head under section 5.6(c) of E.O. 
12958 to direct and administer the agency's security program, under which information is classified, 
safeguarded, and declassified (E.O.12958). 
 
Shackle – The hinged or sliding part of a padlock that does the fastening.  
 
Slide Bolt – A simple lock that is operated by hand without using a key, a turn-piece, or other 
actuating mechanism.  Slide bolts normally can be operated only from the side of the door on which 
they are mounted.  
 
Special Agent – A special agent is an Office of Security security specialist with the authority and 
responsibility to perform duties conferred upon such officers in accordance with the laws of the United 
States and the regulations of the Department of Commerce, including the authority to investigate, 
administer oaths, bear firearms, and receive information on matters regarding the laws of the United 
States and the regulations of the Department. 
 
Status  – The condition of an alarm zone, sensor, or system at a given time.   
 
Subversion – A systematic attempt to overthrow or undermine a government or political system by 
persons working secretly from within. 
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Surreptitious Entry – The unauthorized entry into a facility or security container in a manner in which 
evidence of such entry is not discernible under normal circumstances.   
 
Surveillance – Observation or inspection of persons or premises for security purposes through alarm 
systems, closed circuit television (CCTV), or other monitoring methods. 
 
Suitability Determination – Suitability refers to identifiable character traits and past conduct, which 
are sufficient to determine whether an individual is likely or unlikely to be able to carry out the duties of 
the job with appropriate efficiency and effectiveness.  It also refers to statutory or regulatory bars, 
which prevent the lawful employment of the individual into the position. 
Technical Security – The employment of specialized equipment and methods used to (1) gather 
information in support of counterintelligence inquiries, operations, and other activities as required, or (2) 
detect the presence of activities subject to counterintelligence purview. 
 
Technical Surveillance Countermeasures – Employment of services, equipment, and techniques 
designed to locate, identify, and neutralize the effectiveness of technical surveillance activities. 
 
Terrorism – The calculated use of violence or threat of violence to inculcate fear, intended to coerce or 
intimidate governments or societies in the pursuit of goals that are generally political, religious, or 
ideological. 
 
Threat Analysis – Actions taken to acquire, assemble, and analyze information, which confirms or 
refutes the existence of known or potential danger to Department employees, information, facilities, 
systems, property, and activities. 
 
Top Guard – Anti-personnel device, usually of barbed or concertina wire, installed at the tops of 
fences and along roof edges. 
 
Top Secret – The designation applied to information, the unauthorized disclosure of which reasonably 
could be expected to cause exceptionally grave damage to the national security. 
 
Ultrasonic – Sound waves having a frequency above that of audible sound (approximately 20,000 Hz). 
 Ultrasonic sound is used in ultrasonic detection systems.   
 
Unauthorized Disclosure  – A communication or physical transfer of classified information to an 
unauthorized recipient (refer to E.O.12958). 
 
Underwriters' Laboratories, Inc. (UL) – A nonprofit, national testing laboratory that tests and 
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certifies various categories of equipment and electrical devices for safety and reliability. 
  
Vibration Detection – An alarm system which employs one or more contact microphones and 
vibration sensors which are fastened to the surfaces of the area or object being protected to detect 
excessive levels of vibration.  The contact microphone system consists of microphones, a control unit 
containing an amplifier, an accumulator, and a power supply.  The unit's sensitivity is adjustable so that 
ambient noises or normal vibrations will not initiate an alarm signal. 

* * * * * * * 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 

Appendix B – Position Designation 
April 4, 2003 

Page B. 1 

Appendix B 
Position Designation 

______________________________________________________________________________ 
 
B.1 POSITION DESIGNATION REQUIREMENTS 
 
Proper position risk and sensitivity designations are the foundation of effective and consistent suitability and 
security programs. Position designations determine the type and level of investigation required for proper 
screening of an individual for each Department of Commerce position.  Additionally, as the level of authority 
and responsibility of a position becomes greater, character and conduct become more significant in deciding 
whether employment or continued employment would protect the integrity and promote the efficiency of the 
Federal service.   
 
All positions in the Department of Commerce must have a risk designation based on the duties and 
responsibilities and in accordance with the specific criteria outlined in DAO 202-731, Suitability Handbook. 
 In addition, positions with national security duties and responsibilities must have a sensitivity level 
designation. Proper risk and sensitivity position designations ensure that investigative screening of employees 
is performed in compliance with 5 CFR 731, 732, 736, Executive Order 10450, and Executive Order 
12968.  Investigations for positions without national security access are conducted to promote the efficiency 
and integrity of the Federal service.  Investigations for national security access positions are conducted to 
protect the national security.  
 
The Department of Commerce must maintain a Position Designation Record for each and every position in 
the Department.  These records are maintained by the servicing human resources management offices.  
Servicing security offices also should maintain records of positions designated for national security access in 
the operating units or offices they support.  The following chart provides the position designation codes for 
risk and sensitivity along with the impact on the integrity of the Federal service and the national security.  
 
Although a risk assessment must be prepared for all positions, regardless of sensitivity, the position is coded 
in accordance with its highest designation.  For national security positions, the code will reflect the sensitivity 
designation.  If the national security designation is rescinded, the position reverts to the risk designation 
coding. 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 

Appendix B – Position Designation 
April 4, 2003 

Page B. 2 

 
B.2 POSITION DESIGNATION CODES  
 

POSITION 
DESIGNATION 

IMPACT ON FEDERAL SERVICE 
OR NATIONAL SECURITY 

 
4     Special-Sensitive (SS) 
           or 
4C   Special-Sensitive ADP 

Potential for inestimable damage to the national security.  Used 
for positions that the head of an operating unit designates at a 
level higher than Critical-Sensitive due to special requirements 
for access to Sensitive Compartmented Information (SCI) or other 
intelligence-related Special Sensitive information. 

 
3     Critical-Sensitive (CS) 
           or 
3C   Critical-Sensitive ADP 

Potential for exceptionally grave damage to the national security.  
These positions may include access up to, and including, Top 
Secret defense information; development or approval of war plans, 
plans or particulars of future or major or special operations of 
war, or critical and extremely important items of war; 
investigative duties, the issuance of personnel security 
clearances, or duty on personnel security boards; or other 
positions related to national security, regardless of duties, that 
require the same degree of trust. 

2     Noncritical-Sensitive (NCS) 
           or 
2C   Noncritical-Sensitive ADP 
 

Potential for serious damage to the national security.  These 
positions involve either access to Secret or Confidential national 
security information or materials or to duties that may adversely 
affect, directly or indirectly, the national security operations of 
the Department. 

6     High Risk (HR) 
           or 
6C  High Risk (ADP ) 
 

Potential for exceptionally serious impact involving duties 
especially critical to the Department or a program mission with 
broad scope of policy or program authority.   

5     Moderate Risk (MR) 
          or 
5C   Moderate Risk ADP  
 

Potential for moderate to serious impact involving duties of 
considerable importance to the Department or program mission 
with significant program responsibilities and delivery of customer 
services to the public. 

1     Low Risk (LR) 
           or 
1C  Low Risk ADP 

Positions involve duties that have a low or limited impact on the 
Department’s mission or on the efficiency of the service. 
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Appendix C 
Minimum Requirements for 

Personnel Investigations 
______________________________________________________________________________ 
 
C.1 INVESTIGATIVE REQUIREMENTS 
 
A.  Investigations are conducted to develop information on the background of employees, appointees, 
applicants, and non-employees associated with the Department. Suitability investigations provide an 
assessment of an individual's potential to promote the efficiency and integrity of the Department's operations 
when filling a particular position. Security investigations are conducted to determine if an individual’s 
employment or retention in employment is consistent with the national security. The findings or facts obtained 
through security investigations are used to determine eligibility for access to national security information 
(covered in Chapter 12) or to special access programs (covered in Chapter 15). Investigations on non-
employees are used to determine the potential impact or risk the non-employee’s association would have 
with the Department. General guidance on the minimum type of investigation for each sensitivity or risk level 
is indicated in the table on page C.5. 
 
B. Non-employees working under non-IT contracts that do not require access to classified information are 
generally considered Low Risk; however, due to the impact on Departmental programs, contracts deemed 
to be of a higher risk require more extensive investigations of individuals performing under that contract. At 
a minimum, a Minimum Background Investigations (MBI) will be required for persons performing work 
under a contract designated Moderate Risk and a Background Investigation (BI) will be required for 
persons performing work under a contract designated High Risk. When required, the Background 
Investigation must be completed prior to performance on the contract. The National Agency Check and 
Inquiries will be conducted after an individual begins work under the contract. Investigations must be 
initiated no later than three days after the start of the subject's performance under the contact at the facility. 
 
C. Background checks are required for non-employees such as guest workers, research associates, and 
trainees who will be associated with the Department for a limited amount of time. For U.S. citizens a Special 
Agreement Check (SAC) is required if they are associated with the Department more than 30 days during a 
one-year period. A National Agency Check and Inquiries (NACI) investigation will be required if they will 
be associated with the Department for more than one year. For non-U.S. citizens, a SAC is required if they 
are associated with the Department more than 10 days during a one-year period. A NACI will be required 
if the duration of the association is more than one year.  For non-employees, the SAC and the NACI must 
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be initiated no later than three days after starting work at the facility or association on a specific project. 
 
C.2 EMPLOYEES (Including Experts and Consultants) 
 
A.  Sensitive Positions. For general guidance, see the table on page C.5., Minimum Requirements for 
Personnel Investigations. 
 

1. Special-Sensitive. The Single Scope Background Investigation (SSBI) must be completed prior 
to appointment. 

 
2. Critical-Sensitive. The SSBI must be completed prior to appointment; however, a waiver of 
this requirement may be requested in an emergency situation. 

 
3. Noncritical-Sensitive. The Access National Agency Check and Inquiries (ANACI) must be 
initiated no later than 14 days after the subject’s entrance-on-duty. 

 
B. Non-Sensitive Positions. For general guidance, see the table on page C.5., Minimum 
Requirements for Personnel Investigations. 
 

1. High Risk. The Background Investigation (BI) must be initiated upon receipt of a favorable 
pre-appointment check.  Subjects can enter on duty after pre-appointment checks are favorably 
completed. 

 
2. Moderate Risk. The Moderate Background Investigation (MBI) must be initiated no later than 
14 days after the subject's entrance-on-duty date. 

 
3. Low Risk. The NACI must be initiated no later than 14 days after the subject's entrance-on-
duty date. 

 
C.3 NON-EMPLOYEES 
 
A.  Contractors 
 

1. Classified Contracts. 
 
a. Critical-Sensitive. The BI must be completed prior to performance on the contract. 
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b. Noncritical-Sensitive. The National Agency Check with Law and Credits (NACLC) must be 
completed prior to performance on the contract. 

 
2.  Unclassified Contracts. 

 
a. High Risk contract. A BI is required for individuals performing work under a High Risk 
contract of any duration. The BI must be initiated upon receipt of a favorable pre-appointment 
check.  Subjects can enter on duty (EOD) after pre-appointment checks are favorably completed. 

 
b. Moderate Risk contracts. A MBI is required for individuals performing work under a 
Moderate Risk contract of any duration. The MBI must be initiated no later than three days after 
the subject's beginning association. 

 
c. Low Risk contracts that exceeds one year. A NACI is required for individuals performing 
work under a non-IT, Low Risk contract for more than 365 days. The NACI must be initiated no 
later than three days after the subject's beginning association. 

 
d. Low Risk contract less than one year. A SAC is required for individuals performing work 
under a Low Risk contract over 180 days but less than 365 days. The SAC must be initiated no 
later than three days after the subject's beginning association. 

 
B.  Guest Workers, Research Associates, Trainees, and Long-term Visitors 
 

1. Guest workers, research associates, trainees, long-term visitors, and other non-employees 
associated with the Department shall obtain a Security Assurance. For general guidance, see the 
table on page C.5., “Minimum Requirements for Personnel Investigations.” 

 
2.  U.S. Citizen. 
 

a. More than One Year. A NACI is required for U.S. citizens associated with the Department for 
more than one-year. The NACI must be initiated within three days of the individual’s beginning 
association with the Department. 

 
b. 180 to 365 Days.  A SAC is required for U.S. citizens associated with the Department for more 
than 180 days but less than 365 days. The SAC must be requested prior to the 180th day of the 
individual’s association with the Department. 
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c. 30 to 180 Days. A SAC may be requested for U.S. citizens associated with the Department 
from 30 to 180 days when there is a potential for increased risk. 

 
 

3.  Non-U.S. Citizen. 
 

a. More than One Year. A NACI is required for non-U.S. citizens associated with the 
Department for more than one-year. The NACI must be initiated within three days of the 
individual’s beginning association with the Department. 

 
C.4 PROCESSING INVESTIGATIONS 
 
Guidance for both human resources managers and security contacts to initiate requests for investigations for 
national security positions is located at Appendix D, Processing Personnel Security and Suitability 
Investigations. Guidance for processing suitability investigations is provided in   DAO 202-731, Suitability 
Handbook. 
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MINIMUM REQUIREMENTS FOR PERSONNEL INVESTIGATIONS 

 SAC NACI ANACI NACLC CNACI MBI BI SSBI RI Appendix D 
Special-Sensitive         M * D.3 A.1 & 10 
Critical-Sensitive, Top Secret        M * D.3 A.1 & 10 
Critical-Sensitive, Secret       M  * D.3 A.1 & 9 
Noncritical-Sensitive    M      * D.3 A.1 & 5 
High Risk       M  * D.3 A.1 & 9 
Moderate Risk      M    D.3 A.8 
Low Risk  M        D.3 A.4 
Child Care Provider     M    * D.3 A.7 
Contract: Critical-Sensitive/ High Risk       M   D.3 A.9 
Contract: Noncritical-Sensitive     M      D.3 A.5 
Contract: Moderate Risk      M    D.3 A.8 
Contract: Nonsensitive  
        More than 180 days 

 M        D.3 A.4 

Contract: Nonsensitive  
        Less than 180 Days 

M         D.3 A.3 

Non-Employee: U.S. Citizen 
        More than One Year 

 M        D.3 A.4 

Non-Employee: U.S. Citizen 
        180-365 Days 

M         D.3 A.3 

Non-Employee: U.S. Citizen 
        30-180 Days 

O         D.3 A.3 

Non-U.S. Citizen: More than One Year  M        D.3 A.4 
Non-U.S. Citizen:  10-365 Days M         D.3 A.3 
Non-U.S. Citizen: Less than 10 Days O         D.3 A.3 

M = Mandatory  O = Optional 
*  RI = Reinvestigation of subject required at 5 or 10 year interval depending on level of security clearance. 
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Appendix D 
Processing Personnel Security and 

Suitability Investigations 
 
 

D.1 INTRODUCTION 
 
D.2  RECORDS AND REPORTING 
 
D.3  PROCESSING INVESTIGATIONS 
 
A.   Personnel Security and Suitability Investigations. 
  1.   Pre-Appointment Checks for Sensitive and High Risk Positions. 
  2.   Waiver Request Memorandum for Critical-Sensitive Positions. 
  3.   Special Agreement Checks (SAC). 
  4.   National Agency Checks and Inquiries (NACI). 
  5.   Access National Agency Checks and Inquiries (ANACI). 
  6.   National Agency Checks with Law and Credit (NACLC). 
  7.   Childcare National Agency Checks with written Inquiries (CNACI). 
  8.   Minimum Background Investigation (MBI). 
  9.   Background Investigation (BI). 
 10.  Single Scope Background Investigation (SSBI). 
 11.  Upgrade Investigation (UGI). 
 12.  Update Investigation (UDI). 
 
B. Re-Investigations. 
  1.   Noncritical-Sensitive Re-Investigations. 
  2.   Periodic Re-Investigations (PRI). 
  3.   Single Scope Background Investigation - Periodic Re-Investigations (SSBI-PR). 
 
 
D.1 INTRODUCTION 
 
Department of Commerce security officers represent the Office of Security when providing support services 
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to operating units and departmental headquarters in the Herbert C. Hoover Building. To fulfill this 
responsibility, each servicing security officer has the authority to ensure the requests for personnel security 
investigations are appropriately processed based upon position sensitivity. In connection with these 
responsibilities, the following guidelines and procedures are provided to ensure a uniform personnel security 
investigative program among the operating units and the Department. For ease of reference, the guidelines 
have been separated into two basic categories: Records and Reporting and Processing Investigations. 
 
D.2 RECORDS AND REPORTING 
 
A.  Records. The Office of Security maintains an electronic database for each employee, contractor, guest 
worker, research associate, or other individual associated with the Department who is granted access to 
national security information. The Office of Security will maintain security record information on a cleared 
individual for as long as that individual is actively employed or associated with the Department. Results of 
completed suitability determinations are filed in each employee’s Official Personnel Folder (OPF). The 
servicing human resources office will provide copies of the OFI-79A to the Office of Security indicating the 
final suitability adjudication for national security positions only. The Personnel Security database will only 
contain the results of determinations for national security positions and will include the following information: 
 

1.  Name; 
 

2.  Bureau; 
 

3.  Position title (or other designation for non-employee); 
 

4.  Date and place of birth; 
 

5.  Social Security Number; 
 

6. Position sensitivity/risk designation (Special Sensitive, Critical-Sensitive, Noncritical-Sensitive, High 
Risk, Moderate Risk, or Low Risk); 

 
7.  Date of security briefings/debriefings; 

 
8.  Access level (Top Secret, Secret), Special Access (DOE, NATO, SCI, etc.); 

 
9.  Security processing action; 
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a. Date initiated (sent to OSY or to OPM) 

 
b. Type of processing or security action (Pre-Appointment Checks, Personnel Investigation, 
Security Assurance, Security Access, etc.) to include Department of Commerce system of records. 

 
c. Date of completion and results for positions requiring a security determination. 

 
10. Entrance-on-duty date and separation date 

 
B.  Personnel Security and Investigative Files. 
 

1. The Office of Security is the only repository for personnel security information in the Department. 
Accordingly, Privacy Act and Freedom of Information Act requests for personnel security information 
will be referred to the Office of Security for direct response to the requestor. However, reports of 
investigations conducted by the Office of Personnel Management (OPM) or other investigative agencies 
remain under the control of that agency; therefore, an individual will be required to submit their Privacy 
Act request to OPM or the appropriate agency to obtain a copy of the investigative file. 

 
2.  Success of the Department's Personnel Security Program depends upon well-defined and open 
channels of communication for timely and efficient flow of information. The key link in this 
communication chain is the servicing security officer. The servicing security officer is charged with 
ensuring that effective channels of communication are developed and maintained within his/her 
jurisdiction.  Each servicing security officer shall establish communications with a point of contact for 
each operating unit within his/her jurisdiction. The operating unit point-of-contact is appointed by the 
senior official of that site or program as the security contact. The security contact is responsible for 
immediately reporting of all security incidences to the servicing security officer. The servicing security 
officer is responsible for keeping the Office of Security headquarters informed of incidents or situations 
which may affect the Personnel, Physical or Information Security programs in general, or the safety and 
security of the Department's personnel, property, or programs. The servicing security officer also is 
responsible for keeping the appropriate operating unit or site official informed of all appropriate reports 
and correspondence.  
 

C.  Reports. It is not practical to list all conceivable reporting situations; however, the following items are 
necessary to ensure that personnel security records are current and properly maintained. 
 

1. Pending Security Processing. The servicing security officer or security contact will respond to 
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requests for information concerning cases as requested by the Office of Security headquarters. 
 

2. Personnel Actions. The security contact shall report all appropriate personnel actions to the 
servicing security officer for inclusion in the Personnel Security database. The servicing security officer is 
responsible for obtaining pertinent SF-50B (Notification of Personnel Action) issued within his/her 
jurisdiction, and for forwarding to the Office of Security those forms which indicate actions affecting, or 
possibly affecting, an individual's eligibility for security access. The following are examples of the types 
of personnel actions, which may have a bearing on the Personnel Security Program. The list is not all-
inclusive. 

 
a.  Terminations for cause; 

 
b.  Name changes; 

 
c.  Changes in position sensitivity; 

 
d.  Separations/transfers, outside of the Department of Commerce; 

 
e.  Personnel transfers and reassignments; 

 
f.  Suspensions and other disciplinary actions; 

 
g.  Appointments; 

 
h.  Details; and 

 
i.  Leave without pay in excess of 30 days. 

 
D.3 PROCESSING INVESTIGTIONS 
 
A. Personnel Security and Suitability Investigations. Each servicing security officer has the 
responsibility to confirm that all security processing requirements within his/her jurisdiction are met. The 
initial responsibility for preparing security and suitability request packages for employees or applicants is 
usually that of the servicing human resources officer. The servicing security officer shall provide assistance to 
the servicing human resources officer with regard to the processing of paperwork for security and suitability 
positions. The Contracting Officer or Contracting Officer’s Technical Representative (COTR) has the initial 
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responsibility for contract workers and their request packages. Managers or other officials who represent 
the Department of Commerce in interactions with non-employees have the initial responsibility for preparing 
their request packages. The servicing security officer is responsible for tracking all investigations for national 
security information positions within their respective jurisdictions. Some security and suitability request 
packages may require more than one completed original form or copies of a completed original form. An 
“original” is a completed form that bears the subject’s original signature. 
 

1. Pre-Appointment Check (Sensitive, High Risk, and Certain IT-related Moderate Risk 
Positions). 

 
a. Requirement. A pre-appointment check is optional for Low Risk positions and most Moderate 
Risk positions; however it is required for Moderate Risk positions in the Information Technology 
occupations, positions that afford “global access” to information systems, and all Sensitive and High 
Risk positions. These checks will include favorable National Criminal Information Center (NCIC) 
checks for criminal history. 

 
b. Procedure. The servicing human resources office provides the investigative forms to the 
applicant in advance of the entrance-on-duty date. The employee completes all forms, obtains a 
completed fingerprint card and fingerprints from the servicing security office (or local police station), 
and returns the completed forms and fingerprint card to the servicing human resources office. The 
servicing human resources office sends the completed package to the servicing security office for 
processing. 

 
c.  Request Package.  The pre-appointment request must include the following: 

 
1) Pre-Appointment Check Request Memorandum; 

 
2) Completed questionnaire: 

 
a) For sensitive positions: Form SF-86, Questionnaire for National Security Positions, or  

 
b) For High Risk positions: Form SF-85P, Questionnaire for Public Trust Positions; 

 
c) For Moderate Risk positions: Form SF-85, Questionnaire for Non-Sensitive Positions; 

 
3) Form SF-87, Fingerprint chart, with OPM’s designation in the ORI Block; 
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4) Form CD-79, Request for Security Clearance, with sufficient justification for access to the 
security level requested (for Sensitive positions only); 

 
5) Form OF-612, Optional Application for Federal Employment, or resume/equivalent; 

 
6) Form OF-306, Declaration for Federal Employment; and 

 
7) Credit Release Authorization. 

 
8)  Waiver Request Memorandum.  (see paragraph 2 below). 

 
d. Security Office Action. The servicing security officer shall review the pre-appointment check 
request package for completeness and forward a copy of the request package to Office of Security 
headquarters for action. The Office of Security headquarters will perform the pre-appointment 
checks and notify the servicing human resources office of the results. The servicing human resources 
office will then notify the Office of Security once the appointment date has been established.   

 
2. Waiver Request Memorandum (Critical-Sensitive Positions Only). When a Critical-Sensitive 
position appointment must be filled prior to the completion of an investigation due to an emergency 
situation, the individual’s immediate supervisor must submit a waiver request memorandum with the 
request for a pre-appointment check. The waiver request memorandum shall be addressed to the 
Director for Security requesting a waiver of the requirement for completion of a Single Scope 
Background Investigation (SSBI) or Background Investigation (BI) before appointment. The waiver 
request must contain sufficient justification concerning the nature of emergency and the benefit to the 
national interest. Waiver requests will not be granted to Special-Sensitive position appointments under 
any circumstance. 

 
a. Requirement. The Director for Security or his/her designee may grant a waiver of the 
requirement for prior completion of a BI or SSBI for appointment to a Critical-Sensitive position. 
The appointment must be justified as an emergency and in the national interest. 

 
b. Procedure. The individual’s supervisor or unit manager will be responsible for initiating the 
request for a waiver and sending it to the servicing security officer. 

 
c. Request Package. 

 
1) The SSBI or BI investigative request package coded for 35-day service request; 
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2) Waiver request memorandum to the Office of Security from the individual’s supervisor or 
office manager, identifying the subject, the subject's proposed position sensitivity level, and the 
nature of the emergency and the national interest; 

 
3) Form SF-87, Fingerprint Chart, with OPM's designation in the ORI Block; and 

 
4) Credit Release Authorization. 

 
d.  Servicing Security Officer Action. 
 

1) Confirm that the waiver request memorandum clearly identifies the emergency need and the 
national interest; and 

 
2) Forward the waiver request package to the Office of Security headquarters for processing. 

 
3.  Special Agreement Check (SAC) (Low Risk Contracts and non-employees). 

 
a. Requirement. Special Agreement Check (SAC) is the minimum investigative requirement for 
contract personnel and non-employees performing Low Risk functions. 

 
1)  All U.S. citizens with access to Department of Commerce facilities for more than 180 
calendar days but less than 365 calendar days are subject to a SAC or higher investigation, if 
required. 

 
2)  All non-U.S. citizens with access to Department of Commerce facilities for more than 10 
working days up to 365 days are subject to a SAC or higher investigation, if required. 

 
b. Procedures. The responsible security contact or Contracting Officer Technical Representative 
(COTR) initiates the SAC investigation request package. The security contact or the COTR, not 
the subject, completes form OFI-86C, Items 1 through 12 and 14. The COTR ensures that confirm 
code “R” is clearly written in Block 7 and that the subject has signed and dated Block 13, 
Authorization For Release of Information. The completed SAC request package is then sent to the 
servicing security officer for processing no later than three working days after the subject’s start of 
work. 

 
c.  Request Package. 
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1)  Form OFI-86C, Special Agreement Checks; 

 
2)  FD-258, Fingerprint Chart with OPM's designation in the ORI Block. 

 
 

d.  Servicing Security Officer Action. 
 

1) Review investigative request package for completeness; 
 

2) Ensure that the subject of each package is identified as contract personnel, the name of the 
contracting company or organization of origin is clearly indicated, and that each package is 
clearly marked to indicate the contract sensitivity designation; and 

 
3) Forward completed package to OPM. 

 
4.  National Agency Checks and Inquiries (NACI) (Low Risk Positions). 

 
a. Requirement. The National Agency Checks and Inquiries (NACI) is the minimum investigation 
requirement for appointment to a Low Risk position. 

 
b. Procedure. The servicing human resources office provides the NACI investigative package to 
the employee in advance of or on the entrance-on-duty date. The employee completes all forms, 
obtains a completed fingerprint card from the servicing security office, and returns the completed 
investigative package and fingerprint card to the servicing human resources office within three 
working days after the effective date of the appointment. The servicing human resources office 
sends the completed package to OPM within 14 calendar days of the appointment effective date.  

 
c. Request Package. 

 
1)  Form SF-85, Questionnaire for Non-Sensitive Positions; 

 
2)  Form OF-612, Optional Application for Federal Employment or resume/equivalent; 

 
3)  Form OF-306, Declaration for Federal Employment; 

 
4) Form SF-87 Fingerprint Chart, with OPM’s designation in the ORI Block; and 
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5) Credit Release Authorization. 

 
d. Servicing Security Officer Action.  None. The NACI investigative request package will be 
reviewed by the servicing human resources offices for completeness and forwarded to the Office of 
Personnel Management for processing. 

 
5.  Access National Agency Checks and Inquiries (ANACI) (Noncritical-Sensitive Positions). 

 
a. Requirement. Access National Agency Checks and Inquiries (ANACI) is the minimum 
investigative requirement for Noncritical-Sensitive positions requiring access to classified 
information up to the Secret level under E.O. 12968. 

 
b. Procedure. The servicing human resources office provides the ANACI investigative forms to the 
employee in advance of the entrance-on-duty date. The applicant or employee completes all forms, 
obtains a completed fingerprint card and set of fingerprints from the servicing security office (or 
local police office), and returns the completed investigative request package to the servicing security 
officer for processing.  

 
c.  Request Package. 

 
1) Pre-Appointment Check Request Memorandum; 

 
2)  Form SF-86, Questionnaire for National Security Positions; 

 
3) Form OF-612, Optional Application for Federal Employment, or resume/equivalent; 

 
4) Form OF-306, Declaration for Federal Employment; 

 
5) Form SF-87, Fingerprint Chart, with OPM’s designation in the ORI Block; 

 
6) Form CD-79, Request for Security Clearance, with sufficient justification for access to the 
security level requested; and 

 
7) Credit Release Authorization. 

 
d. Servicing Security Officer Action. Review the ANACI investigative request package for 
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completeness and enter relevant data into Office of Security’s electronic database.  Forwards a 
copy of request package to Office of Security headquarters for information. Upon favorably 
completed pre-appointment checks and subject’s EOD date, send the ANACI request package to 
the Office of Personnel Management (OPM) for processing. 

 
6. National Agency Checks with Law and Credit (NACLC) (Noncritical-Sensitive contracts 
and non-employees). 

 
a. Requirement. National Agency Checks with Law and Credit (NACLC) is the minimum 
investigation requirement for contractor personnel, consultants, experts, associates, or committee 
members whose work requires access to classified information up to the Secret level. 

 
b. Procedure. The responsible security contact, COTR (Contracting Officer Technical 
Representative, or departmental committee liaison provides the NACLC investigative forms to the 
individual prior to the start date or required date of association. The individual completes all forms, 
obtains a completed fingerprint card and set of fingerprints from the servicing security office (or 
local police office), and returns the completed investigative package to the security contact, COTR, 
or departmental committee liaison, who forwards the request package to the servicing security 
office for processing. 

 
c.  Request Package. 

 
1) Form SF-86, Questionnaire for National Security Positions; 

 
2) Form FD-258, Fingerprint Chart, with OPM’s designation in the ORI Block; 

 
3) Form CD-79, Request for Security Clearance, with sufficient justification for access to 
classified information up to the Secret level; and 

 
4) Credit Release Authorization. 

 
d. Servicing Security Officer Action. Review the NACLC investigative request package for 
completeness and enter relevant data into Office of Security’s electronic database. Forward the 
request package to the Office of Personnel Management (OPM) for processing and send a copy to 
Office of Security headquarters for information. 

 
7. Childcare National Agency Checks with Written Inquiries (CNACI) (Child Care Worker). 
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a. Requirement. Childcare National Agency Checks with written Inquiries (CNACI) meets the 
investigative requirements set forth by Public Law 101-647 and 42 USC § 13041, for individuals 
holding positions within childcare facilities. Employees of childcare facilities sponsored by the 
Department of Commerce is subject to a CNACI investigation conducted by OPM and will be 
reinvestigated every five years. 

 
 
 

b.  Procedure. 
 

1) The security contact or the COTR of the childcare contractor provides the CNACI 
investigative forms to the individual in advance of or on the entrance-on-duty date. The 
individual completes all forms, obtains a completed fingerprint card and set of fingerprints from 
the servicing security office (or local police office), and returns the completed investigative 
package to the security contact or COTR, who forwards the request package to the servicing 
security office for processing. 

 
2) The servicing security officer reviews and submits the completed request package to OPM 
within three days of the individual’s start of work. 

 
c.  Request Package. 

 
1) Form SF-85, Questionnaire for Non-Sensitive Positions; 

 
2) Resume of professional qualifications, and employment history; 

 
3) Form FD-258, Fingerprint Chart, with OPM’s designation in the ORI Block; and 

 
4) Credit Release Authorization. 

 
d. Servicing Security Officer Action. Review the CNACI investigative request package for 
completeness and submit it to the Office of Personnel Management for processing. 

 
8.  Minimum Background Investigation (MBI)  (Moderate Risk Positions). 

 
a. Requirement. The Minimum Background Investigation (MBI) is the minimum investigation 
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requirement for appointment of employees to a Moderate Risk position. 
 

b. Procedure. The servicing human resources office provides the MBI investigative package to 
individuals being appointed to Moderate Risk positions. The employee completes all forms, obtains 
a completed fingerprint card from the servicing security office, and returns the completed 
investigative request package to the servicing human resources office at the appropriate time for 
processing. Individuals being appointed to non-IT related occupations can receive the investigative 
forms either in advance of or on the entrance-on-duty date. Individuals in IT-related positions must 
receive the investigative forms prior to the entrance-on-duty date and be subject to a favorable pre-
appointment check prior to appointment. 

 
c.  Request Package. 

 
1)  Form SF-85, Questionnaire for Non-Sensitive Positions; 

 
2)  Form OF-612, Optional Application for Federal Employment or resume/equivalent; 

 
3)  Form OF-306, Declaration for Federal Employment; 

 
4) Form SF-87 Fingerprint Chart, with OPM’s designation in the ORI Block; and 

 
5) Credit Release Authorization. 

 
d. Servicing Security Officer Action. None. The MBI investigative request package will be 
reviewed by the servicing human resources offices for completeness and forwarded to the Office of 
Personnel Management for processing. 

 
9.  Background Investigation (BI)  (Critical-Sensitive and High Risk Positions). 

 
a.  Requirement. 

 
1) All employees and non-employees appointed to Critical-Sensitive positions that require 
access to information up to the Secret level are subject to the completion of a BI prior to 
appointment. 

 
2) All appointments to High Risk positions are subject to the prior completion of a BI; 
however, subjects can enter-on-duty (EOD) after a pre-appointment check has been favorably 
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completed. 
 

b. Procedure. The servicing human resources office provides the BI investigative forms to the 
employee in advance of the entrance-on-duty date. The employee completes all forms, obtains a 
completed fingerprint card and set of fingerprints from the servicing security office (or local police 
office), and returns the completed investigative package to the servicing security officer for 
processing.  

 
c.  Request Package. 

 
1) Pre-Appointment Check Request Memorandum; 

 
2) Waiver Request Memorandum, if required (refer to paragraph D.3 A.2); 

 
3) Questionnaire: 

 
a) For Critical-Sensitive Positions: Form SF-86, Questionnaire for National Security 
Positions; or  

 
b) For High Risk Positions:  Form SF-85P, Questionnaire for Public Trust Positions; 

 
4) Form OF-612, Optional Application for Federal Employment, Resume/Equivalent; 

 
5) Form OF-306, Declaration for Federal Employment; 

 
6) Fingerprint card: 

 
a) Form SF-87, Fingerprint Chart, with OPM's designation in the ORI Block; or  

 
b) Form FD-258, Fingerprint Chart, with OPM’s designation in the ORI Block; 

 
7) Form CD-79, Request for Security Clearance, with sufficient justification for access  to the 
security level requested; and 

 
8)  Credit Release Authorization. 

 
d.  Servicing Security Officer Action. 
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1) Critical Sensitive. Review the BI investigative request packages for completeness  and 
enter relevant data into Office of Security’s electronic database. Forward the Waiver Request 
Memorandum (if required) and Form SF-86 and Form CD-79 to the Office of Security 
headquarters for processing. After favorably completing the pre-appointment  check and 
determining the subject’s EOD date, submit the BI request package to the Office of Personnel 
Management (OPM) for processing. 

 
2) High Risk. Review the BI investigative request packages for completeness and upon 
favorably completed pre-appointment checks and subject’s EOD date, submit the BI request 
package to the Office of Personnel Management (OPM) for processing. 
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10. Single Scope Background Investigation (SSBI) (Special-Sensitive and Critical-Sensitive 
Positions). 

 
a.  Requirement.  

 
1) All appointments to Special-Sensitive positions for employees and contract personnel that 
require access to classified information at the Top Secret and Sensitive Compartmented 
Information (SCI) levels are subject to completion of an SSBI prior to appointment. 

 
2) All appointments to Critical-Sensitive positions for employees and contract personnel that 
require access to classified information at the Top Secret level are subject to the prior 
completion of an SSBI. 

 
3) A pre-appointment check request memorandum is required for both Special-Sensitive and 
Critical-Sensitive positions. 

 
b. Procedure. The servicing human resources office provides the SSBI investigative forms to the 
employee in advance of the entrance-on-duty date. The employee completes all forms, obtains a 
completed fingerprint card and set of fingerprints from the servicing security office (or local police 
office), and returns the completed investigative package to the servicing security officer for 
processing. When a favorable pre-appointment check has been completed, the servicing security 
officer submits the investigative package to OPM. 

 
c.  Request Package. 

 
1) Pre-Appointment Checks Request Memorandum (see paragraph D.3 A.2. above); 

 
2) Waiver Request Memorandum, (Critical-Sensitive Only) if required (refer to paragraph 
D.3 A.2); 

 
3) Form SF-86, Questionnaire for National Security Positions; 

 
4) Form OF-612, Optional Application for Federal Employment, Resume/Equivalent, or 
Personal qualifications statement; 

 
5) Form OF-306, Declaration for Federal Employment; 
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6) Form SF-87, Fingerprint Chart, with OPM's designation in the ORI Block; and 
 

7) OPM Form 1476, Activity outside of the United States (This form is required only if the 
subject has had either extensive employment in foreign countries in the most recent five-year 
period, or has had extensive residence in foreign countries during the most recent three-year 
period); 

 
8)  Form CD-79, Request for Security Clearance, with sufficient justification for access to the 
security level requested; and 

 
9) Credit Release Authorization. 

 
d. Servicing Security Officer Action. Review the SSBI investigative request packages for 
completeness and enter relevant data into Office of Security’s electronic database. Forward the 
Waiver Request Memorandum (if required) and copies of Form SF-86 and Form CD-79 to Office 
of Security headquarters for processing. After favorably completing the pre-appointment check and 
determining the subject’s EOD date, send the SSBI request package to the Office of Personnel 
Management (OPM) for processing. 

 
11. Upgrade Investigation (UGI).The UGI consists of a National Agency Check (NAC), subject 
interview, record searches, credit check, and personal interview with selected sources covering specific 
areas of the subject’s background since the last investigation. The investigation is used to upgrade a 
previous investigation (SSBI, BI, or ANACI) to provide adequate investigative basis for an employee’s 
movement to the higher sensitivity level. 

 
12. Update Investigation (UDI)  (Positions/Contracts).The UDI consists of the same coverage as 
a prior investigation (SSBI, BI, or ANACI) during the 13 to 60 months since the previous investigation. 
This investigation is required when there has been a break in service of more than 365 calendar days 
since the previous investigation. 

 
B. Re-Investigations. 
 

1. Noncritical-Sensitive Re-Investigations (Positions/Contracts). 
 

a. Requirement. All individuals occupying positions designated Noncritical-Sensitive are subject to 
a re-investigation at least once every ten years. The National Agency Checks with Law and 
Credit (NACLC) investigation is used for Noncritical-Sensitive position re-investigations, expiring 
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LBI, MBI, and NACLC investigations. 
 
 

b. Procedure. The security contact or COTR provides the RI investigative forms to the individual. 
The individual completes all forms, obtains a completed fingerprint card and set of fingerprints from 
the servicing security office (or local police office), and returns the completed investigative package 
to the servicing security officer for processing. When completed, the servicing security officer 
submits the RI investigative package to OPM for investigation with a copy provided to the Office of 
Security headquarters.   

 
c.  Request Package. 

 
1) Form SF-86, Questionnaire for National Security Positions; 

 
2) Fingerprint card: 
 

a) Form SF-87, Fingerprint Chart, with OPM’s designation in the ORI Block (employee), 
or 

 
b) Form FD-258, Fingerprint Chart, with OPM’s designation in the ORI Block 
(contractor); and 

 
3) Credit Release Authorization. 

 
d. Servicing Security Officer Action. Review the re-investigative request package for 
completeness and forward it to the Office of Personnel Management. 

 
2. Periodic Re-Investigations (PRI) (Critical-Sensitive with Secret Access and High Risk 
Positions). 

 
a. Requirement. All individuals occupying positions designated Critical-Sensitive with access to 
Secret information or High Risk are subject to periodic re-investigation at least once every five 
years. 

 
b. Procedure. The security contact provides the PRI investigative forms to the individual. The 
individual completes all forms, obtains a completed fingerprint card and set of fingerprints from the 
servicing security office (or local police office), and returns the completed investigative package to 
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the servicing security officer for processing. When completed, the servicing security officer submits 
the PRI investigative package to OPM for investigation with a copy provided to the Office of 
Security headquarters. 

 
 

c. Request Package. 
 

1) Form SF-86, Questionnaire for National Security Positions, updated by the subject with the 
top portion of the form completed by the security contact; 

 
2) Fingerprint card: 
 

a) Form SF-87, Fingerprint Chart, with OPM’s designation in the ORI Block (employee), 
or 

 
b) Form FD-258, Fingerprint Chart, with OPM’s designation in the ORI Block 
(contractor); and 

 
3) Credit Release Authorization. 

 
d. Servicing Security Officer Action. Review the re-investigation request package for 
completeness and submit it to the Office of Personnel Management for processing. 

 
3. Single Scope Background Investigation - Periodic Re-Investigations (SSBI-PR) (Special 
and Critical-Sensitive Positions with Top Secret Access). 

 
a. Requirement. All individuals occupying positions designated Special-Sensitive or Critical-
Sensitive are subject to a reinvestigation at least once every five years. 

 
b. Procedure. The security contact provides the SSBI-PRI forms to the individual. The individual 
completes all forms, obtains a completed fingerprint card and set of fingerprints from the servicing 
security office (or local police office), and returns the completed investigative request package to 
the servicing security officer for processing. When completed, the servicing security officer submits 
the SSBI-PR investigative package to OPM for investigation with a copy provided to the Office of 
Security headquarters. 
 
c.  Request Package. 
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1) Form SF-86, Questionnaire for National Security Positions,  (Part I must be fully 
completed); 

 
2) Form SF-87, Fingerprint Chart, with OPM's designation in the ORI Block; and 

 
3) Credit Release Authorization. 

 
d.  Servicing Security Officer Action. 

 
1) Special-Sensitive Positions: Review the SSBI-PR request package for completeness and 
submit it to the Office of Personnel Management for processing. 

 
2) Critical-Sensitive Positions: Review the SSBI-PR request package for completeness and 
submit it to the Office of Personnel Management for processing. 

 
 

 * * * * * * 
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Appendix E 
Obtaining Access to Classified 

Information 
 
 

 
E.1 ACCESS TO CLASSIFIED AND OTHER PROGRAMS 
 
A. Eligibility for Access to Classified Information. 
 
B.   Temporary Eligibility for Access to Classified Information. 
 
C. Special Access Clearances. 
  1.   Sensitive Compartmented Information (SCI) Security Clearance. 
  2.   Department of Energy "Q" and "L" Security Clearances. 
  3.   NATO Security Clearance. 
 
D. Contracts. 
  1.   Classified Contracts (Processing for Contractors, Experts, and Consultants). 
  2.   Non-Classified Contracts (Processing for Contractors, Experts, and Consultants). 
  3.   Departmental Committees (Processing Membership For). 
 
E. Security Assurance for Non-Employees. 
 
E.2 PERSONNEL SECURITY ACCESS INFORMATION 
 
A.  Transmitting Security Access Information. 
 
B.   Personnel Transfers. 
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E.1 ACCESS TO CLASSIFIED AND OTHER PROGRAMS 
 
A. Eligibility for Access to Classified Information. 
 

1. Requirements. All requests for access (Top Secret or Secret) shall be granted based on a need-to-
know; a justification for access; initial security education and awareness briefing; a signed Form SF-
312, Classified Information Non-Disclosure Agreement; and appropriate investigation. A Single Scope 
Background Investigation (SSBI) is required for Top Secret  access.  A Background Investigation (BI) 
is required for Critical-Sensitive appointments and an Access National Agency Check and Inquiries 
(ANACI) is required for Noncritical-Sensitive appointments. 

 
2. Procedures. An individual’s supervisor initiates a request for access, and forwards it to the operating 
unit’s security contact who reviews it for completeness and sends it to the servicing security officer. 

 
3. Request Package. 

 
a. Form SF-86, Questionnaire for National Security Positions;  

 
b. Form CD-79, Request For Security Clearance; and 
 
c. Credit Release Authorization Form. 

 
4. Servicing Security Officer Action. 

 
a. Review the security access request package for completeness; 

 
b. Confirm the subject has an appropriate need-to-know; 

 
c. Confirm the justification for level of security access requested on Form CD-79, Request For 
Security Clearance; 

 
d. Confirm that Form SF-86, Questionnaire for National Security Positions is signed and bears a 
recent date (within 30 calendar days); 

 
e. Confirm that the Block labeled "Primary Unit" on the Form CD-79 identifies the operating unit, 
agency, and ASC (if needed) initiating the request; 
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f. Forward the request for eligibility for access to the Office of Security headquarters; 
 

g. Upon receipt of favorable eligibility for access determination from the Office of Security 
headquarters, conduct an initial security education and awareness briefing. 

 
h. Instruct the subject to read and sign the SF-312, Classified Information Non-Disclosure 
Agreement, and obtain a third individual’s witness signature.   

 
i. Enter all pertinent data into the Office of Security’s electronic database system; and   
 
j. Forward the SF-312 to the Office of Security, headquarters, which will grant eligibility for access 
to classified information upon receipt. 

 
B.  Temporary Eligibility for Access to Classified Information. 
 

1. Requirement. Temporary eligibility for access to classified information requests may be granted by 
the Director for Security if an emergency need exists. Temporary eligibility for access allows an 
individual to have temporary access to classified information while the investigation for a final access is 
in progress, or for a specified period of time. Temporary eligibility for access may be granted only upon 
a clearly demonstrated emergency requirement and need-to-know; a background investigation 
submitted to OPM with a 35-day service request; a signed Form SF-312, Classified Information Non-
Disclosure Agreement; an initial security education and awareness briefing, and a favorable Pre-
Appointment Check. 

 
2. Procedure. The security contact initiates the request for temporary eligibility for access  to classified 
information, reviews it for completeness, and sends it to the servicing security officer. 

 
3. Request Package. 

 
a. Temporary eligibility for access request memorandum to the Director for Security; 

 
b. Form CD-79, Request For Security Clearance, including a paragraph with specific and detailed 
strong justification for the request for temporary eligibility for access; 

 
c. Form SF-86, Questionnaire for National Security Positions; and 
 
d. Credit Release Authorization Form. 
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4.  Servicing Security Officer Action. 
 
a. Review the temporary access request package for completeness; 
 
b. Confirm the subject has an appropriate need-to-know; 

 
c. Confirm adequate justification for level of security access is shown on Form CD-79, Request 
For Security Clearance; 
 
d. Confirm Form SF-86, Questionnaire for National Security Positions, is signed and bears  a 
recent date (within 30 calendar days); 
 
e. Confirm that the Block labeled "Primary Unit" on the Form CD-79 identifies the operating unit 
initiating the request; 
 
f. Forward the request for temporary eligibility for access to the Office of Security headquarters; 
 
g. Upon receipt of favorable eligibility for access determination from the Office of Security, 
headquarters, conduct an initial security education and awareness briefing. 

 
h. Instruct the subject to read and sign the SF-312, Classified Information Non-Disclosure 
Agreement, and obtain a third individual’s witness signature. 

 
i. Enter all pertinent data into the Office of Security’s electronic database system; and, 

 
j. Forward the SF-312 to the Office of Security, headquarters, which will grant eligibility for access 
to classified information upon receipt. 

 
C. Special Access Clearances. 
 

1. Sensitive Compartmented Information (SCI) Security Clearance. 
 

a. Requirement. Sensitive Compartmented Information (SCI) (also known as "code word 
clearance") access is granted based on a final Top Secret eligibility determination, a favorably 
adjudicated Single Scope Background Investigation (SSBI) within the most recent five-year period, 
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and specific justification for the special access clearance. 
 
 

b. Procedure. The security contact initiates an SCI access request package, reviews it for 
completeness, and sends it to the servicing security officer. 

 
c. Request Package. 

 
1) SCI Justification Memorandum to the Director for Security, through the Director, Office of 
Executive Support, containing specific justification and identifying the specific access codes 
needed; 

 
2) Investigation Requirements: 

 
a) Form SF-86, Questionnaire for National Security Positions, if the individual has a 
favorably adjudicated SSBI within the past five years; or, 

 
b) SSBI investigation request package if the subject does not have an existing Top Secret 
clearance (refer to Appendix D, paragraph D.3 A.10), or 

 
c) SSBI-PR request package if the subject has not had an SSBI within the most recent five 
year period (refer to Appendix D, paragraph D.3 B.3); and 

 
3) Credit Release Authorization form. 

 
d. Servicing Security Officer Action. 

 
1) Review the investigative request package for completeness; 

 
2) Forward the request package to the Office of Security headquarters; and 

 
3) Record the clearance generically (i.e., “SCI;” do not record specific access codes). 

 
2. Department of Energy "Q" and "L" Security Clearances. 

 
a. Requirement. Department of Energy (DOE) “Q” and “L” clearances are granted by DOE to 
Department of Commerce personnel who have been granted the appropriate Top Secret and 
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Secret clearances within the most recent five-year period and have specific and justifiable need-to-
know.  The DOE “Q” and “L” clearances are equivalent to Top Secret and Secret clearances 
respectively. The Office of Security headquarters acts as liaison with the Department of Energy for 
obtaining DOE clearances for Department of Commerce personnel.  

 
b. Procedure. The security contact initiates a Department of Energy “Q” and “L” clearance request 
package, reviews it for completeness, and sends it to the servicing security officer. 

 
c. Request Package. 

 
1) DOE Clearance Request Memorandum to the Director for Security requesting a “Q” or “L” 
clearance.  Memorandum must include specific justification; 

 
2) Memorandum to the Director for Security requesting a departmental eligibility for security 
clearance to the Top Secret or Secret level in a Critical-Sensitive position; 

 
3) SF-86, Questionnaire for National Security Positions, with Part I of the form completed by 
the requesting security contact, (copies may be required, contact Office of Security, 
headquarters for guidance): 

 
a) A completed Form SF-86, Questionnaire for National Security Positions, if the 
individual has a favorably adjudicated SSBI for Top Secret or BI for Secret within  the 
most recent five year period; or, 

 
b) A completed SSBI investigation request package if the subject does not have an existing 
Top Secret clearance (refer to Appendix D, paragraph D.3 A.10 for requirements), or a 
completed BI investigation request package, if the subject does not have an existing Secret 
clearance (refer to Appendix D, paragraph D.3 A.9); or, 

 
c) A completed SSBI-PR request package if the subject has not had an SSBI within the 
most recent five year period (refer to Appendix D, paragraph D.3 B.3 for requirements) or 
a completed PRI request package, if the subject has not had a BI within the most recent 
five year period (refer to Appendix D, paragraph D.3 B.2); 

 
4) Form OF-612, Optional Application for Federal Employment or resume/ equivalent if for the 
initial employment appointment; 
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5) Form SF-87, Fingerprint Chart, with OPM’s designation in the ORI Block; 
 

6) Form SF-312, Classified Information Non-Disclosure Agreement; and 
 

7) Credit Release Authorization form. 
 

NOTE:  The initial investigation for a “Q” clearance and subsequent reinvestigation 
(SSBI-PR) will be billed to the operating unit, therefore, Part 1 of Form SF-86, 
Questionnaire for National Security Positions, must be completed by the security contact 
or the human resources manager for the operating unit. 

 
3.  NATO Security Clearance. 

 
a. Requirement. NATO clearances are granted to personnel who have been granted an 
equivalent-level U.S. security clearance, received a NATO briefing and have a specific and 
justifiable need-to-know. The Office of Security headquarters is a subregistry of the Central United 
States Registry located in the Pentagon, for obtaining NATO clearances for Department of 
Commerce personnel.  

 
b. Procedure. Requests for NATO clearances are initiated by the security contact and submitted 
to the servicing security officer. Security contacts will initiate the appropriate investigative request 
package for the appropriate U.S. clearance for the desired NATO clearance. NATO briefings are 
administered centrally from the Office of Security headquarters.   

 
c. Request Package. The investigative request package for a particular level of NATO clearance 
will be the same as the package specified for the same level U.S. clearance, with one exception. 
The justification section of Form CD-79 must specifically justify the need for NATO clearance. 
Persons who possess an appropriate U.S. security clearance need only complete Form CD-79 
with specific justification for the NATO clearance. 

 
d. Servicing Security Officer Action. 

 
1) Review the investigative request packages for completeness; and 

 
2) Forward request packages to the Office of Security, headquarters. 

 
D. Contracts. 
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1. Classified Contracts (Processing for Contractors, Experts, and Consultants). 

 
a. Requirement. Classified contracts require employed contractors, consultants, and  experts to 
gain access to classified information in the performance of their work. Regardless of the contractor, 
consultant, or expert’s location, appropriate security access and fulfillment of cleared facility 
requirements as determined by the National Industrial Security Program Operation Manual 
(NISPOM) must be met. All contractors, consultants, and experts are subject to the appropriate 
investigations and are granted appropriate security access by the Office of Security based on 
favorable results. No classified material or documents shall be removed from a Department of 
Commerce facility. The circumstances of the work performance must allow the Department of 
Commerce to retain absolute control over the information and keep the number of contract 
personnel with access to a minimum. 

 
b. Procedures. Position sensitivity/risk assessments must be conducted on all functions that are 
performed by the contract. Risk assessments are determined in the same manner as those functions 
performed by employees. The Contracting Officer (CO) and Contracting Officer's Technical 
Representative (COTR) should determine the level of sensitivity or risk with the assistance of the 
servicing security officer.  

 
1) Contract employees of classified contracts must have a completed investigation and  be 
granted an appropriate level security clearance by the Office of Security headquarters, before 
start of work. 

 
2) Security contacts must send the contract employee’s existing security clearance information, 
if applicable, or appropriate investigative request package to the servicing security officer who 
will review and forward it to the Office of Security. 

 
3) Security contacts must confirm that contract employees have the appropriate security 
clearance before starting any classified work. 

 
c.  Request Package. 

 
1) Critical-Sensitive contract:  SSBI Package. 

 
2) High Risk contract:  BI Package. 
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a) Form SF-86, Questionnaire for National Security Positions, marked “CON” in Block 1, 
Position Title, to distinguish it as a contractor case; 

 
b) Form FD-258, Fingerprint Chart, with OPM's designation in the ORI Block; and  

 
c) Credit Release Authorization Form. 
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d.  Security Contact Action. 
 

1) Coordinate submission of proper investigative request package with the servicing security 
officer, the Contracting Officer (CO), the Contracting Officer’s Technical Representative 
(COTR), and the contractor; 

 
2) Review the request package for completeness, ensuring that the subject of each package is 
identified as a contract employee, the name of the contracting company is indicated, and that 
each package clearly indicates the contract sensitivity designation. 

 
3) Send the request package to the servicing security officer. 

 
e.  Servicing Security Officer Action. 

 
1) Review the package for completeness; 

 
2) Ensure that the subject of each package is identified as a contract employee, the name of the 
contracting company is clearly indicated, and that each package is clearly marked to indicate 
the contract sensitivity designation; and 

 
3) Forward request packages to the Office of Personnel Management. 

 
2. Non-Classified Contracts (Processing for Contractors, Experts, and Consultants). 

 
a. Requirement. 

 
1) Any individual (contractor, consultant, or expert) performing work under a contract or 
subcontract for more than 180 calendar days, whose work is conducted within a Department of 
Commerce facility or who will have an impact on a Department of Commerce program, is 
subject to security/suitability processing. The level of contract sensitivity will determine the type 
and the scope of such processing. The criterion for determining contract sensitivity is discussed 
in Chapter 10, Position Sensitivity Designation, of the Security Manual. 
 

EXCEPTION: Contract services processed through or provided by the General Services 
Administration for Department of Commerce facilities are exempt. 

 
2) Any non-U.S. citizen considered for employment on a contract or subcontract must meet the 
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following conditions for adequate security/suitability processing: 
 

a) Official legal status to be in the United States; and 
 

b) Continuously resided in the United States for the last two years;  
 

3) Each contract for work that is performed within Department of Commerce facilities must 
specify the security/suitability processing requirements in the body of the contract.  Standard 
statements developed for each contract sensitivity designation are contained in Appendix F, 
Contract Language For High and Moderate Risk Contracts, and Appendix G, Contract 
Language For Low Risk Contracts, of the Security Manual. 

 
b. Procedures. Position sensitivity/risk assessments must be conducted for all functions that are 
performed by the contract. Sensitivity/risk assessments are determined in the same manner as those 
functions performed by employees. The Contracting Officer (CO) and Contracting Officer's 
Technical Representative (COTR) in coordination with the servicing Security Officer, should 
determine the level of sensitivity or risk. The responsible security contact or COTR will initiate the 
investigation request package and follow appropriate package procedures. 

 
1) Contract personnel performing work designated Contract High Risk and personnel 
performing work designated Contract Moderate Risk in the information technology (IT) 
occupations and those with “global access” to an automated information system require a 
favorable pre-employment check before the start of work on the contract. The BI for Contract 
High Risk and the MBI for Contract Medium Risk must be initiated within three working days 
of the start of work, regardless of the expected duration of the contract. 

 
2) Contract personnel performing work designated Contract Moderate Risk who are not 
performing IT-related contract work do not require a favorable pre-employment check prior to 
their appointment; however, the MBI must be initiated within three working days of the 
person’s start of work on the contract, regardless of the expected duration of the contract. 

 
3) Contract personnel performing work designated Contract Low Risk require a NACI within 
three working days of the person’s start of work on the contract if the expected duration of the 
contract exceeds 365 calendar days. 

 
4) Contract personnel performing work designated Contract Low Risk require a SAC within 
three working days of the subject’s start of work on the contract if the expected duration of the 
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contract exceeds 180 calendar days but is less than 365 calendar days. 
 

NOTE: The security contact or servicing security officer may request a SAC on any contract 
personnel if the expected duration of the contract is 180 calendar days or less and a 
permanent building pass will be issued. Otherwise, a temporary building pass will be issued for 
up to 180 calendar days. If a SAC is requested it must be initiated within three working days 
of the subject’s start of work on the contract. 

 
c. Request Package. 

 
1) High Risk contract:  BI Package. 

 
a) Form SF-85P, Questionnaire For Public Trust Positions, marked “CON” in Block 1, 
Position Title, to distinguish it as a contractor case;  

 
b) Form FD-258, Fingerprint Chart, with OPM's designation in the ORI Block; and 

 
c) Credit Release Authorization form. 

 
2) Moderate Risk contract:  MBI Package. 

 
a) Form SF-85P, Questionnaire For Public Trust Positions, marked “CON” in Block 1, 
Position Title to distinguish it as a contractor case; 

 
b) Form FD-258, Fingerprint Chart, with OPM's designation in the ORI Block; and 

 
c) Credit Release Authorization form. 

 
3) Low Risk contract:  NACI Package (contract expected duration exceeds 365 calendar 
days). 

 
a) Form SF-85, Questionnaire For Non-Sensitive Positions, marked “CON” in Block 1, 
Position Title; 

 
b) FD-258, Fingerprint Chart, with OPM's designation in the ORI Block; and 

 
c) Credit Release Authorization form. 
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4) Low Risk contract:  SAC Package (contract expected duration less than 365 calendar 
days). 

 
a) Form OFI-86C, Special Agreement Checks;  

 
b) FD-258, Fingerprint Chart, with OPM's designation in the ORI Block; and 

 
c) Credit Release Authorization form. 

 
d. Servicing Security Officer Action. 

 
1) Coordinate submission of proper investigative request package with the security contact, the 
Contracting Officer, the Contracting Officer’s Technical Representative, the contractor, and the 
Office of Security; 

 
2) Review request package for completeness; 

 
3) Ensure that the subject of each package is identified as a contract employee, the name of the 
contracting company is clearly indicated, and that each package is clearly marked to indicate 
the contract sensitivity designation; and 

 
4) Forward all BI and NACI request packages to the Office of Personnel Management  
(OPM) (additional copies may be required: contact the Office of Security, headquarters, for 
guidance). Forward all SAC request packages to the servicing security officer for processing. 

 
3.  Departmental Committees (Processing Membership For). 

 
a. Requirement. All individuals nominated for a departmental committee are subject to  an 
appropriate security investigation process before participating on the committee. For the purpose of 
security processing, committee nominees/members are considered to be contractors.  

 
1) No Access to Classified Information: Nominees who do not require access to classified 
information at a minimum are subject to a Special Agreement Check (SAC). 

 
2). Access to Classified Information: Nominees who require access to classified information are 
subject to the appropriate investigative security processing for the desired level of security 
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access. 
 

b. Procedure. The Committee Liaison Officer for a departmental committee initiates the request 
package for committee members, reviews the package for completeness, and sends it to the 
servicing security officer. 
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c. Request Package. 
 

1) No Access to Classified Information. The SAC is the investigation requirement for a 
departmental committee member who does not require access to classified information.  Refer 
to Appendix D, paragraph D.3 A.3, Special Agreements Check, (SAC) for request package. 

 
2) Access Required to Classified Information. 

 
a) Access to Top Secret Level. The SSBI is the investigation requirement for a 
departmental committee member who requires access to classified information up to the 
Top Secret level. Refer to Appendix D, paragraph D.3 A.10, Single Scope Background 
Investigation, for guidance. 

 
b) Access to Secret Level. The NACLC is the minimum investigation requirement  for a 
departmental committee member whose work requires access to classified information up 
to the Secret level. Refer to Appendix D, paragraph D.3 A.6, National Agency Checks 
with Law and Credit, for guidance. 

 
d.  Servicing Security Officer Action. 

 
1) Review the request package for completeness; 

 
2) Ensure that the subject of each package is identified as a departmental committee member, 
the name of the committee is clearly indicated, and that each package is clearly marked to 
indicate the sensitivity designation; and 

 
3) Forward the request package to the Office of Personnel Management. 

 
E. Security Assurance for Non-Employees (Guest Workers, Research Associates, Trainees, and 
Long-term Visitors).  The Office of Security grants Low Risk Security Assurance for non-employees 
based on favorable security processing. All non-employees (Guest Workers, Research Associates, 
Trainees, and Long-term visitors) who have an association with the Department of Commerce are subject 
to security investigation processing. Position sensitivity/risk assessments must be conducted on all functions 
that are performed by the non-employee. Risk assessments are determined in the same manner as those 
functions performed by employees/contractors.  Refer to Chapter 10, Position Sensitivity Designation, of 
the Security Manual. The security contact should determine the level of sensitivity or risk with the assistance 
of the servicing security officer. For the purpose of security processing, non-employees are considered to 
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be contractors.    
 

1.  Requirement. 
 

a. U.S. Citizens. The National Agency Checks and Inquiries (NACI) is required for U.S. citizens 
whose expected duration of association is more than 365 calendar days. The Special Agreements 
Check (SAC) is required for U.S. citizens whose expected duration of association is more than 180 
calendar days but less than 365 calendar days. 

 
b. Non-U.S. Citizens. The National Agency Checks and Inquiries (NACI) is required for non-U.S. 
citizens whose expected duration of association is more than 180 calendar days. The Special 
Agreements Check (SAC) is required for non-U.S. citizens whose expected duration of association 
exceeds 10 calendar days but is less than 180 calendar days. 
 

NOTE: Completion of the Security Assurance does not permit non-employees access to 
classified information or to restricted areas. 

 
2. Procedure. The responsible security contact should forward the investigative request package to the 
servicing security officer at least 30 calendar days before the subject’s start of work/association at the 
facility. The security contact, not the subject, completes form OFI-86C, Items 1 through 12 and 14. 
The security contact ensures that confirm code “R” is clearly written in Block 7 and that the subject has 
signed and dated Block 13, Authorization For Release Of Information. The completed investigative 
package is then sent to the servicing security officer for processing. 

 
3. Request Package. 

 
a. Special Agreement Check. 

 
1) Form OFI-86C, Special Agreement Check; 

 
2) FD-258, Fingerprint Chart with OPM's designation in the ORI Block; and 

 
3) Credit Release Authorization form. 

 
b. National Agency Check and Inquiries. 

 
1) Form SF-85, Questionnaire for Non-Sensitive Positions; 
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2) Form OF-612, Optional Application for Federal Employment or resume/equivalent; 

 
3) Form OF-306, Declaration for Federal Employment; 

 
4) FD-258, Fingerprint Chart with OPM's designation in the ORI Block; and 

 
5) Credit Release Authorization form. 

 
4. Servicing Security Officer Action. 

 
a. Review the investigative request package for completeness; 

 
b. Ensure that the subject of each package is identified, the name of the contracting company, 
organization, or country of origin is clearly indicated, and that each package is clearly marked to 
indicate the risk designation; 
 
c. Ensure the operating unit is identified on the request memorandum; and 

 
d. Forward the completed package to OPM.  Copies of the package may be required by the 
Office of Security.  Contact the Office of Security for guidance. 

 
NOTE: The security contact or servicing security officer may request a SAC on any non-
employee if the expected duration of association is 180 calendar days or less and a permanent 
building pass will be issued. Otherwise, a temporary building pass will be issued for up to 180 
calendar days. If a SAC is requested, it must be submitted to the Office of Personnel 
Management no later than three working days after the subject’s start of association. 

 
E.2 PERSONNEL SECURITY ACCESS INFORMATION 
 
A.  Transmitting Security Access Information. 
 

1. Visits to other Government Agencies requiring SCI Clearance. Only the Department’s Special 
Security Officer in the Office of Security can certify and transmit SCI clearances to other government 
agencies. The security contact shall provide the following information to the servicing security officer at 
least five working days in advance of the proposed visit. The servicing security officer will forward the 
submitted information to the Department’s Special Security Officer at least three working days in 
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advance of the proposed visit. 
 

a.  Requestor’s name and phone number. 
 

b.  Visitor’s name, date and place of birth, and Social Security Number. 
 

c.  Security clearance required. 
 

d.  Site of visit: name and locations of the agency to be visited. 
 

e.  Dates of the proposed visit from and to. 
 

f.  Name and phone number of the point of contact for the Project/Program causing the visit. 
 

g.  Purpose of visit: (non-classified descriptor). 
 

2. Visits to other Government Agencies not requiring SCI Clearance. The servicing security 
officer may certify an employee's security clearance to other government agencies after verifying such 
status in the Office of Security database. The Form CD-414, Visit Authorization and Clearance 
Certification Request will be used for this purpose.  The security contact will complete the following 
items of the form. 

 
a. Item 1:  Name of contact to be visited, organization, address, and telephone number. 

 
b. Item 2:  Visitor’s name, organization, address, and telephone number. 

 
c. Item 3:  (Name only). 

 
d. Item 5:  Purpose of visit. 

 
e. Item 6:  Dates of visit. 

 
f. Item 8:  Security points of contact, name, organization, address and telephone number. 

 
g. Item 9:  Remarks. 

 
h. Item 10: Requestor’s organization and date of request. 
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i. Item 11 Need-to-Know Signature 

 
3. Visits to a Department of Commerce operating unit in another servicing security officer 
jurisdiction. The servicing security officer may pass security clearance information directly to the 
servicing security officer of another jurisdiction within which the visit will take place. Such certification 
will use Form CD-414, Visit Authorization and Clearance Certification Request. 

 
4.Visits to a Department of Commerce office within the servicing security officer’s 
jurisdiction. The servicing security officer is responsible for confirming security access information to 
the head of the office to be visited. Such confirmation will be on the Form CD-414, Visit Authorization 
and Clearance Certification Request. 

 
B.  Personnel Transfers. 

 
1. To another Government agency. The security contact is responsible for notifying the servicing 
security officer of all such transfers. However, agency requests for security clearance information, 
processing basis, and security file review will be handled by the Office of Security. All such inquiries 
received by the servicing security officer shall be directed to the Office of Security. 

 
2. Within a Department of Commerce operating unit but between servicing security officer 
jurisdictions. The relinquishing servicing security officer shall forward, in a timely manner, a copy of the 
employee's Security Index record to the gaining servicing security officer. The gaining servicing security 
officer will be responsible for incorporating the security record information into his/her Security Index, 
and advising the Office of Security in writing of the change in jurisdiction and any change in position title, 
position sensitivity, and/or level of security clearance needed. The receiving servicing security officer must 
process upgrades or downgrades of security clearance. 

 
3. To different Department of Commerce operating units between servicing security officers. 
The relinquishing servicing security officer’s responsibilities will be the same as those shown in 2.B 
above. The gaining servicing security officer's responsibilities will also remain the same as in B.2, with 
the added responsibility of advising the Office of Security in writing, of the employee's new operating 
unit. 

 
4. To different Department of Commerce operating units within the same servicing security 
officer’s jurisdiction. The servicing security officer is responsible for informing the Office of Security in 
writing of the employee's new operating unit, position title, change in position sensitivity, if any, and new 
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security clearance needs, if any. 
 

5. Security Clearance does not automatically transfer with the individual. For Items B.2, B.3, 
and B.4, the servicing security officer should note that security clearances do not transfer with an 
individual. Any permanent change in operating unit, or even a significant change of duties within the 
same operating unit, requires that the security clearance be requested again and re-justified by means of 
Form CD-79. This is true even if the level of clearance remains the same. 

 * * * * * * 
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Appendix F 
Contract Language for High and 

Moderate Risk Contracts 
______________________________________________________________________________ 
 
This appendix establishes the security processing requirements for High and Moderate Risk contracts. 
 
SECURITY PROCESSING FOR HIGH AND MODERATE RISK CONTRACTS 

 
Each person employed under a High or Moderate Risk contract shall undergo security processing by the 
Department's Office of Security before being eligible to work on the premises of any Department of 
Commerce owned, leased, or controlled facility in the United States or overseas. All Department of 
Commerce security processing pertinent to this contract will be conducted at no cost to the contractor. 
 
A.  Non-U.S. citizens to be employed under this contract within the United States must have: 
 

• Official legal status in the United States 
• Continuously resided in the United States for the last two years; and 
• Advance approval from the security contact and servicing security officer of the contracting 

operating unit, and in consultation with the Office of Security (OSY).  (OSY routinely consults with 
appropriate agencies regarding the use of non-U.S. citizens on contracts and can provide up-to-
date information concerning this matter.) 

 
B.  Processing requirements for High and Moderate Risk Contracts are as follows: 
 

1. A proposed contract employee will submit the SF-85P, Questionnaire for Public Trust Positions, 
FD-258, Fingerprint Chart with OPM's designation in the ORI Block, and any requested releases to 
the servicing security officer.   

 
2. Upon completion of the security processing, the Office of Security, through the servicing security 
officer and the Contracting Officer’s Technical Representative (COTR), will notify the contractor in 
writing of the individual's eligibility to be given access to the HCHB or other Department of Commerce 
buildings and facilities. 
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C. Security processing shall consist of limited personal background inquiries pertaining to verification of 
name, physical description, marital status, present and former residences, education, employment history, 
criminal record, personal references, medical fitness, fingerprint classification, and other pertinent 
information. It is the option of the Office of Security to repeat the security processing on any contract 
employee at its discretion. 
 
D. If the Office of Security receives disqualifying information on a contract employee, the COTR will be 
notified. The COTR, in coordination with the contracting officer, will immediately remove the contract 
employee from duty requiring access to departmental facilities. Contract employees may be barred from 
working on the premises of a facility for any of the following: 
 

• Conviction of a felony of a crime of violence or of a misdemeanor involving moral turpitude. 
• Falsification of information entered on security screening forms or of other documents submitted to 

the Department. 
• Improper conduct once performing on the contract, including criminal, infamous, dishonest, 

immoral, or notoriously disgraceful conduct or other conduct prejudicial to the Government 
regardless of whether the conduct directly related to the contract. 

• Any behavior judged to pose a potential threat to Departmental information systems, personnel, 
property, or other assets. 

 
NOTE:  Failure to comply with the requirements may result in termination of the contract or 
removal of some contract employees from Department of Commerce facilities. 
 
E. Compliance with these requirements shall not be construed as providing a contract employee clearance 
to have access to classified information. 
 

* * * * * * * * * * 
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Appendix G 
Contract Language for Low Risk 

Contracts 
  
 
This appendix establishes the security processing requirements for Low Risk contracts. 
 
SECURITY PROCESSING FOR LOW RISK CONTRACTS 
 
Each person employed under this Low Risk contract for over 180 days shall undergo security processing by 
the Department’s Office of Security before being eligible to work on the premises of any Department of 
Commerce owned, leased, or controlled facility in the United States or overseas. All Department of 
Commerce security processing pertinent to this contract will be conducted at no cost to the contractor. 
 
A.  Non-U.S. citizens to be employed under this contract within the United States must have: 
 

• Official legal status in the United States; 
• Continuously resided in the United States for the last two years; and 
• Advance approval from the servicing security officer in consultation with the Office of Security. 

 
B.  Processing requirements for Low Risk Contracts are as follows. 
 

1. Contract employees employed from 180 to 365 days require a Special Agreement Check (SAC), 
Form OFI-86C, to be processed. The COTR will forward a completed Form OFI-86C along with the 
FD-258, Fingerprint Chart, to the servicing security officer, who will send the investigative packet to the 
Office of Personnel Management for processing. 

 
2. Contract employees employed for more than 365 days will require a National Agency Check and 
Inquiries (NACI) to be processed. The COTR will forward a completed Form SF-85 and Form 
FD-258, Fingerprint Chart, to the servicing security officer within three working days from start of 
work, who will send the investigative packet to the Office of Personnel Management. 

 
3. Any contract employee with a favorable Special Agreement Check who remains on the contract over 
364 days will be required to have a NACI conducted to continue working on the job site. 
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C. The scope of the SAC will include checks of the Security/Suitability Investigations Index (SII), other 
agency files (INVA), Defense Clearance Investigations Index (DCII), FBI Fingerprint (FBIF), and the FBI 
Information Management Division (FBIN). For those individuals who are not U.S. citizens (immigrants), the 
COTR will request an INS (Immigration and Naturalization Service) check on the SAC, Form OF-86C, by 
checking Block #7, Item I.  In Block 13, the COTR should enter the employee’s Alien Registration Receipt 
Card number to aid in verification. 
 
D. If the Office of Security receives disqualifying information on a contract employee, the COTR will be 
notified. The COTR, in coordination with the Contracting Officer, will immediately remove the employee 
from duty requiring access to departmental facilities. Contract employees may be barred from working on 
the premises of a facility for any of the following reasons: 
 

• Conviction of a felony of a crime of violence or of a misdemeanor involving moral turpitude. 
• Falsification of information entered on security screening forms or of other documents submitted to 

the Department. 
• Improper conduct once performing on the contract, including criminal, infamous, dishonest, 

immoral, or notoriously disgraceful conduct or other conduct prejudicial to the Government 
regardless of whether the conduct directly related to the contract. 

• Any behavior judged to pose a potential threat to Departmental information systems, personnel, 
property, or other assets. 

 
NOTE:  Failure to comply with the requirements may result in termination of the contract or 
removal of some contract employees from Department of Commerce facilities. 
 
E. Compliance with these requirements shall not be construed as providing a contract employee clearance 
to have access to classified information. 
 

* * * * * * * * * * 
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Appendix H 
Child Care Provider Processing 

General Guidance For 
Investigations 

  
 
H.1 REQUIREMENT 
 
All child care providers working in owned, leased, or sponsored Department of Commerce (DOC) child 
care facilities will be processed for background checks utilizing the Child Care National Agency Check with 
Inquiries (CNACI). The scope of the CNACI includes the National Agency Check with Inquiries and state 
criminal history check for all states of residence. The CNACI meets the intent of the Crime Act of 1990, as 
amended, as well as the minimum suitability investigation directed for Federal employment under Executive 
Order 10450. An operating unit may hire a staff person provisionally prior to the completion of the required 
background check provided that, when caring for children, the uncleared individual must at all times be 
within the sight and under the supervision of a staff person whose background check has been successfully 
completed.  
 
H.2 BACKGROUND INVESTIGATION 
 
A.  Procedures.  Prior to the employment of a child care provider in any Department of Commerce 
sponsored child care facility, the facility director/manager shall be responsible to ensure that the applicant 
has submitted to the servicing security officer the required documentation resulting in a “completed” CNACI 
by the Office of Personnel Management (OPM) and favorably adjudicated by the Office of Security.  
Facility managers should work in concert with their servicing security officer for the submission of the 
investigation packet to OPM.  Upon the completion of the adjudication by the Office of Security, the facility 
manager will receive, through the servicing security officer, a letter of favorable adjudication authorizing the 
applicant to work in the facility.  
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B.  Request Package. The Child Care National Agency Check with Inquiries (CNACI) Package will 
include the following documents. 
 

1. Original SF-85, Questionnaire for Non-Sensitive Positions, with “CCP” marked in Block 1 (Position 
Title) to distinguish it as a Child Care Provider case. 

 
2. Type of Investigation will be annotated as “02” and Extra Coverage Block will be code “8.” 

 
3. Form FD-258, Fingerprint Chart, with OPM's designation in the ORI Block. 

 
C.  Processing. 
 

1. The packet will be submitted to the servicing security officer who will forward the investigative 
packet to OPM. 

 
2. Upon completion of the CNACI, OPM will forward the packet to the Office of Security for 
adjudication. 

 
3. Upon favorable determination by the Office of Security, a certificate of favorable background 
investigation will be sent to the facility manager through the servicing security officer. 

 
4. CNACI investigations shall be updated every five years. 

 
5. As required by 42 U.S.C. § 13041, the Office of Security will maintain a database to reflect the 
current background investigation status of child care providers and to determine when they need an 
updated background investigation. 

 
NOTE: Failure to comply with these requirements will result in the applicant being determined 
ineligible to work in a Department of Commerce owned, leased, or sponsored child care 
facility. 

 
 

* * * * * * *  
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Appendix I 
National Security Information Inspections 

______________________________________________________________________________ 
 
I.1 REFERENCES 
 

• Executive Order 13292, Further Amendment to Executive Order 12958, as amended, Classified 
National Security Information, March 25, 2003. 

• Implementing Directive for E.O. 12958, 32 CFR Part 2004 
• Information Security Oversight Office (ISOO) Directive 1 

 
I.2 GUIDELINES ON HOW TO PREPARE FOR A NATIONAL SECURITY 

INFORMATION (NSI) INSPECTION. 
 
A.  Pre-Inspection Brief. 
 

1. A pre-inspection briefing or a pre-inspection packet will be provided to the bureau or operating 
unit’s security contact to help prepare for their upcoming National Security Information (NSI) 
inspection. The briefing will cover any security question/issue that needs to be addressed by the 
bureau/unit prior to the arrival of the inspection team. 

 
2. A tentative date will be scheduled for the NSI inspection. A confirmation date shall be set within two 
working days following the briefing. The security contact should coordinate this date with management 
and all key individuals involved in the handling and safeguarding of NSI. Once a confirmation date is 
made, a letter will be sent to the bureau/unit to restate the purpose of the inspection, points of contacts, 
and date(s) of visit.   

 
B. The Day of the NSI Inspection. On the day of the NSI inspection, the following personnel should be 
available throughout the inspection. 
 

1. Bureau/Operating Unit Security Contact. 
 

2. Primary Custodian of each classified container. Any classified handler who is not identified as a 
custodian should also be made available for the inspection. This is a cleared individual who works 
directly with the NSI being stored in the container. 
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3. Alternate Custodian of each classified container in the absence of a custodian. The alternate should 
be familiar with the contents of the container and be able to open the container. 

 
4. Classified Control Point. The cleared individual responsible for handling incoming and outgoing 
classified materials.  

 
C.  Protection of National Security Information. 
 

1. National Security Information (NSI) is official information that relates to national defense or foreign 
relations and is the property of the U.S. Government. It is also known as classified information. There 
are three levels of NSI. 

 
a. Top Secret: applies to information that reasonably could be expected to cause exceptionally 
grave damage to national security if disclosed to unauthorized sources. 

 
b. Secret: applies only to information that reasonably could be expected to cause serious damage to 
national security if disclosed to unauthorized sources. 

 
c. Confidential: applies only to information that reasonably could be expected to cause damage to 
the national security if disclosed to unauthorized sources. 

 
2. If classified information becomes compromised, our nation’s advantage would or could be damaged, 
minimized, or lost, thereby adversely affecting the national security. NSI must be protected with an 
additional degree of security at all times in order to prevent any unauthorized disclosure. 
 

D.  Security Containers. 
 

1.  Security containers must be GSA-approved if used for the storage of classified information at the 
Confidential and/or Secret level.  A GSA-approved security container is a metal safe having a built-in, 
three-position tumbler combination lock. Top Secret information must be stored in a GSA-approved 
security container as well, but must also be housed in an area that is alarmed and has a 24-hour guard 
service or response force. 

 
2. Each approved security containers must have a GSA-approved identification plate affixed to it. The 
GSA-approved identification plate is usually located on the outer top drawer of the container. If a 
container does not bear this plate, immediately notify the security contact, as the container may not be 
authorized to store classified information. If you have any questions regarding security containers, 
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contact your security contact. 
 

3.  File cabinets with security bar-locks, known as “bar-lock containers,” are no longer approved for 
the storage of classified information with the following exception.  Offices that are currently using bar-
lock containers may continue to use them to store material up to the Secret level until the year 2012. 
(This applies only to those bar-lock containers that have had continuous use prior to the implementation 
of Executive Order 12958). However, the use of these containers is discouraged. 

 
4.  Approved and accredited strongrooms and vaults can be used for open storage of Confidential and 
Secret information. Secret information must be stored in a facility that has a 24-hour guard service or 
response force.  

 
5. Each container in an office should be listed in an electronic database, if practicable, identifying the 
classified contents and the names of all individuals with authorized access to the container.  If it is not 
cost-effective to maintain this information in an electronic data base, it may be maintained in written 
format. A copy of this document shall be provided to the servicing security officer. 

 
E.  Security Container Contents.  The following forms must contain up-to-date information and be 
affixed to the security container: 
 

1. Form SF-700, Security Container Information. This form is referred to as the “combination 
change envelope.”  Part one of the form must be attached to the inside of the control drawer (or top 
drawer of a bar-lock container) of approved containers used to store classified information.  This form 
identifies all persons responsible for the container and holds the classified combination. Parts 2 and 2a 
of Form SF-700 shall be marked accordingly and protected in the same manner as the highest level of 
classified material stored within the container. When a Form SF-700 contains Secret and Top Secret 
combinations it shall be properly accounted for. Within the Department of Commerce, the classified 
envelope shall be forwarded to and retained by either the bureau/unit security contact or the servicing 
security officer. 
 
2. Form SF-701, Activity Security Checklist. Each office/area where classified information is stored 
and/or processed requires a Form SF- 701, Activity Security Checklist. The office head or security 
contact shall establish a system of security checks to be conducted at the close of each working day 
utilizing the SF-701. The end-of-day check acts as a secondary check, an added measure of security 
required to ensure offices have properly stored classified information at the end of each workday. 
 
3. Form SF-702, Security Container Check Sheet.  The Form SF-702 must be placed on the 
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outside of any GSA-approved container that is used for the storage of classified information. The 
person who opens, closes, and checks the security container must annotate the SF-702. It is 
recommended that the office retain each completed form for 90 days. 

 
4. OPEN/CLOSED Sign. Reversible OPEN/CLOSED signs, or similar signs, shall be used as a 
reminder on all GSA-approved security containers used for the storage of classified information. They 
shall be used each time the container is opened or closed. It is vital that each custodian, alternate and 
individual responsible for the end-of-day security checks ensures that the security container is locked, 
whether or not the OPEN/CLOSED sign indicates the container is closed. The CLOSED sign is not an 
indicator that the safe has been properly secured. 

 
5. Electronic Database System. All Secret and Top Secret information must be accounted for using 
either a written or an electronic (where practicable) document tracking system such as the Department’s 
Security Information Management System (SIMS). Annual inventories and Records of Destruction 
should be recorded using the same system.  

 
F.  Security Container Preparation. Proper preparation for a NSI inspection includes a “Clean Out.” A 
thorough “Clean Out” must be conducted, in the following manner. 
 

1. Prepare an accountability record of each container in your bureau/unit, using the Office of Security’s 
electronic database system and compare the documents listed on the report with a physical inventory of 
those found in the container. 

 
2. Determine if you have a continuous use or need for each classified document stored in the security 
container. 

 
3. Review all classified holdings for possible downgrading or declassification under E.O. 12958. 

 
4. Ensure that all classified materials (documents, diskettes, etc.) being retained have the appropriate 
classified cover sheets attached. 

 
5. Ensure that all classified materials being retained in the security container are properly marked. 

 
6.  Ensure that all Secret/Top Secret materials stored in the container for retention are recorded in the 
Office of Security’s electronic database system. When the OSY’s database system is inoperable, Form 
CD-481 shall be used. When OSY’s database system becomes operable, all items on the Form CD-
481 should be transferred to the electronic database EDS. 
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7. Ensure that all Secret/Top Secret materials selected for destruction are recorded in OSY’s  
electronic database system and protected in a classified “FOR CLASSIFIED WASTE ONLY” burn 
bag. All classified material selected for destruction in burn bag(s) must be stored in a security container 
until such time they can be transferred to the Classified Burn Room or shredded by an approved 
crosscut shredder. 

 
Note:  If a determination is made on the day of the NSI inspection that the bureau/unit being 
inspected did not conduct a thorough “clean out” of its classified security containers, the 
inspection will be terminated at that point. The security contact and management will be notified 
and the inspection will be postponed.  
 
G.  Review of Classified Documents for Marking. 
 

1. All classified documents must be marked appropriately. Marking instructions and guidance can be 
found in Chapter 20, Marking, of the manual. All classified documents shall be marked: 

 
• Top and bottom with the appropriate classification level. 
• Each subject line identified with the appropriate classification level. 
• The beginning of each paragraph must be marked with the appropriate classification level. 
• Each classified diagram, map, drawing, etc., must be appropriately marked. 
• All classified documents must have declassification instructions located at the bottom of the first 

page of the document.  
 

2. E.O. 12958, Section 1.8, references classification challenges of improperly marked documents, 
which have been received by other agencies. The recipient must notify agencies that have sent an 
improperly marked document that the document was improperly marked. It is not the responsibility of 
the receiver to correct these mismarkings. 

 
H.  Classified Working Papers. 
 
Classified working papers are drafts, notes, photographs, etc. used to create or assist in the preparation of a 
final document.  They must be: 
  

• Dated and signed when created. 
• Marked with the highest classification level of the information that they contain. 
• Protected in accordance with the assigned classification. 
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• Properly destroyed when no longer needed 
• Accounted for and controlled if transmitted, permanently filed, or retained after 180 days. After 

180 days, the document is no longer considered a working paper. 
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I.  Cover Sheets. 
 
All classified and sensitive information (documents and files) stored in a classified security container should 
have the appropriate cover sheet attached to the front of each document or attached to the cover of each 
file. If a document is removed from within a file, a cover sheet must be attached to the front of the 
document. Sensitive cover sheets, Form CD-494 (gray border), established for “Sensitive But Unclassified” 
(SBU), “For Official Use Only” (FOUO), and other sensitive or administratively controlled information, are 
used throughout the Department of Commerce.  
 

• Form SF-703  Top Secret (Orange Border) 
• Form SF-704  Secret (Red Border) 
• Form SF-705  Confidential (Blue Border) 
• Form CD-494  Sensitive (Gray Border) 

 
J.  Classified Information Systems Processing Magnetic Media. 
 
Information Systems (IS) media, removable magnetic Central Processing Unit (CPU) hard drives, diskettes, 
tape reels, laser optical compact disks (CD-ROMS) or any other digital media that contain classified 
information shall be marked with the highest classification of the information contained within the media as 
follows:  
 

• Form SF-706  Top Secret 
• Form SF-707  Secret 
• Form SF-708  Confidential 

 
K.  Things That Should Not Be Stored with Classified Information. 
 
GSA-approved security containers are intended for the storage of classified information. Classified 
information must not be stored with: 
 

• Firearms/ammunition 
• Money 
• Precious metals 
• Personal items 

• Purses 
• Radios 
• Jewelry 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 
 

 

Appendix I – National Security Information Inspections  
April 4, 2003 

Page I.8 

 
 
L.  What to Expect after the NSI Inspection. 
 
The Office of Security will provide a written report of all findings and recommendations to the head of an 
operating unit with a copy to the security contact. A follow-up inspection will be required within six months 
if serious discrepancies and/or violations are discovered.  The decision to conduct a follow-up inspection is 
determined on a case-by-case basis. The follow-up inspection may be scheduled or unannounced. 
 
M.  Frequently Asked Questions/Answers. 
 
Q1:   How long does a NSI Inspection take? 
A:  This is determined by the volume of NSI stored and processed in each bureau/unit, as well as the 

current NSI management practices in each bureau/unit. 
 
Q2:   If a security contact or custodian cannot be available for the inspection, will this pose a 

problem for the inspection team?      
A:     Security contacts and all security container custodians are requested to be available throughout the 

inspection process. If a security contact cannot be present, it is recommended that a back-up 
person, familiar with the NSI program be available. Any custodian that is unavailable must have an 
alternate available for the inspection. This alternate must be able to perform all duties of the 
custodian, to include opening containers. 

 
Q3:  What is a Classified Control Point (CCP)? 
A:  A CCP is a cleared individual who is responsible for the accountability and control of National 

Security Information in an electronic database for an operating unit or an office. This individual(s) 
receives, transmits, records, distributes, and may prepare classified documents for destruction. 
Management of the classified information by the CCP is conducted through the use of the Office of 
Security’s electronic database system. 

 
Q4: Will questions arise pertaining to the technical contents of each classified document? 
A:  When reviewing documents, the team will address whether any particular document in question 

needs to be retained. The team will be looking at document dates and asking if these documents 
have been reviewed for possible downgrading or declassification. Security container custodians are 
required to be available for this review if the custodian is responsible for the processing of this 
classified information. If another individual is responsible for the classified information, and is not the 
custodian of the container, that individual is required to be available for questions. 
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Q5: Why is the Office of Security conducting NSI inspections at this time? 
A:  It is the responsibility of the Office of Security to provide security oversight to ensure NSI is being 

properly handled, stored, and accounted for and that each bureau/operating unit is in compliance 
with the Department’s security regulations. 

 
Q6: I am aware that a NSI inspection will be conducted in my area, but I have several 

questions that my security contact could not answer. Will the inspection team be available 
to answer my questions before the inspection? 

A:  Absolutely; the team will be available to answer these questions during the pre-inspection brief. The 
team recommends that if a security contact cannot answer relevant security-related questions, you 
may contact the Office of Security, (202) 482-8115, prior to the inspection for any needed 
guidance. 

 
Q7: Will the NSI inspections result in anyone losing their security clearance? 
A:  No. The Office of Security periodically conducts an on-going review of personnel security 

clearances to determine whether a continued need to retain a clearance is required for each 
position. If it is determined that an employee does not access any classified information in the 
performance of his/her official duties, the clearance may be administratively withdrawn.  However, 
this is not accomplished as a part of the NSI inspection visit. 

 
* * * * * * * * * * 
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I.3 U.S. DEPARTMENT OF COMMERCE, OFFICE OF SECURITY, 
NATIONAL SECURITY INFORMATION CHECK LIST 

 
 
Bureau Inspected: 
 
Office being inspected: 
Room: 
 
Date of inspection: 
 
Inspection team member:  
 
Start time: 
 
End time: 
 
Custodian: 
Clearance Level: 
Telephone: 
 
(Alt) Custodian: 
Clearance Level: 
Telephone: 
 
SIMS Control Point: 
 
Highest Level of Classified stored:   TS   S   C 
 
Container identification number: 
 
Type of container: 
Number of drawers: 
 
Notes: 
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Appendix I – National Security Information Check List – Page 2 
 
Y      N  Have you had an information security inspection? If yes, when? 
  Does the unit have a copy of the report?  
 
Y      N  Have the discrepancies noted during the last inspection been corrected? 
  
-       -   When was your last National Security Information Briefing?  ________ 
 Who provided the briefing?  _____________ 
 
Y      N  Do you understand the purpose of the Office of Security’s electronic database? 
 
Y      N  Do you know who your control point is? 
  
Y      N  Are there office procedures for the handling and processing of National Security Information? 
 
-       -    What is the total number of security containers under the control of the custodian being 

interviewed?   ________ 
 
Y      N  Is classified material stored in a GSA-approved security container? 
 
Y      N  Are all the documents in the container recorded in the Security Information Management 

Systems (SIMS) or other electronic database system?  If no, explain. 
 
Y      N  Can classified material in the container be promptly located from control records on hand?   

  If no, explain. 
 
Y      N  Are appropriate forms being used? 
        SF-700          SF-701          SF-702____ 
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Appendix I – National Security Information Check List – Page 3 
 
Y      N  Are security container combinations recorded, marked, and stored properly? 
 
Y      N  Has the security officer initiated procedures to control the reproduction of classified material? 
 
Y      N  Is the reproduction of classified limited to operational necessity? 
 
Y      N  When Secret or Top Secret Information is copied, are the additional copies introduced into the 

accountability system? 
 
Y      N  Has the copy machine been approved by security for classified usage? 
  
Y      N  Does the facility have a 24-hour guard force operation? 
  
Y      N  Before an individual has access to classified information, has his/her clearance and need to 

know been verified by security? 
 
Y      N  Is classified information correctly prepared for transmission and noted in SIMS? 
 
Y      N  Have procedures been established to prevent unauthorized disclosure (visitor control)? 
 
Y      N  Are the Standard Forms 704, 705, and 706 classified information cover sheets used for internal 

transmission of classified information? 
 
Y      N  Does the agency have any Original Classification Authorities? 
   If yes, who and how many? 
 
Y      N  Are folders, files, working papers, transmittal documents containing classified information 

properly marked? (i.e., top and bottom marked to highest classification, portion marking)? 
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Appendix I – National Security Information Check List – Page 4 
 
Y      N  Is there an annual inventory of classified documents? 
 
Y      N  Are there any documents requiring declassification under the E.O. 12968? 
 
Y      N  Are classified documents held to an absolute minimum? 
  
Y      N  Are classified documents destroyed?  If so how? Shredder_____  Burn Bag_____ 
  
Y      N  If a shredder is used, is it approved and accredited for classified destruction?  
 
Y      N  Is the destruction of classified documents noted in SIMS or another electronic database? 
 
Y      N  Does the operating unit use or possess a STU phone? 
 
Y      N  If yes, has the custodian been designated in writing and properly briefed? 
 
Y      N  If classified is lost or possible compromise has occurred, what procedures would you take? 
 
Y      N  SIMS Control Point Question: Are individuals who depart, debriefed, and made aware of their 

classified accountability? 
 
Y      N  Have there been any reported security violations? 
 

* * * * * * * * * * 
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Appendix J 
Department of Commerce 

National Security Classification 
Guide 

______________________________________________________________________________ 
 
 
 
 
 
 

Under Construction 
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Appendix K 
Department Of Justice Standards 

For Protection Of Federal 
Facilities 

______________________________________________________________________________ 
 
K.1 INTRODUCTION 
 
The listed security levels have been based primarily on the number of employees, uses of the facility, and the 
need for public access. Final assignment of a security level to a building will be adjusted based on threat 
intelligence, crime statistics, agency mission, etc. 
 

1. Level I is defined as a facility with 10 or fewer Federal employees, 2,500 or less square feet 
of office space, and a low volume of public contact.   

 
2. Level II is defined as a facility with 11-150 Federal employees, 2,500 to 80,000 square feet 
of office space, and a moderate volume of public contact. These facilities may also be shared 
with private sector businesses. 

 
3. Level III is defined as a facility with 151-450 Federal employees, 80,000 to 150,000 square 
feet of office space, and a moderate to high volume of public contact. These facilities tend to 
be multi-story facilities and frequently contain several agencies or offices.   

 
4. Level IV is defined as a facility with greater than 450 Federal employees, 80,000 to 250,000 
square feet of office space, and have a high volume of public contact. These facilities tend to 
be multi-story structures and frequently contain several agencies or offices.   

 
5. Level V facilities require tenant agencies to secure the site according to their own 
requirements, and the degree to which those requirements dictate security features in excess 
of those for a Level IV facility should be set by the individual agency. 
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K.2 PERIMETER SECURITY 
 
A.  Parking. 
 

1. Control of Facility Parking. Access to government parking should be limited where possible to 
government vehicles and personnel. At a minimum, authorized parking spaces and vehicles should be 
assigned and identified. 

 
2. Post Signs and Arrange for Towing Unauthorized Vehicles. Procedures should be established 
and implemented to alert the public to towing policies and the removal of unauthorized vehicles.   

 
3. ID System and Procedures for Authorized Parking. Procedures should be established for 
identifying vehicles and corresponding parking spaces  (placard, decal, card key, etc.). 

 
4. Adequate Lighting for Parking Areas. Effective lighting provides added safety for employees and 
deters illegal or threatening activities. 

 
5. Closed Circuit Television (CCTV) Monitoring. 

 
a. CCTV Surveillance Cameras with Time Lapse Video Recording. Twenty-four hour CCTV 
surveillance and recording is desirable at all locations as a deterrent. Requirements will depend on 
assessment of the security level for each facility. Time-lapse video recordings are also highly 
valuable as a source of evidence and investigative leads. 

 
b. Post Signs Advising of 24 Hour Video Surveillance. Warning signs advising of twenty-four hour 
surveillance act as a deterrent in protecting employees and facilities.   

 
6. Lighting With Emergency Power Backup. Standard safety code requirements in virtually all areas 
provide for safe evacuation of buildings in case of natural disaster, power outage, or criminal/terrorist 
activity. 

 
K.3 ENTRY SECURITY 
 
A. Receiving and Shipping. 
 

1. Review Receiving/Shipping Procedures (current).  Audit current standards for package entry and 
suggest ways to enhance security. 
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2. Implement Receiving/Shipping Procedures (modified). After auditing procedures for 
receiving/shipping, implement improved procedures for security enhancements. 

 
B.  Access Control. 
 

1. Evaluate Facility for Security Guard Requirements. If security guards are required, the number of 
guards at any given time will depend on the size of the facility, the hours of operations, and current risk 
factors, etc. 

 
2. Intrusion Detection System with Central Monitoring Capability. Desirable in Level I Facilities, based 
on evaluation for Level II facilities, and required for Levels III, IV and V. 

 
3. Upgrade to Current Life Safety Standards.  Required for all facilities as part of GSA design 
requirements (e.g. fire detection, fire suppression systems, etc.). 

 
C.  Entrances/Exits. 
 

1. Require X-ray Screening of All Mail/Packages. All packages entering building should be subject to 
x-ray screening and/or visual inspection. 

 
2. High Security Locks.  Any exterior entrance should have a high security lock as determined by GSA 
specifications and/or agency requirements. 

 
K.4 INTERIOR SECURITY 
 
A.  Employee/Visitor Identification. 
 

1. Agency Photo ID for All Personnel Displayed at All Times. May not be required in smaller facilities. 
 

2. Visitor Control/Security System. Visitors should be readily apparent in Level I facilities.  Other 
facilities may ask visitors to sign-in with a receptionist or guard, or require an escort, or formal 
identification/badge. 

 
3. Visitor ID Accountability System. Stringent methods of control over visitor badges will ensure that 
visitors wearing badges have been screened and are authorized to be at the facility during the 
appropriate time frame. 
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4. Establish ID Issuing Authority. Develop procedures and establish authority for issuing employee and 
visitor IDs. 

 
B.  Utilities. 
 

1. Prevent Unauthorized Access to Utility Areas. Smaller facilities may not have control over utility 
access or locations of utility areas. Where possible, assure that utility areas are secure and that only 
authorized personnel can gain entry. 

 
2. Provide Emergency Power to Critical Systems. The tenant agency is responsible for determining 
which computer and communication systems require back-up power. All alarm systems, CCTV 
monitoring devices, fire detection systems, entry control devices, etc., require emergency power 
sources  (alarm systems, radio communications, computer facilities, etc.). 

 
C. Occupant Emergency Plans. 
 

1. Examine Occupant Emergency Plan (OEP) and Contingency Procedures based on threats. Review 
and update current OEP procedures for thoroughness. OEPs should be updated annually, checked 
periodically with a testing exercise, and reflect the current security climate.  

 
2. Assign and Train OEP Officials. Assignment based on GSA requirement that largest tenant in facility 
maintain OEP responsibility. Officials should be assigned and trained and a contingency plan established 
to provide for the possible absence of OEP officials in the event of emergency activation of the OEP. 

 
3. Annual Tenant Training. All tenants should be aware of their individual responsibilities in an 
emergency situation. 

 
D.  Day Care Center. 
 

1. Re-evaluate Current Security and Safety Standards.  Conduct a thorough review of security and 
safety standards. 

 
2. Assess Feasibility of Locating Day Care within Federal Facility. If a facility is being considered for a 
day care center, an evaluation should be made based on the risk factors associated with tenants and the 
location of the facility. 
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K.5 SECURITY PLANNING 
 
A.  Intelligence Sharing. 
 

1. Establish Law Enforcement Agency/Security Liaisons. Intelligence sharing between law enforcement 
agencies and security organizations should be established in order to facilitate the accurate flow of timely 
and relevant information between appropriate government agencies.  Agencies involved in providing 
security must be part of the complete intelligence process. 

 
2. Review/Establish Procedures for Intelligence Receipt/Dissemination. Determine what procedures 
exist to ensure timely delivery of critical intelligence. Review and improve procedures to alert agencies 
and specific targets of criminal/terrorist threats. Establish standard administrative procedures for 
response to incoming alerts. Review flow of information for effectiveness and time critical dissemination. 

 
3. Establish Uniform Security/Threat Nomenclature. To facilitate communication, standardized 
terminology for Alert Levels should be implemented  (Normal, Low, Moderate, and High – as 
recommended by Security Standards Committee). 

 
B.  Training. 
 

1. Conduct Annual Security Awareness Training. Provide security awareness training for all tenants. At 
a minimum, self-study programs utilizing videos, and literature, etc., should be implemented. These 
materials should provide up-to-date information covering security practices, employee security 
awareness, and personal safety, etc. 

 
2. Establish Standardized Armed and Unarmed Guard Qualifications/Training Requirements.  
Requirements for these positions should be standardized Government wide. 

 
C. Administrative Procedures. Conduct Background Security Checks and/or Establish Security Control 
Procedures for Service Contract Personnel. Establish procedures to ensure security when private contract 
personnel provide the guard service. Procedures may be as simple as observation or could include sign-
in/escort. Frequent visitors may necessitate a background check with contractor ID issued. 
 
D. Construction/Renovation. 
 

1. Install Mylar Film on All Exterior Windows (Shatter Protection). The application of shatter resistant 
material can protect personnel from the hazards of flying glass as a result of impact or explosion. 



 
 
 

U.S. DEPARTMENT OF COMMERCE 
MANUAL OF SECURITY 

POLICIES AND PROCEDURES 
 

 

 

Appendix K – DOJ Standards for Protection of Federal Facilities 
April 4, 2003 

Page K.6 

 
2. Review Current Projects for Blast Standards. Design and construction projects should be reviewed, 
if possible, to incorporate current technology and blast standards. Immediate review of ongoing projects 
may generate savings in the implementation of upgrading to higher blast standards prior to completion of 
construction. 

 
3. Review/Establish Uniform Standards for Construction. Review, establish, and implement uniform 
construction standards as it relates to security considerations. 

 
4. Review/Establish New Design Standard for Blast Resistance. In smaller facilities or those that lease 
space, control over design standards may not be possible. However, future site selections should 
attempt to locate in facilities that do meet standards. New construction of government-controlled 
facilities should review, establish, and implement new design standards for blast resistance. 

 
5. Establish Street Set-Back for New Construction. Every foot between a potential bomb and a 
building dramatically reduces damage and increases the survival rate. Street set-back is always 
desirable, but should be used in conjunction with barriers in Level IV and V facilities. 
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DOJ FEDERAL FACILITY MINIMUM SECURITY STANDARDS 

 
Legend:    
Minimum standard = M 
Standard based on facility evaluation = F 
Desirable = D 
Not applicable = N/A 
 
Table 1: Recommended Minimum Security Standards--Perimeter Security                   

PERIMETER SECURITY Facility Security Level 

 I II III IV V 

Parking 

      Control of facility parking  D D M M M 

      Control of adjacent parking D D D F F 

      Avoid leases in which parking cannot be controlled D D D D D 

      Leases should provide security control for parking D D D D D 

      Post signs and arrange for towing unauthorized  
      vehicles 

F F M M M 

      ID system and procedures for authorized parking 
      (placard, decal, card key, etc.)  

D D M M M 

      Adequate lighting for parking areas D D M M M 

Closed circuit television (CCTV) monitoring 

     CCTV surveillance cameras with time lapse video 
     recording 

D F F M M 

     Post signs advising of 24 hour video surveillance  D F F M M 

Lighting 

     Lighting with emergency power backup M M M M M 
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Physical barriers  

     Extend physical perimeter with concrete and/or steel 
     Barriers 

N/A N/A D F F 

     Parking barriers N/A N/A D F F 
 
 
Table 2: Recommended Minimum Security Standards--Entry Security       

ENTRY SECURITY Facility Security Level 

 I II III IV V 

Receiving/Shipping 

     Review receiving/shipping procedures (current)  M M M M M 

     Implement receiving/shipping procedures (modified) D F M M M 

Access control  

     Evaluate facility for security guard requirements D F M M M 

     Security guard patrol D D F F F 

     Intrusion detection system with central monitoring  
     capability  

D F M M M 

     Upgrade to current life safety standards (fire 
     detection, fire suppression systems, etc.)                 

M M M M M 

Entrances/Exits  

     X-ray and magnetometer at public entrances N/A D F F M 

     Require x-ray screening of all mail/packages N/A D F M M 

     Peepholes F F N/A N/A N/A 

     Intercom  F F N/A N/A N/A 

     Entry control with CCTV and door strikes D F N/A N/A N/A 

     High security locks   M M M M M 
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Table 3: Recommended Minimum Security Standards--Interior Security  

INTERIOR  SECURITY Facility Security Level 

 I II III IV V 

Employee/Visitor identification 

     Agency photo ID for all personnel displayed at all 
     Times 

N/A D F M M 

     Visitor control/screening system D M M M M 

     Visitor identification accountability system N/A D F M M 

     Establish ID issuing authority F F F M M 

Utilities 

     Prevent unauthorized access to utility areas F F M M M 

     Provide emergency power to critical systems (alarm          
                        systems, radio communications, computer 
facilities, etc.)  

M M M M M 

Occupant emergency plans  

     Examine occupant emergency plans (OEP) 
     contingency procedures based on threats 

M M M M M 

     OEP in place, updated annually, periodic testing 
     Exercise 

M M M M M 

     Assign & train OEP officials (assignment based on 
     largest tenant in facility) 

M M M M M 

     Annual tenant training  M M M M M 

Daycare centers  

     Evaluate whether to locate daycare facilities in 
     buildings with high threat activities 

N/A M M M M 
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     Compare feasibility of locating daycare in facilities 
     outside locations 

N/A M M M M 

 
 
Table 4: Recommended Minimum Security Standards--Security Planning 
 

SECURITY PLANNING Facility Security Level 

 I II III IV V 

Intelligence Sharing 

     Establish law enforcement agency/security liaisons M M M M M 

     Review/establish procedure for intelligence receipt 
     and dissemination 

M M M M M 

     Establish uniform security/threat nomenclature M M M M M 

Training   

     Conduct annual security awareness training M M M M M 

     Establish standardized unarmed guard qualifications/ 
     training requirements  

M M M M M 

     Establish standardized armed guard qualifications/ 
     training requirements  

M M M M M 

Tenant Assignment 

     Co-locate agencies with similar security needs D D D D D 

     Do not co-locate high/low risk agencies D D D D D 

Administrative Procedures 

     Establish flexible work schedule in high threat/high 
     risk areas to minimize employee vulnerability to 
     criminal activity 

F F D D D 

     Arrange for employee parking in/near building after 
     normal work hours 

F F F F F 

     Conduct background security checks and/or establish 
     security control procedures for service contract 
     personnel 

M M M M M 
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Construction/Renovation 

     Install Mylar film on all exterior windows (shatter  
     protection) 

D D F M M 

     Review current projects for blast standards M M M M M 

     Review/establish uniform standards for construction M M M M M 

     Review/establish new design standards for blast 
     Resistance 

F F M M M 

    Establish street setback for new construction D D F M M 

 
Source: Vulnerability Assessment of Federal Facilities, Department of Justice, June 28, 1995. 
 

********** 
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you may obtain a Temporary Visitor Pass from the receptionist. The pass is good only during business hours 
on the day issued. When you enter the building after business hours, you must present your Department of 
Commerce photo identification and register with the guard.  
 

Admittance of Visitors 
 
A visitor may be admitted during business hours after giving the receptionist his or her name and destination 
and presenting photo identification. The guard or receptionist will call to see if the visitor is expected.  If so, 
the visitor will be given a temporary pass good only during business hours on the day issued. 
 
After business hours, visitors are admitted only at the Main Entrance and only by prior approval on Form 
CD-165, Request for Admittance to Department of Commerce Facilities During Security Hours.  A 
Department of Commerce employee must escort the visitors. Family visitors can be admitted after the 
employee has registered them at the reception desk but must be escorted at all times by the employee.  
 

Employee Identification and Door Keys 
 
Employee identification forms, door keys, and electronic card keys can be obtained from my office (Room 
102). Requests for these items need approval by your supervisor. When any of the items mentioned above 
are lost or stolen, immediately send a memorandum to my office explaining the details of the loss. 
Replacements won't be made for at least 10 days (for keys) or 30 days (for ID's) after the report is 
received. This will allow time for an investigation or for the lost items to be found or returned.  A temporary 
30-day pass can be issued.  
 
Although the SBB has generally been a crime-free area, a rash of recent thefts has prompted us to install 
new locks throughout the building. EFFECTIVE FEBRUARY 1, ALL OFFICE DOORS IN THE 
SOUTH BRANCH BUILDING MUST BE KEPT LOCKED AFTER 5:30 P.M. WHEN 
UNOCCUPIED. This restriction will apply until 7:30 A.M. the next workday.  Supervisors are responsible 
for assuring that employees comply with the following:  
 

• Don't lend your key to anyone except an authorized co-worker.  
 
• Don't leave your key in a desk drawer or other location in your office where it can be found by 

unauthorized persons.  
 

• Don't turn your key over to anyone else when you leave or move to another location. You are 
accountable for your key and it must be turned in at Room 1060 before you depart. Turning in keys 
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will prevent delays in receiving your last paycheck.  
 

Crime Prevention 
 
We have had a low crime rate in the SBB Building. To keep it that way, please remember the tips listed 
below. 
 

• Don't leave your office unlocked when unoccupied, even for a few minutes.  Most reported thefts 
occur during such periods.   

 
• Lock your purse or wallet or take them with you any time you are away from your desk. If you 

can't carry your purse, at least take your cash and credit cards with you.   
 

• Don't leave keys in your desk drawer.  
 

• Don't prop corridor doors open during the day.  
 
• Don't hang your coat, sweater, or umbrella near a corridor door.   

 
• Don't leave money or other valuables in coat pockets.  

 
• Greet all visitors to your area and confirm that their business is legitimate.  

 
• Verify any removal of equipment before a repair person leaves your office.  

 
• Lock up any particularly valuable items overnight and lock your corridor doors every night.  If you 

are the victim of a theft, report it as soon as possible to the Guard Office.  
 

Property Control 
 
To remove property from the building, you must have a property pass (Optional Form 7), a Form CD-50, 
or a sales receipt. The property pass records the removal of property for accountability and theft prevention 
purposes. The forms may be obtained from your administrative officer.  
 

Telephones 
 
Developments in computers and microwave intercept technology have made monitoring of telephones 
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Appendix L 
Sample Memorandum On Building 

Security For Employees 
______________________________________________________________________________ 
 
Servicing security officers and/or facility directors/managers may wish to incorporate the information listed 
below into an employee security awareness memorandum or handout. The material can be easily adapted to 
particular facilities or local circumstances.  
  
(Date)  
 
MEMORANDUM FOR  All Employees - South Branch Building  
 
FROM:      John J. Jones, Security Officer  
 
SUBJECT:     Building Security  
 
The security program in the South Branch Building (SBB) has been developed to provide you and our 
visitors with a safe working environment. The system can be effective only if each of us knows and complies 
with security procedures. The following information should assist you in fulfilling your security 
responsibilities.  
 

Entrance Hours 
 
Main Entrance - Center of SBB on 12th Street, 24 hours daily.  
 
Accessible Entrance - 12th Street and Main Avenue, access for persons with disabilities card key holders 
only, 24 hours daily.  
 
13th & Main Entrance - 7:00 AM to 6:00 PM.  
 
 

Admittance of Employees 
 
You must display a valid form of Commerce employee identification to the guard.  If you forget your pass, 
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relatively easy, especially at remote locations. You must not use regular telephones to discuss sensitive or 
classified information. Do not discuss anything on regular phones you do not want overheard.  
 

Emergencies 
 
If you see a fire, a crime in progress, an injury, or any other situations requiring immediate response, call 
482-HELP (482-4357). This number is monitored 24 hours a day by the guard force. They can respond 
quickly and can obtain fire and medical assistance. Be sure to identify yourself and give the nature and 
location of the emergency.  
 

Security Assistance 
 
If you have any questions about these or any other security matters, such as safeguarding information, 
obtaining foreign travel briefings or reporting hostile intelligence contacts, please call 482-8355. These 
procedures have been put into effect for the benefit of all. I would like to remind you that only with the help 
of each employee can we provide a safe and secure environment in the South Branch Building. Please retain 
this memorandum for future reference.  

 
********** 
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Appendix M 
Office Security Checklist 

______________________________________________________________________________ 
 

Yes No 
Y N   Report any suspicious person or activity to the guard force or your security contact 

immediately. 
  
Y N   Lock your office or facility if it's unoccupied, even for a few minutes.  Most thefts occur 

during such periods, usually in less than a minute.  
 
Y N   Corridor doors should be kept closed; coats, umbrellas, and other items should not be 

left near doors.  This invites thefts and other crimes of opportunity.  
 
Y N   Take your purse, wallet or other valuables with you any time you are away from your 

desk, or leave them in the care of a friend. DON'T leave them under desks, in desk 
drawers, or in file cabinets where thieves look first.  

 
Y N   Greet all visitors to your work area.  Confirm that they are on legitimate business. Don't 

be afraid to challenge or to report someone if their presence in your area doesn't seem 
"right."  

 
Y N   Verify the authority of anyone attempting to remove property of any kind.  
 
Y N   Maintain a control and accountability system for all high value items and mark such 

items with identifying information or codes.  
 
Y N   Establish and follow a strict “close of business” procedure to ensure that valuable 

equipment and classified and sensitive information (including diskettes, printouts, etc.) are 
properly secured.  

  
Y N   Develop and post a contingency plan which covers emergency evacuation procedures 

and contacts in the event of a fire, bomb threat, natural disaster or other emergency.  
* * * * * * * * * * 
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Appendix N 
Physical Security Checklist For 

Personal Computer Users 

 
N.1 THEFT PREVENTION AND HARDWARE PROTECTION 
 
Yes  No 
Y N Are computers located away from entrance doors and walkways to reduce opportunities 

for theft, especially of peripherals and software? 
 
Y N Is all hardware marked with identifying information, preferably by engraving or affixing of 

metal tags? This will help prevent thefts and facilitate the recovery of missing equipment and 
the tracing of recovered items. 

 
Y N Is an inventory maintained of all of your computer equipment and diskettes?  Establish a 

system of accountability and periodically conduct inventories of your equipment. 
 
Y N Are door locks, safe combinations, and computer passwords changed at frequent intervals? 
 
Y N Are combinations memorized?  Don't write combinations or passwords down, don't post 

them, and don't carry them in wallets.  
 
Y N Are written repair orders which include a description of the equipment and the identity of 

the person who requested the repair required before releasing hardware components for 
repairs? 

 
Y N Is there an established system in use of property passes for the control of all property being 

removed from the facility or building?  Report thefts immediately to the unit security contact 
or guard force, and to the servicing security officer.  Have the make, model, serial number, 
and description of the equipment available. 
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N.2 DATA PROTECTION 
 
Yes No 
Y N Is the computer monitor positioned so the display is not readily visible to passers-by?  

Don't leave sensitive data visible on your screen or disks in the computer when you are 
away from your workstation, even for a few minutes. 

 
Y N Are the people who are authorized to access your work area known? 
 
Y N Are strangers challenged? 
 
Y N Are floppy diskettes and removable hard drives locked in secure containers when not in 

use? 
 
Y N Are backup copies of all important software and data files made? 
 
Y N Are all classified equipment and media, such as disks and printouts, properly labeled and 

stored according to their level of classification or sensitivity? 
 
Y N Is the identification of all repair personnel and vendors verified?  Don't let them roam your 

computer area alone, even if you know them.  A transmitter chip, which could transmit 
every transaction to a remote receiver, can be easily installed into a PC. 

 
N.3 GOOD SECURITY PRACTICES 
 
Yes No 
Y N Are security awareness and good security practices promoted?  Set a good example for 

your coworkers by being conscientious in your work habits and by encouraging them to be 
good security practitioners. 

 
Y N Are there preparations for emergencies?  Know the contingency plans for your area 

including locations of fire alarms and extinguishers, power shut-off and evacuation routes.  
Post emergency numbers at convenient locations in the area. 

 

* * * * * * * 
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Appendix O 
Facilities Security Checklist 

______________________________________________________________________________ 
 
This checklist is furnished only as general guide. Many of the questions will not apply to all facilities. All 
“YES” answers are neither a requirement nor an indication of a totally secure facility and the reviewing 
servicing security officer and/or facility manager will have to determine the applicability of each question to 
the situation at hand.  
 
O.1 PERIMETER/FENCING 
 
Yes No 
Y N   Is the perimeter of the facility defined by a fence or other type physical barrier? (If 

possible, attach photograph(s) or diagram(s) for exhibit purposes.)  
 
Y N   If a fence is utilized as the perimeter barrier, does it meet the minimum specifications 

for security fencing?  
 
Y N   Are physical barriers at perimeter lines damaged or deteriorated? 
 
Y N   If masonry wall is used; does it meet minimum specifications for security fencing?  
  
Y N   If building walls, floors, and roofs form a part of the perimeter barrier, do they 

provide security equivalent to that provided by the remainder of the perimeter?  
 
Y N   Are all openings properly secured? 
 
Y N   If a building forms a part of the perimeter barrier, does it present a potential means 

of access at the point of juncture with the perimeter fence?  
 
Y N   If so, is the fence height increased 100% at the point of juncture?  
 
Y N   Are openings such as culverts, tunnels, manholes for sewers and utility access which 

permit access to the activity properly secured?  
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O.2 ENTRY POINTS 
 
Yes No 
Y N   Do the doors exceed the number required for safe and efficient operation?  
 
Y N   Are doors constructed of sturdy material?  
 
Y N   Are all entrances equipped with secure locking devices?  
 
Y N   Are they always locked when not in use? 
 
Y N   Are hinge pins to all entrance doors spot-welded or peened?  
 
Y N   Are all possible means of entrance to the building (i.e., ventilators, drains) covered 

with steel bars or adequate wire mesh?  
 
Y N   Are all windows securely fastened from the inside?  
 
Y N   Are all windows not accessible from the ground adequately secured?  
 
Y N   Are all openings less than 16 feet above uncontrolled ground, roof ledges, etc., 

protected by steel bars or grilles?  
 
Y N   Are openings less than 12 feet directly or diagonally opposite uncontrolled windows 

in other walls, fire escapes, roofs, etc., protected by steel bars or grilles?  
 
O.3 KEY CONTROL 
 
Yes No 
Y N   Has a key control officer been appointed?  
 
Y N   Are locks and keys to all buildings and entrances supervised and controlled by a 

key control officer?  
 
Y N   Does the key control officer have overall authority and responsibility for issuance 

and replacement of locks and keys?  
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Y N   Are keys issued only to authorized personnel? 
 
Y N   Are keys issued to personnel other than facility personnel? 
  
Y N   Are keys not in use secured in a locked, fireproof cabinet? 
 
Y N   Are records maintained indicating buildings and/or entrances for which keys are 

issued? 
 
Y N   Are records maintained indicating ID data for keys issued?  
 
Y N   Are records maintained indicating location and number of master keys?  
 
Y N   Are records maintained indicating location and number of duplicate keys?  
 
Y N   Are records maintained indicating issue and turn in of keys? 
 
Y N   Are records maintained indicating location of locks and keys held in reserve?  
 
Y N   Is a current key control directive in effect?  
 
Y N   Are locks changed after determining lost or stolen keys will not be recovered?  
 
Y N   Are inventories conducted at least annually by the key control officer?  
 
Y N   If master keys are used, are they devoid of markings identifying them as such?  
 
Y N   Are employees required to report loss or theft immediately?  
 
Y N   Are losses or thefts of keys promptly investigated by security personnel?  
 
Y N   Must all requests for duplication of keys be approved by the key control officer?  
 
O.4 LOCKS 
 
Yes No 
Y N   Are locks on inactive gates and storage facilities under seal?  
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Y N   Are they checked periodically by guard personnel?  
 
Y N   Are locks rotated within the activity at least annually?  
 
Y N   Is manufacturer's serial number on combination locks obliterated?  
 
Y N   Are measures in effect to prevent the unauthorized removal of locks on open 

cabinets, gates, or buildings?  
 
Y N   Are safes located within the building?  
 
Y N   Are safes adequately secured to prevent removal?  
 
Y N   Are safes in position to be observed from the outside by a security guard?  
 
O.5 ALARMS 
 
Yes No 
Y N   Is an alarm system used by the facility? (Give a brief description of detection 

device(s) on separate sheet.)  
 
Y N   Is it a local alarm system?  
 
Y N   Is it a central station system?  
 
Y N   Is it connected to a facility guard office? 
 
Y N   Is it connected directly to a monitoring station outside the facility proper?  
 
Y N   Is it a private protection service? Name?  
 
Y N   Is it a protection service provided by the local police?  
 
Y N   Is there any inherent weakness in the system itself?  
 
Y N   Is the system backed up by properly trained, alert guards?  
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Y N   Is the system tested prior to activating?  
 
Y N   Is the alarm system inspected regularly?  
 
Y N   Does the system incorporate a feature to detect tampering?  
 
Y N   Is the system weatherproof?  
 
Y N   Is an alternate or independent source of power available for use on the system in the 

event of power failure?  
 
Y N   Is the system designed to automatically switch over to the backup power source 

upon primary power failure? 
 
Y N   Is the alarm system properly maintained by trained personnel?  
 
Y N   Are properly screened and/or cleared personnel utilized in the maintenance of alarm 

systems?  
 
Y N   Are frequent tests conducted to determine the adequacy and promptness of 

response to alarm signals?  
 
Y N   Are records kept of all alarm signals received to include time, date, location, action 

taken, and cause of alarm? 
 
O.6 LIGHTING 
 
Yes No 
Y N   Is protective lighting provided during hours of darkness?  
 
Y N   Is there adequate illumination for the perimeter of the facility?  
 
Y N   Is there an auxiliary power source?  
 
Y N   Are exit lights included? Stairwell lights?  
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Y N   Are repairs to lights and replacement of inoperative lamps effected immediately? 
 

* * * * * * * 
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Appendix P 
Disbursing Office & Imprest Fund 

Checklist 

______________________________________________________________________________ 
 
Yes No 
Y N   Has this activity been the subject of a recent inspection?    Date: ____________  
 
Y N   Have discrepancies noted in the last inspection report been corrected?  
 
    Does each imprest fund cashier have a copy of:  
 
Y N    1.  Chapter 6 of the DOC Cash Management Handbook,  "Cash Held Outside 

Treasury," including Treasury's Appendix 1 "Manual of Procedures and Instructions for 
Cashiers?"  

 
Y N    2.  The DOC Administrative Payments Manual?  
 
Y N    3.  Chapter 1, Part 10, on "Sources of Funds" from the DOC Travel Handbook?  
 
Y N   Has the Cashier's Handbook been updated with the most recent policy documents on 

imprest funds?  
 
Y N   Is the fund activity adequately guarded?  
 
Y N   Have adequate precautions been taken to prevent unauthorized entrance after duty 

hours?  
 
Y N   Do imprest fund regulations contain specific and appropriate instructions for physical 

protection of the cash?  
 
Y N   Have security measures been coordinated with the security element?  
 
Y N   Is the fund activity equipped with adequate facilities for the storing and safeguarding of 

public funds and documents?  
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Y N   Are all imprest funds kept in a locked cash box?  
 
Y N   Are imprest funds exceeding $300 kept in a locked cash box and stored in a U.S. 

Government-approved safe with a 3-wheel combination lock?  
 
Y N   Are imprest funds of less than $300 stored in a file cabinet with a bar and combination 

lock?  
 
Y N   Do safeguards exist to prevent the storage of imprest funds in file cabinets with key 

locks?  
 
Y N   Do safeguards exist to prevent the storage of imprest funds in cashier's or any other 

employee's desk drawers?  
 
Y N   Do safeguards exist to prevent the storage of imprest funds in depositories in a cashier's 

name only?  
 
Y N   Do safeguards exist to prevent the storage of imprest funds in safe deposit boxes in a 

cashier's name only?  
 
Y N   Is an intrusion detection device/system installed?  
 
Y N   Are warning notices posted?  
 
Y N   Do the safeguards employed during normal operations precludes loss, substitution, or 

pilferage of public funds and documents?  
 
Y N   Are vaults or safes accessible at any time to unauthorized persons?  
 
Y N   Is each cashier of an imprest fund of $1000 or more provided a protected, limited 

access area from which to operate?  
 
Y N   Are unauthorized persons excluded from the working areas of the office by means of a 

railing or counter?  
 
Y N   Are money exchanging windows situated so as to prevent unauthorized access to 
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funds? (If not, explain on separate sheet.)  
 
 
Y N   Is cash in excess of current disbursing needs promptly deposited to the credit of the 

Treasurer of the United States?  
 
Y N   Are internal office procedures established to provide controls on all undelivered and 

returned checks?  
 
Y N   Are paid but un-reimbursed sub-vouchers, interim receipts for cash, and copies of 

replenishment vouchers in transit treated as the equivalent of cash and safeguarded as such 
until replenishment is received to support the accountability of the cashier?  

 
Y N   Is there a central point for their receipt, holding, and final disposition, with responsibility 

charged to a specific individual?  
 
Y N   Is the cashier provided with a separate working space or properly enclosed cage or 

room with a window for paying and receiving?  
 
Y N   Is a cash drawer with key lock, or a field or similar safe, provided for safeguarding 

funds and vouchers during temporary absence of the clerks?  
 
Y N   Does each cashier know to never leave the cash box keys in an unauthorized place or 

with another person?  
 
Y N   Does each cashier know to not leave the safe while it is open?  
 
Y N   Does each cashier know to not leave the cash box out of the safe except when making 

disbursements or reconciliation?  
 
Y N   Are the imprest fund's cash and related documents the only items kept in the imprest 

fund safe?  
 
Y N   Are there keys or combinations to the cashier's safe and cash drawer in the hands of 

any person other than a cashier?  
 
Y N   Are locks replaced when keys are lost or stolen?  
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Y N   Has the cashier sealed one key and/or the combination to the safe in an envelope 

secured in the safe of the imprest fund officer or unit security contact?  
 
 
Y N   Is the combination to the imprest fund vault or safe known only by the imprest 

cashier(s)?  
 
Y N   Does the cashier personally set the combination to the safe?  
 
Y N   Do either the cashier's supervisor or any of the security guards have the combination to 

the safe?  
 
Y N   Do the cashiers memorize the combination to their lock, keeping no written record of 

the combination?  
 
Y N   Are combinations of the vaults and safes changed at least every 12 months?  
 
Y N   Are safe combinations changed when newly appointed imprest fund officials or cashiers 

open or take over an account?  
 
Y N   Do security patrols check the Imprest Fund Office during the normal course of their 

duties?  
 
Y N   Is there a plan establishing security requirements for funds in transit?  
 
Y N   Was the plan coordinated with the appropriate security official(s)?  
 
Y N   If more than one person in the office has cash in his possession, is each person 

provided with a separate and secure receptacle for such monies?  
 
Y N   Does each imprest fund cashier operate only one fund at a time?  
 
Y N   Are receipts taken for all funds entrusted to the cashier and receipts given the cashier 

for all funds returned or valid vouchers accepted?  
 
Y N   Is each imprest fund cashier prohibited from committing, obligating, and authorizing the 
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payment of funds?  
 
Y N   Is each imprest fund cashier prohibited from performing any duties that would permit 

control over authorization and/or approval of procurement?  
 
Y N   Is each imprest fund cashier prohibited from performing any duties that would permit 

control over maintenance of accounts related to the disbursing process?  
 
Y N   Is each imprest fund cashier prohibited from performing any duties that would permit 

control over the receipt of goods and services paid for through the imprest fund?  
 
Y N   Is there a procedure for unannounced verifications of cash on hand?  
 
Y N   Do current records indicate that such verifications are being made on an unannounced 

basis at least once each quarter?  
 
Y N   Is a detailed record maintained on daily settlement of cash transactions between 

disbursing officer, or deputy disbursing officer and cashier(s)?  
 
Y N   Is positive identification of the payee made prior to any cash payment? 
 
 

* * * * * * *  
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Appendix Q 
Shipping/Receiving & Warehouse 

Facilities Checklist 

______________________________________________________________________________ 
 
Yes  No 
Y N   Is there a specific procedure in effect that assures strict accountability for all property? 

(Enclose copy of last inventory)  
 
Y N   Are the records of this facility subject to periodic audits? 
  
Y N   Are sufficient and comprehensive physical inventories conducted?  
 
Y N   Are inventories conducted by disinterested personnel? 
 
Y N   Is fixed and real property accounted for? 
 
Y N   Are stock record or bin cards maintained? 
 
Y N   Are stock levels on these cards verifiable through records of incoming stock?  
 
Y N   Are issues recorded on these cards indexed to specific requisitions?  
 
Y N   Are inventories recorded on these cards? 
 
Y N   Is there excessive use of reports of survey? 
 
Y N   Is there a specific and secure procedure for the receipt of incoming property? 
 
Y N   Are there any weaknesses in the present system for the physical unloading and storage 

of merchandise? 
 
Y N   Are delivery personnel required to produce a bill of lading or other listing of the 

delivery?  
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Y N   Is an accurate tally conducted prior to acceptance?  
 
Y N   Are delivery records checked against requisitions or purchase orders?  
 
Y N   Is acceptance of deliveries limited to specific personnel?  
 
Y N   Are incoming shipments carefully checked for signs of pilferage, damage, etc.? 
 
Y N   Are shipping and receiving platforms free of trash and are shipments neatly stacked for 

proper observation and thorough, accurate counting?  
 
Y N   Are unauthorized persons kept from receiving and storage areas?  On a separate sheet, 

describe access control procedures.  
 
Y N   Is a current personnel access list maintained? 
 
Y N   Are supplies adequately protected against pilferage? 
 
Y N   Are adequate protective measures given to open storage? 
 
Y N   Is material in open storage properly stacked and positioned in such a way as to provide 

unobstructed observation by patrol personnel?   
 
Y N   Are adequate locker and "break area" facilities provided for employees?  
 
Y N   Is there a secure place to keep broken containers of damaged merchandise to prevent 

pilferage?  
 
Y N   Is there a secure room or container for the safekeeping of sensitive or valuable items? 
 
Y N   Are employees permitted to carry packages in and out of work area?  
 
Y N   Are provisions made for parking privately owned vehicles to ensure that they are not 

parked in an area offering an opportunity to move items from the building to the vehicle 
undetected?  
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Y N   Are trash collectors permitted in the building?  
 
Y N   If so, are trash containers inspected to assure that supplies are not concealed inside?  
 
Y N   Is there a specific procedure in effect for the issue and/or shipping of property?  
 
Y N   Are there any weaknesses in the present system for the physical issue or shipment of 

property?  
 
Y N   Are recipients required to receipt for the goods?  
 
Y N   Are signature cards used for all authorized recipients?  
 
Y N   When issues are made by shipment, is there a means to verify their arrival at the 

requesting facility?  
  
Y N   Are shipments or deliveries receipted to the carrier or the person making the delivery?  
 
Y N   Are adequate controls maintained over property prior to issue?  
 
Y N   Is responsibility for items identified?  
 

* * * * * * * 
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Appendix R 
Homeland Security 

National Security Alert Levels 

______________________________________________________________________________ 
 
 

Under Construction 
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Appendix S 
Bomb Threat Procedures 

______________________________________________________________________________ 
 
S.1 INTRODUCTION 
 
In the event of a bomb threat at a Commerce facility, access control measures should be intensified.  
Especially important are personnel identification, package, and property controls. All building occupants 
should be alert for persons who act or look suspicious. All personnel should report suspicious items or 
parcels. Doors to utility closets, boiler rooms, fan rooms, telephone wire closets and switchboards, and 
elevator machinery rooms are especially vulnerable and should be kept locked. Keys must be readily 
available to enter rooms during emergencies. 
 
S.2 HANDLING BOMB THREATS 
 
A. Bomb threats may be received by either telephone or written message. In either case, the designated 
official, usually a senior facility manager, must evaluate the validity of the threat. In many instances, persons 
who make a bomb threat intend to disrupt operations or cause damage to property rather than cause death 
or injury. The decision to evacuate the threatened buildings or area and shut down utilities should be based 
on the evaluated validity of the bomb threat.   
 
B. Another important decision is whether or not an announcement of a bomb threat should be made.  Since 
a public announcement could conceivably result in panic among the employees, security officials may wish to 
consider making an announcement in a code known only to selected personnel. NOTE: With a fire, close all 
doors and windows to delay its spread; in a bomb situation, leave all doors and windows open to dissipate 
the explosive force. 
 
C. The decision to search and/or evacuate an area must be made by the designated official or the senior 
facility manager.  The decision should be made on following factors: 
 

1. Available resources to react to the threat, qualified search teams and bomb dogs. 
 

2. Operational impact, and the practicality of conducting an evacuation within the threat time frame. If a 
search is conducted, personnel must follow a pattern of assigned areas and report results to the incident 
command post immediately. 
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S.3 TELEPHONE BOMB THREATS 
 
A. Persons likely to receive these calls (receptionists, dispatchers, guards, switchboard operators, and 
security personnel) should be briefed and trained in the procedures listed below. 
 

1. Attempt to keep the caller on the line as long as possible to permit tracing and to gather information.  
Note:  Do not hang up the phone until all attempts to trace have been initiated.  KEEP THE LINE 
OPEN! 

 
2. Record in writing the exact words of the caller. Attempt to ascertain the location of the bomb, type of 
device, what it looks like, and expected time of detonation. 

 
3.  Attempt to determine the sex, approximate age, the attitude of the caller, and specific reasons or 
motives for his or her actions in placing the bomb. 

 
4. Note any background voices or noises that may provide a clue to the caller's location. 

 
5. Note any accent or peculiarity of speech, which may help to identify the caller. 

 
6. If the time permits, ask the caller questions such as "Who is calling, please?" or "What is your name?" 

 
B. The items listed above may be placed on locally devised forms to serve as a checklist and as a means of 
recording (see Exhibit S-1).   
 
S.4 THREAT ASSESSMENT 
 
A. The threat assessment begins with an examination of the message. Closely examine the wording. Did the 
message give any reason for the threat? If so, does the reason coincide with anything that involves the office 
or agency, e.g., RIF, disciplinary action, or policy action affecting the public? 
 

1. Was the message detailed in describing where the bomb was placed, how it was constructed, or 
when it was set to detonate?  

 
2. What was the telephone number used by the caller? Is this the general office number, a facility 
emergency number, a number assigned to a particular staff member, an unlisted number? 
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3. Did the caller seem to have a working knowledge of the facility? 

 
B. The final assessment of the threat should be made after considering and evaluating the bomb threat. 
There is no simple solution. The decision to search, evacuate, or take no further action, is a judgment call by 
the designated official. 
 
S.5 EVACUATIONS 
 
Whether a decision is made to evacuate or not, the designated official should alert the Occupant Emergency 
Teams that a threat has been received. The teams should stand by in the event a decision is made to 
evacuate based on a building search. For detailed information regarding facility evacuation procedures, see 
Chapter 7, Emergency Planning and Evacuation. 
 
 

* * * * * * * 
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EXHIBIT 1 

Bomb Threat Call Checklist 
 
Questions to Ask          Exact Wording of the Threat 

When is the bomb going to explode?    ____________________________________ 

Where is it right now?        ____________________________________ 

What does it look like?        ____________________________________ 

What kind of bomb is it?       ____________________________________ 

What will trigger it?         ____________________________________ 

Did you place the bomb?       ____________________________________ 

Why?             ____________________________________ 

What is your name?         ____________________________________ 

What is your address?        ____________________________________ 

 

Sex of caller:  _______ Age:  _______ Race:  ________ Length of call:  _____ minutes 

Caller’s voice:  (check all that apply) 

 

Calm     Laughing     Lisping     Disguised 

Angry     Crying     Raspy      Accent 

Excited    Normal     Deep      Familiar 

Slow     Distinct     Ragged     If familiar, who did it 

Rapid     Slurred     Clearing throat   sound like? 

Soft     Nasal      Deep breathing   __________________ 

Loud     Stuttering     Cracking voice 
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Background Sounds: 

Street noises   Motor      Factory     Telephone booth 

House noises   Static      Music      Local 

Clear     Voices      Office equipment   Long Distance 

Dishes/utensils  PA system     Animal noises  

Threat Language: 

Well spoken   Irrational      Taped      Foul 

Incoherent   Read by caller 

Remarks: 

______________________________________________________________________________ 

______________________________________________________________________________ 

 

Date:  ________________________________________________________________________ 

Recipient’s Name  ______________________________________________________________ 

Office:  _______________________________________________________________________ 

Telephone number:  ____________________________________________________________ 

Room number:  ________________________________________________________________ 

 

* * * * * * * 
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